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Preface
Purpose of this manual
This reference manual provides a pool of information about the control functions, the
functionality and technical data of the fail-safe signal modules of a S7-300 system.

Basic knowledge required
Working with this manual requires general knowledge of automation engineering. It is also
assumed that you have sufficient knowledge of the STEP 7 Basic Software, of the S7-300
automation system, and of the ET 200M distributed I/O device.

Scope of this manual
Module

Order number

as of product version

Safety protector

6ES7195-7KF00-0XA0

03

Bus module for safety protector

6ES7195-7HG00-0XA0

01

SM 326; DI 24 x DC 24 V

6ES7326-1BK01-0AB0

01

SM 326; DI 8 x NAMUR

6ES7326-1RF00-0AB0

05

SM 326; DO 8 x DC 24V/2A PM

6ES7326-2BF40-0AB0

01

SM 326; DO 10 x DC 24V/2A

6ES7326-2BF01-0AB0

01

SM 336; AI 6 x 13Bit

6ES7336-1HE00-0AB0

04

SM 336; F-AI 6 x 0/4 ... 20 mA HART

6ES7336-4GE00-0AB0

01

What's new compared to the previous version
This manual was updated and supplemented with the description of:
● The new functions of SM 336; F-AI 6 x 0/4 ... 20 mA HART

Approvals
The S7-300 system complies with the requirements and criteria of IEC 1131, Part 2. In
addition, CSA, UL, and FM approvals are available for S7-300.
The S7-300 fail-safe signal modules have also been certified for use in safety mode to:
● Safety Integrity Level SIL 3 according to IEC 61508
● Category 4 according to EN 954-1
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CE certifications
Refer to chapter Standards and certifications.

C-Tick-Mark for Australia
Refer to chapter Standards and certifications.

Standards
Refer to chapter Standards and certifications.

Position in the IT environment
The additional references you require for working with fail-safe modules are listed below.
This manual contains corresponding cross-references to additional documentation.
Documentation

Brief description of relevant contents

ET 200M Distributed I/O
Device Manual

Describes ET 200M hardware (including the configuration,
assembly and wiring of IM 153 in combination with modules of the
S7-300 family)

Operating instructions S7-300,
CPU 31xC and CPU 31x:
Installation

Describes the configuration, installation, wiring, addressing, and
commissioning of S7-300 systems

Reference manual Automation
Systems S7-300, ET 200M,

SM 326; DI 8 × NAMUR is part of the SIMATIC S7 Ex digital module
family. It is to be used in compliance with installation guidelines for
SIMATIC S7-Ex digital modules.

Ex I/O Modules

The reference manual provides detailed guidelines for the
configuration of SIMATIC S7-Ex digital modules.
Manual Automation Systems

Describes the basic principles of explosion protection

Safety Engineering in
SIMATIC S7 system

•

Principles of Explosion
Protection

description

•
•

for integration in the S7 F/FH
fail-safe system

•

The S7 F/FH Systems Configuring and Programming manual
describes the tasks required to create and commission an S7
F/FH System fail-safe system.

•

The Automation System S7-400, M7-400, Hardware and
Installation Manual describes the installation and wiring of S7400 systems.
The S7-400H Programmable Controllers, Fault-Tolerant
Systems manual describes the CPU 41x-H central modules and
the tasks required to set up and commission an S7-400H faulttolerant system.
The CFC for SIMATIC S7 manual/online help describe
programming with CFC.

•

•

4

Provides an overview of the use, configuration and functionality
of S7 Distributed Safety and S7 F/FH fail-safe automation
systems
Contains a summary of detailed technical information relating to
fail-safe engineering in S7-300 and S7-400 systems
Includes information on the calculation of monitoring and
response times of S7 Distributed Safety and S7 F/FH fail-safe
systems
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Documentation

Brief description of relevant contents

For integration in the
The S7 Distributed Safety, Configuring and Programming manual
F-system S7 Distributed Safety and online help describe:
• the configuration of fail-safe CPU and I/O
• how to program a fail-safe CPU in F-FBD or F-LAD
Documentation required, depending on the F-CPU used:
• The S7-300, CPU 31xC and CPU 31x: Installation operating
instructions describe how to install and wire S7-300 systems.
• The CPU 31xC and CPU 31x, Technical Specifications manual
describes the CPUs 315-2 DP and PN/DP, the CPU 317-2 DP
and PN/DP, and the CPU 319-3 PN/DP.
• The Automation System S7-400 Hardware and Installation
installation manual describes the installation and wiring of S7400 systems.
• The Automation System S7-400 CPU Specifications reference
manual describes the CPU 416-2 and the CPU 416-3 PN/DP.
• The ET 200S IM 151-7 CPU Interface Module manual describes
the IM 151-7 CPU.
• Every applicable F-CPU has its own Product Information. The
Product Information describes only the deviations from the
corresponding standard CPUs.

STEP 7 manuals

•

•

STEP 7 online help

•
•
•

PCS 7 manuals

•

The Configuring Hardware and Communication Connections
with STEP 7 V5.x manual describes the operation of the
relevant standard tools of STEP 7.
The System and Standard Functions reference manual
describes functionality for access to/ diagnostics of distributed
I/O.
Describes the operation of STEP 7 standard tools
Contains information on the configuration and parameter
assignment of modules and intelligent slaves in HW Config
Contains a description of the programming languages FBD and
LAD
Describe the handling of the PCS 7 control system (required if
fail-safe I/O are implemented in a master control system)

The entire SIMATIC S7 documentation on CD-ROM is available on request.

Guide
This manual describes the S7-300 fail-safe modules and comprises both instructive and
reference chapters (technical data and annexes).
It contains essential information about the fail-safe signal modules:
● Installation and use
● Configuring and parameter assignment
● Addressing, installation and wiring
● Evaluating diagnostics data
● Technical data
● Order numbers
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Conventions
The terms "safety technology" and "fail-safe technology" are used synonymously in this
manual. The same applies to the use of the terms "fail-safe" and "F-". "F-SM" is a synonym
of "fail-safe signal module".
""S7 Distributed Safety" and "S7 F Systems" in italic letters denote optional packages for the
fail-safe systems "S7 Distributed Safety" and "S7 F/FH Systems".

Recycling and disposal
The S7-300 can be recycled due to its low content of pollutants. Contact a company which is
certified for the disposal of electronic scrap for environment-friendly disposal and recycling of
your old device.

Additional support
Your local Siemens representative will be pleased to provide answers to any open issue
relating to the use of products described in this manual:
http://www.siemens.com/automation/partner

Training Centers
Siemens offers a number of courses which help you in getting started with the SIMATIC S7
automation system. For further information, contact your regional Training Center or our
central Training Center in D-90327 Nuremberg, Germany.
Telephone: +49 (911) 895-3200
Internet: http://www.sitrain.com
H/F Competence Center
The H/F Competence Center in Nuremberg offers special workshops dealing with SIMATIC
S7 F and H automation systems. The H/F Competence Center also provides support in
terms of on-site engineering, commissioning, and troubleshooting.
Telephone: +49 (911) 895-4759
Fax: +49 (911) 895-5193
Information about workshops, for example, is available at:
hf-cc@siemens.com
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A&D Technical Support
Worldwide (Nuremberg)
Technical Support
Local time:
0:00 to 24:00 / 365 days
Telephone: +49 (180) 5050-222
Fax: +49 (180) 5050-223
E-mail:
adsupport@siemens.com
GMT: +1:00
Europe/Africa (Nuremberg)

United States (Johnson City)

Asia/Australia (Beijing)

Authorization

Technical Support and
Authorization

Technical Support and
Authorization

Local time: Mon.-Fri. 8:00 to
17:00

Local time: Mon.-Fri. 8:00 to
17:00

Telephone: +1 (423) 262 2522

Telephone: +86 10 64 75 75
75

Local time: Mon.-Fri. 8:00 to
17:00
Telephone: +49 (180) 5050-222
Fax: +49 (180) 5050-223
E-mail:
adsupport@siemens.com
GMT: +1:00

Fax: +1 (423) 262 2289

Fax: +86 10 64 74 74 74
E-mail:
simatic.hotline@sea.siemens.com E-mail:
adsupport.asia@siemens.com
GMT: -5:00
GMT: +8:00

English and German are generally spoken at the Technical Support and Authorization Centers.

Service & Support on the Internet
In addition to our documentation, we also offer a comprehensive technical knowledge base
on the Internet at:
http://www.siemens.com/automation/service&support
There you will find:
● the Newsletter which provides the latest information about your products
● The right documents; using our Service & Support search functions
● A worldwide forum in which users and experts share their experience
● Your local contact partner for Automation & Drives in our Contact Partners database
● Information about on-site services, repairs, and about spare parts. Lots more can be
found on our "Services" page.
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Important information concerning the safe operation of your plant
Note
Plants with safety-oriented characteristics are subject to special requirements for operational
safety for which the operator is responsible. The supplier also undertakes to conform to
special measures for product monitoring. Siemens publishes a special newsletter to keep
plant operators informed about product developments and properties which may form
important issues in terms of operational safety. You should subscribe to the corresponding
newsletter in order to obtain the latest information and to allow you to modify your plant
accordingly. Please visit our Internet pages at
http://www.automation.siemens.com/WW/newsletter/guiThemes2Select.aspx?subjectID=2
to sign up for the following newsletters:
• SIMATIC S7-300
• SIMATIC S7-400
• Distributed I/O
• SIMATIC Industrial Software
Activate the "News" check box to subscribe to the corresponding newsletter.

See also
Standards and Approvals (Page 53)
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Product overview
1.1

1

Introduction

In this chapter
The product overview provides information about
● the integration of fail-safe signal modules in SIMATIC S7 fail-safe automation systems
● available fail-safe signal modules
● steps to take, starting with the selection and ending with the commissioning of fail-safe
modules.

1.2

Using Fail-Safe Signal Modules

Fail-safe automation system
Fail-safe automation systems (F-systems) are used in plants which are subject to more
stringent safety standards. F-systems are used to control processes and to force the plant
into a safe state after shutdown. That is, F-systems control processes which do not pose a
risk to human beings or to the environment when shut down immediately.

Fail-safe signal modules
Compared to standard modules of the S7-300 module family, the fail-safe signal modules
differ in terms of their internal dual-channel structure. The two integrated processors monitor
each other, automatically test the I/O circuits, and force the fail-safe signal module into safe
state when a fault/error has been detected. The F-CPU communicates with the fail-safe
signal module by means of the safety-oriented PROFIsafe bus profile.
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1.2 Using Fail-Safe Signal Modules

Types of fail-safe signal modules
Fail-safe signal modules (short name: F-SM) available:
Table 1-1

Types of fail-safe signal modules

Fail-safe signal modules

Capable of redundancy

SM 326; DI 24 x DC 24V

Yes

SM 326; DI 8 x NAMUR

Yes

SM 326; DO 8 x DC 24V/2A PM

No

SM 326; DO 10 x DC 24V/2A

Yes

SM 336; AI 6 x 13 Bit

Yes

SM 336; F-AI 6 x 0/4 ... 20 mA HART

Yes

Interface modules that support operation with fail-safe signal modules
The table below lists the interface modules which support operation with fail-safe signal
modules:
Table 1-2

Supported interface modules

Interface module

Order number

IM 153-2

6ES7153-2AA02 and higher (as of product version 05, firmware V1.1.0)

IM 153-2 FO

6ES7153-2AB01 and higher (as of product version 04, firmware V1.1.0)

IM 153-2/IM 153-2 FO

6ES7153-2BA0./-2BB0.

SM 336; F-AI 6 x 0/4 ... 20 mA HART can be used with the following interface modules:
Table 1-3

Supported interface modules for SM 336; F-AI 6 x 0/4 ... 20 mA HART

Interface module

Order number

IM 153-2/IM 153-2 FO

6ES7153-2BA0./-2BB0.

Optional applications for fail-safe signal modules
S7-300 fail-safe signal modules support applications for:
● S7-300 automation systems (centrally in S7-300; distributed in ET 200M)
● S7-400 automation systems (distributed in ET 200M)
Note
To make use of the HART function of the SM 336, F-AI 6 x 0/4 ... 20 mA HART analog
module, this module must be used in distributed operation in ET 200M.
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1.2 Using Fail-Safe Signal Modules

F-System with fail-safe signal modules
The figure below shows an example configuration of an S7 Distributed Safety F-system with
fail-safe signal modules/modules in S7-300, ET 200M, and ET 200S.
6ZLWK
&38)'3

)DLOVDIH
VLJQDOPRGXOHV
)DLOVDIH
VLJQDOPRGXOHV
(70
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(76

Figure 1-1

Fail-safe S7 Distributed Safety automation system

Operation in standard mode
Except for SM 326; DO 8 x DC 24V/2A PM and SM 336; F-AI 6 x 0/4 ... 20 mA HART, you
can operate all other fail-safe signal modules in standard mode with more stringent
diagnostics requirements. When operated in standard mode, the fail-safe signal modules
respond similar to standard S7-300 I/O modules.

Operation in safety mode
You can implement the fail-safe signal modules for operation in safety mode. Configure
safety mode in HW Config of STEP 7 and using the address selector switch on the rear
panel of the fail-safe signal module. The "SAFE" LED is lit when safety mode is active at the
signal module.

Safety Integrity Levels supported
The fail-safe signal modules feature integrated safety functions for operation in safety mode.
The section below outlines the Safety Integrity Levels that can be achieved in safety mode
through assignment of the safety function parameters in STEP 7 using the optional package
S7 Distributed Safety or S7 F Systems, and by specific arrangement and wiring of the
sensors and actuators:
Table 1-4

Safety Integrity Levels that can be achieved in safety mode

Safety Integrity Level in safety mode
According to IEC 61508

According to EN 954-1

According to ISO 13849

SIL 2

Category 3

(PL) Performance Level d

SIL 3

Category 4

(PL) Performance Level e

Fail-safe signal modules
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1.3 Guide to commissioning fail-safe signal modules

Enhanced availability in standard and safety mode
In standard mode, you can operate F-SMs redundantly in order to enhance availability (with
the exception of SM 326; DO 8 x DC 24V/2A PM and SM 336; 6 x 0/4 to 20 mA HART).
In safety mode, you can operate the F-SMs redundantly in S7 F/FH Systems F-systems
(with the exception of SM 326; DO 8 x DC 24V/ 2A PM).
Options of inserting redundant signal modules, depending on availability requirements (for
example configurations, refer to Safety Engineering in SIMATIC S7, System Description):
● Separately in two ET 200M distributed I/O devices
● In the same ET 200M distributed I/O device
Software requirements of redundant operation of F-SMs are described in Configuring and
parameter assignment.

1.3

Guide to commissioning fail-safe signal modules

Introduction
The table below lists all important tasks related to the commissioning of fail-safe signal
modules in S7-300 or ET 200M.

Commissioning sequence, starting with the selection of the F-SMs
Table 1-5
Step

Commissioning sequence, starting with the selection of the F-SMs

Procedure

See

1.

Selecting the F-SMs to be installed

Product catalog;
chapterDigital modules;
chapter Analog module

2.

Setup of the mode of operation (standard or safety mode),
configuration and parameterization of the F-SM

Chapter Configuring and

parameter assignment;

chapter Addressing and

installing

16

3.

Installing F-SMs

Chapter Addressing and

4.

Wiring the F-SMs

Chapter Wiring

5.

Commissioning of the F-SMs

ET 200M Distributed I/O
Device manual, or S7-300,
CPU 31xC and CPU 31x
Operating Manual
Installation

6.

Run diagnostics if commissioning was not successfully
completed.

Chapter Fault reactions and
diagnostics;
Chapter Digital Module;
Chapter Analog Module

installing

Fail-safe signal modules
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2.1

2

Introduction

In this chapter
This chapter contains information about:
● Central and distributed configuration with F-SMs
● Components which can be used for F-SMs in standard mode
● Components which can be used for F-SMs in safety mode
● Options of combining F-SMs and standard modules in the same configuration

Central and distributed configuration
All fail-safe signal modules support operation in standard and safety mode in a central S7300 system and in a distributed system with ET 200M distributed I/O devices.
Note
To make use of the HART function of the SM 336, F AI 6 x 0/4 ... 20 mA HART analog
module, this module must be used in distributed operation in ET 200M.

2.2

Configuration with F-SMs in standard mode

Configuration variants in standard mode
When operated in standard mode, the fail-safe signal modules respond similar to standard
S7-300 I/O modules (abbreviated: standard modules). The configuration variants are similar
to the variants of an S7-300 or ET 200M with standard modules.
Exception: SM 336 F-AI 6 x 0/4 ... 20 mA HART and SM 326; DO 8 x DC 24V/2A PM only
know safety mode.

CPUs approved for use in S7-300 systems (central configuration)
All CPUs of the S7-300 family can be implemented in a central configuration when operating
the fail-safe signal modules in standard mode.

Fail-safe signal modules
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Approved IM 153 in ET 200M (distributed configuration)
All IM 153-2/-2 FO interfaces of the ET 200M distributed I/O device can be used when
operating the fail-safe signal modules in standard mode.

Combinations of fail-safe and standard modules supported for operation in standard mode
S7-300/ET 200M support the combined operation of fail-safe signal modules and standard
modules in standard mode.

Additional information
For detailed information on S7-300 configuration variants, refer to the S7-300, CPU 31xC
and CPU 31x: Installation manual.
For detailed information on the configuration of ET 200M, refer to the ET 200M Distributed
I/O Device manual.
For detailed information on implementing fail-safe signal modules as redundant I/O in S7 FH
systems, refer to the S7-400H Automation Systems; Fault-Tolerant Systems manual.

2.3

Configuration with F-SMs in safety mode

Configuration variants in safety mode
Criteria which determine configuration variants of the F-SMs for operation in safety mode:
● Configuration (central or distributed)
● Safety Integrity Level of the configuration
● Availability of the configuration

CPUs approved for use in S7-300 systems (central configuration)
All F-CPUs of the S7-300 family can be used in a central configuration in safety mode.
Note
You can implement SM 326; DO 8 x DC 24V/2A PM centrally for operation with all F-CPUs
in S7-300, however, with:
• CPU 315F-2 DP, as of order no. 6ES7315-6FF01-0AB0, firmware version V2.0.9
• CPU 317F-2 DP, as of order no. 6ES7317-6FF00-0AB0, firmware version V2.1.4

Approved IM 153 in ET 200M (distributed configuration)
The IM 153-2/-2 FO interface modules of the ET 200M distributed I/O device support
operation of the fail-safe signal modules in standard mode.
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Combinations of fail-safe and standard modules supported for operation in safety mode
WARNING
The applicable precautions against accidental contact for standard components are
sufficient for applications with Safety Integrity Level SIL 2/Cat. 3 and lower (see the S7-300
Module Data reference manual).
Applications with Safety Integrity Level SIL 3/Cat. 4 require certain measures beyond
accidental contact protection to prevent hazardous overvoltages of F-circuits via the power
supply and backplane bus, even in the event of a fault. A safety protector is available for
the protection of the central and distributed configuration of F-SMs against negative
influences from the backplane bus.
In order to protect the modules against negative influences from the power supply, Siemens
has issued a set of rules governing the implementation of power supply modules, standard
I/O and F I/O (refer to chapter PELV for fail-safe modules).

Rules for using the safety protector
The safety protector is used to protect the F-SMs from any overvoltage developing in the
case of a fault/error.
WARNING
The safety protector must be used for SIL 3/Cat. 4 applications:
• Always if the F-SMs are integrated centrally in an S7-300 AS
• Always if PROFIBUS DP is wired using copper cable
• If PROFIBUS DP is installed with fiber-optic cables, and if standard and fail-safe signal
modules must be operated on the same ET 200M.

Configuration variants depending on availability
Table 2-1

Configuration variants of fail-safe systems based on availability

In system
S7
Distributed
Safety

Configuration variant

Description

Availability

•

Single-channel I/O

Single-channel, fail-safe (F-CPU and FSMs not redundant)

Normal
availability

•

Single-channel
switched I/O

Single-channel, switched, fail-safe
(redundant F-CPU, F-SMs not
redundant; system changes to the other
F-CPU in case of error)

Enhanced
availability

•

Redundant switched
I/O

Multi-channel, fail-safe (redundant FCPU, PROFIBUS DP and F-SMs)

Highest
availability

S7 F/FH
Systems
S7 FH
systems

Fail-safe signal modules
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Additional information
For information and examples relating to configuration variants based on availability, refer to
the Safety Engineering in SIMATIC S7 system description.
For detailed information about the safety protector, refer to chapter Safety protector.
For detailed information on S7-300 configuration variants, refer to the S7-300, CPU 31xC
and CPU 31x: Installation manual.
For detailed information on the configuration of ET 200M, refer to the ET 200M Distributed
I/O Device manual.
For detailed information on using the fail-safe signal modules as redundant I/O in S7 FH
systems, refer to the S7-400H Automation Systems; Fault-Tolerant Systems manual.

See also
Protective extra-low voltage (PELV) for fail-safe signal modules (Page 40)
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3.1

3

Configuring

Requirements
One of the optional packages listed below must be installed for configuring and assigning
parameters of fail-safe signal modules in STEP 7.
● S7 Distributed Safety
● S7 F/FH Systems
The following requirements apply to SM 326; DI 24 x DC 24V, order no. 6ES7326-1BK010AB0 and higher and SM 326; DO 8 x DC 24V/2A PM:
● STEP 7 V5.2 or higher and
● F Configuration Pack V5.3 SP 3 or higher
The following requirements apply to SM 336; F-AI 6 x 0/4 ... 20 mA HART:
● F Configuration Pack V5.5 SP 4 or higher
● For use in conjunction with S7 F Systems and with the HART function:
– S7 F Systems V6.0 with S7 F Systems Lib V1_3
– STEP 7 V5.4 SP3 + HF3 or higher and CFC V6.0 SP2 HF3 or higher
– SIMATIC PDM V6.0 SP3 HF1 or higher + SIMATIC PDM Devices V6.0 SP5
– EDD for ET 200M V1.1.9 or higher
– PCS 7 V7.0 SP1 or higher + HF, including PCS 7 Library V7.0 SP2 HF1 or higher
● For use in conjunction with S7 F Systems and without the HART function:
– S7 F Systems V6.0 with S7 F Systems Lib V1_3
– STEP 7 V5.4 SP3 + HF3 or higher and CFC V6.0 SP2 HF3 or higher
– PCS 7 V7.0 SP1 or higher + HF, including PCS 7 Library V7.0 SP2 HF1 or higher
● For use in conjunction with S7 Distributed Safety and with the HART function:
– STEP 7 V5.4 SP 3 +HF3 or higher
– SIMATIC PDM V6.0 SP3 or higher + SIMATIC PDM Devices V6.0 SP5
– EDD for ET 200M V1.1.9 or higher
● For use in conjunction with S7 Distributed Safety and without the HART function:
– STEP 7 V5.4 SP 3 +HF3 or higher
The F Configuration Pack is available for download on the Internet at:
http://www.siemens.com/automation/service&support.
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Configuring
The fail-safe signal modules are configured as usual, similar to standard modules, using
HW Config.

Configuration in RUN (CiR)
SM 326; DI 24 x DC 24 V (order no. 6ES7326-1BK01-0AB0 or higher) supports configuration
in run (CiR) when operated in standard mode (non-safety mode).

Additional information on CiR
For additional information on CiR, refer to:
● In the STEP 7 online help: "System changes in run using CiR"
● In the Safety Engineering in SIMATIC S7 system description

Enhanced availability in standard and safety mode
In standard mode, you can operate the F-SMs redundantly to enhance availability (with the
exception of SM 326; DO 8 x DC 24V/2A PM and SM 336; F-AI 6 x 0/4 to 20 mA HART).
Requirements:
● STEP 7 V5.3 and higher, or
● STEP 7 V5.2 or higher, plus optional software package S7 H Systems V5.2 or higher
In safety mode, you can operate the F-SMs redundantly in S7 F/FH Systems F-systems
(with the exception of SM 326; DO 8 x DC 24V/ 2A PM).
Requirements:
● STEP 7 V5.3 and higher, or
● STEP 7 V5.2 or higher, plus optional software package S7 H Systems V5.2 or higher
● S7 F Systems optional software package
● F Configuration Pack V5.3 Service Pack 1 or higher
● For SM 326; DI 24 x DC 24V, order no. 6ES7326-1BK01-0AB0 or higher: F Configuration
Pack V5.3 Service Pack 3 or higher
● For SM 336; F-AI 6 x 0/4 20 mA HART: F Configuration Pack V5.5 Service Pack 4 or
higher
The F Configuration Packs are available for download on the Internet at:
http://www.siemens.com/automation/service&support.
You enhance availability of the modules by assigning the corresponding parameters in the
"Redundancy" tab of the object properties dialog for the modules.
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3.2

Parameter Assignment

Assigning the module properties
To assign parameters for the fail-safe signal modules, select the module in STEP 7 HW

Config and then select the Edit > Object Properties menu command.

The parameters you download from the programming device to the F-CPU are saved to CPU
memory, and are then transferred by the F-CPU to the fail-safe signal module.
Note
SFC 56 "WR_DPARM" (changing module parameters in the user program) is not permitted
for fail-safe signal modules.

Parameter description
For information on the assignable parameters of fail-safe modules, refer to the chapters
dealing with digital and analog modules.

PROFIsafe address and PROFIsafe address assignment
The description of the PROFIsafe address and of addressing is available in the chapter
Addressing.

Fail-safe signal modules
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3.3

Firmware update with HW Config
(SM 336; F-AI 6 x 0/4 ... 20 mA HART)

Introduction
Based on compatible functional expansions, you can upgrade the SM 336; FAI 6 x 0/4 ... 20 mA HART analog module to the latest firmware version.
The latest firmware version is available from your Siemens representative or on the Internet:
http://www.siemens.com/automation/service&support

Requirements
WARNING
Check of the firmware version for F-validity
When using a new firmware version, you must check whether the utilized firmware version
is authorized for use in the respective module.
The Appendix of the Certificate indicates which firmware version is authorized.
Note
Make sure that the external auxiliary voltage of the module is switched on before and during
the update operation.
● STEP 7 V5.4 SP3 or higher
● The firmware update can only be performed when the F-CPU/IM is in STOP mode.
● The 24 V DC supply must be connected in order to update the firmware of the SM 336; FAI 6 x 0/4 ... 20 mA HART.
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Updating firmware

1.
2.
3.
4.
5.

Switch the F-CPU/IM to STOP mode.
In HW Config, select the SM 336; F-AI 6 x 0/4 to 20 mA HART.
Select the PLC > Update Firmware menu command.
Use the "Browse" button to select the path to the firmware files (*.upd).
Click the "Execute" button.
The module executes the firmware update. During the firmware update, the SF LED
flashes at 0.5 Hz.
Note
Display the firmware version of the module to verify that the firmware update was
performed on the right module.

You can find additional information in the STEP 7 online help.
Note
If the firmware update was canceled, a incoming time-out error occurs on the module.
Wait until the module has entered the time-out error as an outgoing error.
Then you can perform the firmware update again.
Note
If the SF-LED on the module flashes at 2 Hz, this signals that a firmware update error
occurred.
Perform one of the following actions:
• Switch the power supply of the F-CPU/IM OFF/ON.
• Remove and insert the module.
• Switch the external auxiliary voltage of the module OFF/ON.
Repeat the firmware update.
Note
If the firmware update is cancelled, an incoming and outgoing time-out error can occur.
If only an incoming error is signaled, follow these steps:
• Switch the power supply of the F-CPU/IM OFF/ON.
• Remove and insert the module.
• Switch the external auxiliary voltage of the module OFF/ON.
Contact SIMATIC Customer Support if necessary.

Labeling firmware
After the firmware update, you must label the firmware version on the module.
The firmware version must be visible on the inside of the front door. We recommend that you
use the supplied printed labels for this purpose.
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4.1

Address Assignments in the CPU

Address assignment in standard and safety mode
The fail-safe signal modules occupy the following address areas in the CPU:
● In standard mode: The full I/O area (within and outside the process image)
● In safety mode:
– For S7 Distributed Safety: In the process image area
– For S7 F/FH Systems: In the process image area
Table 4-1

Address assignment in standard and safety mode
Module

Bytes occupied in the CPU:
In the input area

In the output area

SM 326; DI 24 x DC 24 V

x + 0 to x + 9

x + 0 to x + 3

SM 326; DI 8 x NAMUR

x + 0 to x + 5

x + 0 to x + 3

SM 326; DO 8 x DC 24V/2A PM

x + 0 to x + 4

x + 0 to x + 4

SM 326; DO 10 x DC 24V/2A

x + 0 to x + 5

x + 0 to x + 7

SM 336; AI 6 x 13Bit

x + 0 to x + 15

x + 0 to x + 3

SM 336; F-AI 6 x 0/4 ... 20 mA HART

x + 0 to x + 15

x + 0 to x + 3

x = module start address

Fail-safe signal modules
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Address assignment of user data
Of the assigned addresses in standard and safety mode of the F-SMs, the user data occupy
the following addresses in the CPU.
Table 4-2

Address assignment of user data

Bytes in the CPU

Assigned bits in the CPU for each module:
7
6
5
4
3
SM 326; DI 24 x DC 24 V:
x+0
Channel 7 Channel 6 Channel 5 Channel 4 Channel 3
x+1
Channel
Channel
Channel
Channel
Channel
15
14
13
12
11
x+2
Channel
Channel
Channel
Channel
Channel
23
22
21
20
19
SM 326; DI 8 x NAMUR:
x+0
Channel 7 Channel 6 Channel 5 Channel 4 Channel 3
SM 326; DO 8 x DC 24V/2A PM:
x+0
Channel 7 Channel 6 Channel 5 Channel 4 Channel 3
SM 326; DO 10 x DC 24V/2A:
x+0
Channel 7 Channel 6 Channel 5 Channel 4 Channel 3
x+1
—
—
—
—
—
SM 336; AI 6 x 13Bit:
x + 0, x + 1
Channel 0
x + 2, x + 3
Channel 1
x + 4, x + 5
Channel 2
x + 6, x + 7
Channel 3
x + 8, x + 9
Channel 4
x + 10, x + 11
Channel 5
SM 336; F-AI 6 x 0/4 ... 20 mA HART:
x + 0, x + 1
Channel 0
x + 2, x + 3
Channel 1
x + 4, x + 5
Channel 2
x + 6, x + 7
Channel 3
x + 8, x + 9
Channel 4
x + 10, x + 11
Channel 5
x = module start address

2

1

0

Channel 2
Channel
10
Channel
18

Channel 1
Channel 9

Channel 0
Channel 8

Channel
17

Channel
16

Channel 2

Channel 1

Channel 0

Channel 2

Channel 1

Channel 0

Channel 2
—

Channel 1
Channel 9

Channel 0
Channel 8

WARNING
You may only access the addresses occupied by the user data both in the standard user
program and the safety program. Other address areas occupied by the F-SMs are
assigned, for example, for safety-oriented communication between the F-SMs and the FCPU in accordance with PROFIsafe.
With 1oo2 sensor evaluation of modules in safety mode, you may access only the lower
order channel of the channels combined by the 1oo2 sensor evaluation.
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4.2

Addressing the Channels

Addresses of fail-safe signal modules
The channels of fail-safe signal modules are addressed similar to S7-300 standard I/O
modules.
)RUH[DPSOH 4

2XWSXW

%\WHDGGUHVV

%LWDGGUHVV
WR

The byte address is derived from the module start address set in the object properties of the
module in STEP 7HW Config. The bit address is derived from the channel's position at the
module. A byte address is always assigned eight channels in successive order.

Address space allowed for use in standard mode
Address space allowed for the byte address:
● S7 Distributed Safety and S7 F/FH Systems: the entire I/O area (within and outside the
process image), depending on the CPU used
For SM 326; DI 24 x DC 24 V (order no. 6ES7326-1BK00-0AB0),
SM 326; DI 8 x Namur, SM 326 DO 10 x DC 24V/2A and
SM 336; AI 6 x 13 Bit: 8 to 8184 in increments of 8.

Address space allowed for use in safety mode
Address space allowed for the byte address:
● S7 Distributed Safety: within the area of the process image, depending on the F-CPU
used
For SM 326; DI 24 x DC 24 V (order no. 6ES7326-1BK00-0AB0),
SM 326; DI 8 x Namur, SM 326 DO 10 x DC 24V/2A and
SM 336; AI 6 x 13 Bit: 8 to 8184 in increments of 8.
● S7 F/FH Systems: within the area of the process image, depending on the F-CPU used
Addressing rule for SM 326; DI 24 x DC 24 V (order no. 6ES7326-1BK00-0AB0),
SM 326; DI 8 x Namur, SM 326 DO 10 x DC 24V/2A and
SM 336; AI 6 x 13 Bit: 8 to 8184 in increments of 8.

Accessing channels of F-SMs operating in standard mode
Channels of the F-SMs are accessed similar to the channels of S7-300 standard I/O
modules.
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Accessing channels of F-SMs operating in safety mode
The F-I/O channels are accessed in S7 Distributed Safety by means of the process image in
the F-CPU; in S7 F/FH Systems you access these using fail-safe driver blocks.

Additional information
The address space allocated to the various channels is included in the module description, in
the chapters dealing with digital and analog modules.
For detailed information on F-I/O access, refer to the S7 Distributed Safety, Configuring and
Programming or to the S7 F/FH Systems Configuring and Programming manual.

4.3

Assigning the PROFIsafe address

4.3.1

Introduction

PROFIsafe address
Each fail-safe signal module is assigned a unique PROFIsafe address. Configure the
PROFIsafe address for safety mode using STEP 7 HW Config and the selection switch on
the module.

Overview: Assigning the PROFIsafe address
You have two options of assigning the PROFIsafe address to the F-SMs for operation in
safety mode, depending on the module. These two addressing options are described in
separate chapters.
Table 4-3

Overview: Assigning the PROFIsafe address
Assigning the PROFIsafe
address (starting address of
F-SM)

Assigning the PROFIsafe
address
(F_destination_address)

x

—

—

x

SM 326; DI 8 x NAMUR

x

—

SM 326; DO 8 x DC 24V/2A PM

—

x

SM 326; DO 10 x DC 24V/2A

x

—

SM 336; AI 6 x 13 Bit

x

—

SM 336; F-AI 6 x 0/4 ... 20 mA HART

—

x

Module

SM 326; DI 24 x DC 24 V
6ES7326-1BK00-0AB0
SM 326; DI 24 x DC 24 V
6ES7326-1BK01-0AB0
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4.3.2

Assigning the PROFIsafe address (start address of the F-SM)

Introduction
In order to use
● SM 326; DI 24 x DC 24 V (order no. 6ES7326-1BK00-0AB0),
● SM 326; DI 8 x Namur,
● SM 326 DO 10 x DC 24V/2A, and
● SM 336; AI 6 x 13 Bit
in safety mode, you must perform the following steps:
1. Set the module start address
2. Set safety mode
3. Set the start address of the fail-safe signal module at the address switch before you
install it

Setting the module start address
You set the module start address similar to S7-300 standard I/O modules in the object
properties of the module using STEP 7HW Config(for information on the permitted address
space, refer to the Channel addressing chapter).

Setting safety mode
Set "Safety mode" in the object properties of the module in HW Config.

Address switch
The 10-bit DIP switch for addressing is installed in the rear panel of the fail-safe signal
modules. This switch is used to determine:
● whether to operate the module in safety mode or in standard mode
● In safety mode: the module start address (PROFIsafe address = start address/8 of the FSM)
The F-SMs are set by default for operation in "standard mode", that is, all switches are in up
position. Alternatively, you can set all switches to down position. See figure below.
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Setting the address switch
Verify the correct setting of the address switch before you start installation.
6WDQGDUGPRGH

RU

Figure 4-1

6DIHW\PRGH
$OOSRVVLEOHFRPELQDWLRQV
WKDWGRQRWFRQIRUPWRVWDQGDUG
PRGH([DPSOH
DGGUHVV

Example of address switch (DIP switch) settings

Note
An address switch of the smallest possible dimensions is installed for reasons of space
saving. This makes it sensitive to pressure and objects with sharp edges. Always use a
suitable tool to manipulate the address switch.
A variety of tools suitable for activating the address switch are available on the market, for
example, the Grayhill DIPSTICK. A ballpoint pen may be employed if used carefully. It is
imperative to avoid any burring that would prevent the switch from reaching its home
position. Therefore, DO NOT use screwdrivers or knives to manipulate the address switch.
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Addressing rules
WARNING
Rule for PROFIBUS subnets:
The PROFIsafe destination address and, thus, the switch setting on the address switch of
the F-I/O must be unique network-wide* and station-wide** (system-wide). For S7-300 FSMs and ET 200S, ET 200eco and ET 200pro F-modules, you can assign a maximum of
1022 different PROFIsafe destination addresses.
Exception: The F-I/O in different I-slaves may be assigned the same PROFIsafe destination
address, as they are only addressed within the station, that is, by the F-CPU in the I-slave.
Rules for Ethernet subnets and hybrid configurations of PROFIBUS and Ethernet subnets:
The PROFIsafe destination address and, thus, the address switch setting on the F-I/O have
to be unique only*** within the Ethernet subnet, including all lower-level PROFIBUS
subnets, and station-wide** (system-wide). For S7-300 F-SMs and ET 200S, ET 200eco
and ET 200pro F-modules, you can assign a maximum of 1022 different PROFIsafe
destination addresses.
Exception: The F-I/O in different I-slaves may be assigned the same PROFIsafe destination
address, as they are only addressed within the station, that is, by the F-CPU in the I-slave.
The networked nodes of an Ethernet subnet are characterized by having IP addresses with
the same subnet address, i.e. the IP addresses match in the digits that have the value "1"
in the subnet mask.
Example:
IP address: 140.80.0.2.
Subnet mask: 255.255.0.0 = 11111111.11111111.00000000.00000000
Meaning: Bytes 1 and 2 of the IP address define the subnet; subnet address = 140.80.
* A network consists of one or several subnets. "Network-wide" means beyond the
boundaries of the subnet.
** "Station-wide" means for one station in HW Config (for example, an S7-300 station or Islave)
*** Across Ethernet subnets, excluding cyclic PROFINET IO communication (RT
communication)

Address inconsistency
A parameter assignment error is generated if addressing is inconsistent, for example, if the
module address differs from the address set in HW Config. The module does not enter
safety mode.

See also
Addressing the Channels (Page 29)
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4.3.3

Assigning PROFIsafe Address (F_destination_address)

Introduction
In order to use
● SM 326; DI 24 x DC 24 V (order no. 6ES7326-1BK01-0AB0 and higher),
● SM 326; DO 8 x DC 24V/2A PM, and
● SM 336; F-AI 6 x 0/4 ... 20 mA HART
in safety mode, you must perform the following steps:
1. Set "safety mode" for SM 326; DI 24 x DC 24 V, for example.
2. Set the PROFIsafe address = F_destination_address using the address switch before you
install the fail-safe signal module.
By contrast to the PROFIsafe address setting, which is based on the start address, there is
no correlation between the module start address and the PROFIsafe address for the
modules mentioned earlier. You set the module start address in the object properties of the
module similar to the addressing of S7-300 standard I/O modules in STEP 7HW Config.

Setting safety mode
Set "Safety mode" for SM 326; DI 24 x DC 24 V (order no. 6ES7326-1BK01-0AB0 and
higher) in the object properties for the module in HW Config.
You can use SM 326; DO 8 x DC 24V/2A PM and SM 336; F-AI 6 x 0/4 ... 20 mA HART in
safety mode only. This module is set up permanently for operation in "safety mode".

Assigning PROFIsafe addresses
The PROFIsafe addresses (F_source_address, F_destination_address) are assigned
automatically to the two F-SMs mentioned earlier when you configure these modules in
STEP 7. The F_destination_addresses of the FMs are shown in their object properties in HW
Config and are returned in binary format at the "DIP switch setting" parameters.
You can edit the configured F_destination_address in HW Config. It is advisable, however, to
use the F_destination_address which is assigned automatically.

Address switch
The 10-bit DIP switch for addressing is installed in the rear panel of the fail-safe signal
modules. This switch is used to determine:
● whether to operate the module in safety mode or in standard mode
● In safety mode: the PROFIsafe address = F_destination_address.
In the as-delivered state, the SM 326; DI 24 x DC 24V is set to "standard mode" (all switches
are in the up position; alternatively, you can set all switches to the down position for standard
mode; see figure below).
In the as-delivered state, the SM 336 F-AI 6 x 0/4 ... 20 mA HART and SM 326; DO 8 x DC
24V/2A PM have a PROFIsafe address of 1 to 1022, i.e., "safety mode". You can change
this, as shown in the figure below.
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Setting the address switch
Verify the correct setting of the address switch before you start installation.
6WDQGDUGPRGH

6DIHW\PRGH
352),VDIHDGGUHVVHVWRDUH
SHUPLWWHGWKHDGGUHVVLVXVHGDVDQ
H[DPSOH ELQDU\UHSUHVHQWDWLRQRI
)BGHVWLQDWLRQBDGGUHVV

Figure 4-2

Example of address switch (DIP switch) settings

Note
An address switch of the smallest possible dimensions is installed for reasons of space
saving. This makes it sensitive to pressure and objects with sharp edges. Always use a
suitable tool to manipulate the address switch.
A variety of tools suitable for activating the address switch are available on the market, for
example, the Grayhill DIPSTICK. A ballpoint pen may be employed if used carefully. It is
imperative to avoid any burring that would prevent the switch from reaching its home
position. Therefore, DO NOT use screwdrivers or knives to manipulate the address switch.

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

35

Addressing and installation
4.3 Assigning the PROFIsafe address

Addressing rules
WARNING
Rule for PROFIBUS subnets:
The PROFIsafe destination address and, thus, the switch setting on the address switch of
the F-I/O must be unique network-wide* and station-wide** (system-wide). For S7-300 FSMs and ET 200S, ET 200eco and ET 200pro F-modules, you can assign a maximum of
1022 different PROFIsafe destination addresses.
Exception: The F-I/O in different I-slaves may be assigned the same PROFIsafe destination
address, as they are only addressed within the station, that is, by the F-CPU in the I-slave.
Rules for Ethernet subnets and hybrid configurations of PROFIBUS and Ethernet subnets:
The PROFIsafe destination address and, thus, the address switch setting on the F-I/O have
to be unique only*** within the Ethernet subnet, including all lower-level PROFIBUS
subnets, and station-wide** (system-wide). For S7-300 F-SMs and ET 200S, ET 200eco
and ET 200pro F-modules, you can assign a maximum of 1022 different PROFIsafe
destination addresses.
Exception: The F-I/O in different I-slaves may be assigned the same PROFIsafe destination
address, as they are only addressed within the station, that is, by the F-CPU in the I-slave.
The networked nodes of an Ethernet subnet are characterized by having IP addresses with
the same subnet address, i.e. the IP addresses match in the digits that have the value "1"
in the subnet mask.
Example:
IP address: 140.80.0.2.
Subnet mask: 255.255.0.0 = 11111111.11111111.00000000.00000000
Meaning: Bytes 1 and 2 of the IP address define the subnet; subnet address = 140.80.
* A network consists of one or several subnets. "Network-wide" means beyond the
boundaries of the subnet.
** "Station-wide" means for one station in HW Config (for example, an S7-300 station or Islave)
*** Across Ethernet subnets, excluding cyclic PROFINET IO communication (RT
communication)

Address inconsistency
A parameter assignment error is generated if addressing is inconsistent, for example, if the
module address differs from the address set in HW Config. The module does not enter
safety mode.

See also
Assigning the PROFIsafe address (start address of the F-SM) (Page 31)
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4.4

Installing

Installing fail-safe signal modules
The fail-safe signal modules belong to the S7-300 family and support central operation in S7300 and distributed operation in the ET 200M Distributed I/O Device.
The fail-safe signal modules are installed in an S7-300 or ET 200M similar to any other S7300 signal module.
For further information, refer to the S7-300, CPU 31xC and CPU 31x: Installation
installation manual, or to the ET 200M Distributed I/O Device manual.

Redundant configuration of ET 200M
Note
All redundant systems with integrated ET 200M must be installed in a control cabinet which
provides adequate attenuation functions for limiting RF interference (see chapter
Electromagnetic compatibility).
This is not necessary when an IM153-2 (6ES7153-2BA02-0XB0) is used.

See also
Electromagnetic compatibility (Page 58)

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

37

Addressing and installation
4.4 Installing

38

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

5

Wiring
WARNING

It is strictly forbidden to override any safety functions or to take any measures to this effect,
as this would lead to serious risk of injury and of damage to the environment. The
manufacturer shall not be liable for any consequential damage incurred as a result of such
manipulation, or for material or immaterial damage which may be caused if this warning is
ignored.
Note
The maximum cable lengths currently specified in this manual ensure against functional
impairment, even without more precise examination of the boundary conditions. However,
you must comply with the specifications in the documentation.
If the boundary conditions, such as EMC, cable type, cable routing, etc., are examined more
precisely, longer cables can be used for all F-SMs.

In this chapter
This chapter contains information about:
● Operation of F-SMs with PELV
● Special features in terms of F-SM wiring
● Special features in terms of the replacement of F-SMs

Additional information
For information about the wiring rules for fail-safe and standard signal modules, refer to the
S7-300 Automation System, Hardware and Installation: CPU 31xC and CPU 31x: Installation
manual.
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5.1

Protective extra-low voltage (PELV) for fail-safe signal modules

PELV
WARNING
Fail-safe signal modules must be operated with safe functional extra low voltage (SELV,
PELV). That is, the fail-safe modules may only be exposed to a maximum fault voltage of
Vm . Rule for all fail-safe signal modules:
Vm < 60.0 V
Additional information about PELV is available in the data sheets of the power supply
modules to be installed, for example.
All system components which supply electrical power in any form must meet this condition.
Each additional power circuit (24 V DC) installed in the system must be operated with safe
functional extra low voltage (SELV, PELV). Refer to the data sheets or contact the
manufacturer for information.
You should also note that the sensors and actuators connected to the I/O modules may be
connected to an auxiliary power supply. Make sure that such auxiliary power supplies
conform to PELV requirements. The process signal of a 24 V digital module may not develop
a fault voltage in excess of Vm.
WARNING
All power sources such as the internal and external 24 V DC load voltage supplies, and the
5 VDC bus voltage must be galvanically interconnected so that any development of
cumulative voltage at the individual voltage sources which may lead to a fault voltage
higher than Vm is safely ruled, irrespective of any potential differences.
Make sure that the conductor cross-sections used for the galvanic interconnections are
compliant with S7-300 installation guidelines (see the S7-300 Automation System: CPU
31xC and CPU 31x: installation Operating Instructions).
The fail-safe signal modules and all their standard components can be operated in standard
and safety mode on a single or on several shared power supply modules.
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Power supply requirements for compliance with the NAMUR recommendation
Note
Always use power supply modules/units (230 V AC --> 24 V DC) with integrated function for
power failure backup for the duration of at least 20 ms in accordance with NAMUR
recommendation NE 21, IEC 61131-2, and EN 298. Power supply components available
(examples):
S7-400
6ES7407-0KA01-0AA0 for 10 A
6ES7407-0KR00-0AA0 for 10 A
S7-300
6ES7307-1BA00-0AA0 for 2 A
6ES7307-1EA00-0AA0 for 5 A
6ES7307-1KA00-0AA0 for 10 A
These requirements, of course, also apply to power supply modules/units which are not
produced according to S7-300/400 installation technology.

5.2

Wiring Fail-Safe Signal Modules

Wiring similar to standard signal modules
The fail-safe signal modules belong to the S7-300 module family and are wired similar to any
standard signal module in the S7-300 or ET 200M system.
For further information on the wiring of fail-safe signal modules, refer to the S7-300, CPU
31xC and CPU 31x: Installation Operating Instructions.
The information in the module chapters includes special features to observe when wiring
specific F-SMs and the wiring diagrams for various applications with F-SMs.
WARNING
Note the following when assigning signals of fail-safe digital input modules:
• Do not route signals within the same cable or light plastic-sheathed cable if their short
circuit could conceal a serious safety risk.
• Only route signals within the same cable or light plastic-sheathed cable that are supplied
by different sensor supplies of this F-DI module.
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Front connector versions
Use the 40-pin front connector to wire the fail-safe signal modules. The 40-pin or 20-pin front
connector is available in two versions: with cage-clamp terminals and screw terminals (for
order no. please refer to the chapter Accessories and Order Numbers).
For information about cables which may be used to wire the 40-pin front connector, refer to
the S7-300, CPU 31xC and CPU 31x: Installation manual.

See also
Accessories and Order Numbers (Page 277)

5.3

Replacing fail-safe signal modules

Inserting and removing F-SMs in standard mode
Fail-safe signal modules can be inserted and removed at the S7-300 and ET 200M similar to
any standard signal module.
An ET 200M configuration with active bus modules supports hot-swapping of the F-SMs
during operation of ET 200M.

Inserting and removing F-SMs in safety mode
Fail-safe signal modules can be inserted and removed at the S7-300 and ET 200M similar to
any standard signal module.
An ET 200M configuration with active bus modules supports hot-swapping of the F-SMs. A
special bus module is required to interconnect a safety protector with the backplane bus (see
Accessories and order numbers).
Any module replacement generates an error in safety-oriented communication between the
F-CPU and the replaced F-SM when operating in safety mode, irrespective of whether or not
active bus modules are being used.
For more information regarding the effects of communication errors, refer to the

S7 Distributed Safety Configuring and Programming or S7 F/FH Systems Configuring and
Programming manual.
WARNING
The safety protector may not be inserted or removed while the system is in operation! (Any
insertion or removal would inevitably lead to failure of the ET 200M.)

Observe the address settings when replacing modules in safety mode
Make sure that the address switch (DIP switch) on the rear panel of the replaced F-SM has
the same setting!
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Additional information
The configuration with "safety protector" on the active backplane bus is described in the
corresponding chapter.
For information on module replacement in an S7-300 AS, refer to the S7-300 Automation

System, Installation manual.

For information on module replacement and the "hot-swapping" function at an ET 200M,
refer to the ET 200M Distributed I/O Device manual.

See also
Configuration variants (Page 261)
Accessories and Order Numbers (Page 277)

5.4

Sensor and actuator requirements for F-SMs operation in safety mode

General sensor and actuator requirements
Note the following warning in terms of safety-oriented operation of sensors and actuators:
WARNING
Instrumentation using sensors and actuators poses considerable safety responsibility. Note
that sensors and actuators generally do not withstand a proof-test interval of 10 years to
IEC 61508 standard without considerable safety degradation.
A safety function must comply in terms of the probability and rate of hazardous faults with
limits determined by the safety integrity level (SIL). The values achieved by the F-SMs are
listed in the "Fail-safe performance characteristics" section of their technical data in the
corresponding chapters.
To achieve the respective Safety Integrity Level, suitably qualified sensors and actuators
are necessary.

Additional sensor requirements
General rule: A single-channel sensor is sufficient to achieve SIL 2/Cat. 3. To achieve SIL
3/Cat. 4, sensors must be connected via two channels. However, to achieve SIL 2/Cat. 3
with a single-channel sensor, the sensor itself must be SIL 2/Cat. 3-capable; otherwise,
sensors must be connected via two channels in order to achieve this safety level.
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Additional requirements for sensors and NAMUR sensors
WARNING
A "0" value is output to the F-CPU when faults are detected at the fail-safe input modules.
Ensure that the "0" state of the sensors triggers a reliable response in the safety program.
Example: The safety program of an EMERGENCY-OFF sensor must trigger "0" state at the
corresponding actuator (EMERGENCY-OFF button pressed).
The time interval between two signal transitions (pulse duration) must be greater than the
PROFIsafe monitoring time to allow reliable detection of the pulses.

Duration of sensor signals required for SM 326; DI 24 x DC 24 V
WARNING
SM 326; DI 24 x DC 24 V requires a specific pulse duration of the sensor signals in order to
ensure their reliable detection.
Reliable signal detection at SM 326; DI 24 x DC 24 V
The minimum duration of sensor signals required for reliable detection at SM 326; DI 24 x
DC 24 V depends on the short-circuit test parameter assignment in STEP 7.
Table 5-1

Minimum duration of sensor signals for reliable detection at SM 326; DI 24 x DC 24 V

Short-circuit test parameter

Minimum duration of sensor signals

Deactivated

25 ms

Activated

30 ms

Reliable detection in the safety program of the F-CPU
For information in terms of the reliable detection of sensor signals in the safety program,
refer to the the Safety Engineering in SIMATIC S7 system description.

44

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

Wiring
5.4 Sensor and actuator requirements for F-SMs operation in safety mode

Additional requirements of actuators
The fail-safe output modules perform a cyclic test of the outputs. The module briefly disables
the activate outputs and enables the inactive outputs. The test pulses have the following
duration:
● Dark period < 1 ms
● Light period < 1 ms
High-speed actuators may briefly drop out or be activated during this test. If your process
does not tolerate this action you must use actuators with a sufficient lag (> 1 ms).
WARNING
The outputs of a fail-safe output module must be electrically isolated to EN 50178 from
components which carry higher voltages if the actuators are operated at voltages higher
than 24 V DC, for example, at 230 V DC, or are being used to switch higher voltages.
Relays and contactors usually comply with this rule. This aspect is of particular importance
when using semiconductor switchgear.

Avoiding dark periods when operating in safety mode
WARNING
If you are using actuators that respond too fast (i.e. < 1 ms) to "dark period" test signals,
you can nonetheless use the internal test coordination by wiring two opposite outputs in
parallel using a series diode. Dark periods are suppressed on the actuator in this parallel
circuit (refer to the chapter Parallel connection of two outputs for dark period suppression).

Technical data of sensors and actuators
Refer to the module chapters which contain the technical data for selecting sensors and
actuators.

See also
Wiring two outputs in parallel for dark period suppression (Page 137)
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6.1.1

Reactions to Faults in Standard Mode

6

Fault reactions
Fail-safe signal modules react to faults similar to standard modules in S7-300 or ET 200M
when operated in standard mode. You can react to a fault or interrupt event either by setting
a CPU STOP, or by calling an an error OB or interrupt OB in the user program (see S7-300
Automation System: CPU 31xC and CPU 31x: installation Operating Instructions).

Fail-safe values
Fail-safe values can be assigned and are output by the fail-safe modules to the process, for
example, when:
● the CPU goes into STOP, or when a CP operated as DP master goes into STOP
● an IM 153-2/-2 FO (ET 200M) goes into STOP
● PROFIBUS DP is interrupted

Output of fail-safe values at the output modules
Fail-safe digital output modules operated in standard mode support the fail-safe values "0",
"1", or "hold last value". You assign the required fail-safe value in in the object properties
dialog for the F-SM in HW Config (refer to the chapter Digital modules).

See also
Diagnostic messages of SM 326; DO 8 x DC 24V/2A PM (Page 122)
SM 326; DI x 8 NAMUR diagnostic messages (Page 110)
Diagnostic messages of SM 326; DI 24 x DC 24V (Page 90)
Diagnostics messages of SM 326; DO 10 x DC 24V/2A (Page 138)
SM 336; AI 6 x 13Bit diagnostic messages (Page 180)
Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART (Page 219)
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6.1.2

Fault reactions in safety mode

Safe state (safety concept)

The safety concept is based on the existence of a safe state at all process variables.

Note
For digital signal modules, this safe state is the value "0". This applies to sensors and
actuators.

Fault reactions and startup of the F-System

The safety function requires the use of fail-safe values (safe state) instead of process values
for a fail-safe signal module (passivation of fail-safe signal module) in the following cases:
● during startup of the F-system
● when errors in safety-oriented communication between the F-CPU and F-SM are
detected by means of the PROFIsafe safety protocol (communication error)
● when F-I/O or channel faults are detected, for example, wire break, short-circuit, or
discrepancy error
Faults are logged to the diagnostic buffers of the F-SM and of the CPU, and reported to the
safety program in the F-CPU.
WARNING
When assigning parameters for the F-SMs listed below in the object properties for the F-SM
in HW Config, do not forget to enable group diagnostics for each channel for the response
to channel errors, (refer to the corresponding chapters Digital modulesand Analog module):
• SM 326; DI 8 x NAMUR
• SM 326; DO 10 x DC 24V/2A
• SM 336; AI 6 x 13Bit

Output of fail-safe values for fail-safe signal modules

When fail-safe input modules are passivated, the F-System returns fail-safe values instead
of the process values set at the fail-safe inputs to the user program:
● In S7 Distributed Safety F-systems: Fail-safe value "0" is always output for fail-safe digital
input and analog input modules.
● In S7 F/FH Systems F-systems: Fail-safe value "0" is returned to the fail-safe digital input
modules. You can assign the fail-safe value in the safety program (in the F-channel
driver) for fail-safe analog input modules.
When fail-safe output modules are passivated, the F-system returns fail-safe value "0" to the
fail-safe outputs instead of the output values provided by the safety program. The output
channels are powered down. This also applies when the F-CPU goes into STOP. You assign
the fail-safe values.
Fail-safe values are used only for the affected channel or for all channels of the relevant failsafe signal module, depending on the configuration and the type of fault (F-I/O fault, channel
fault, or communication error).
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Reintegration of fail-safe signal modules
The changeover from fail-safe values to process values (reintegration of an F-SM) is
executed either automatically or in the safety program after user acknowledgment. After a
reintegration:
● For a fail-safe input module, the process values pending at the fail-safe inputs are made
available to the safety program again
● For a fail-safe output module, the output values made available in the safety program are
again transferred to the fail-safe outputs

Additional information on passivation and reintegration
For additional information on passivation and reintegration of F-I/O, refer to the
S7 Distributed Safety Configuring and Programming or S7 F/FH Configuring and
Programming manual.

Disabling group diagnostics
The "Group diagnostics" parameter is used to enable and disable the transfer of channelspecific diagnostic messages (for example, wire break, short-circuit) of the module to the
CPU. For reasons of availability, you should disable group diagnostics at unused input or
output channels of the F-SMs listed below:
● SM 326; DI 8 x NAMUR
● SM 326; DO 10 x DC 24V/2A
● SM 336; AI 6 x 13 Bit
WARNING
Group diagnostics must be enabled at all connected channels of fail-safe input and
output modules which operate in safety mode.
Verify that group diagnostics is only disabled at unused input and output channels.
Diagnostic interrupts can be enabled optionally.
Rule for SM 326; DI 24 x DC 24V and SM 326; DO 8 x DC 24V/2A PM:
By disabling a channel in STEP 7 HW Config you also disable its group diagnostics function.
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6.2

Diagnosis of Faults of F-SMs

Definition
The diagnostics functions can be used to identify signal detection errors at the fail-safe
signal modules. Diagnostics information is assigned either to a channel or to the entire
module.

Diagnostics functions are not safety-sensitive
Diagnostics functions (displays and messages) are not implemented with safety-oriented
characteristics, as these are not safety-relevant. That is, the diagnostics functions are not
tested internally.

Diagnostics features for fail-safe signal modules
Diagnostics functions for fail-safe signal modules:
● LED display on the front panel
● Diagnostic messages of the fail-safe signal modules

Programmable and non-programmable diagnostic messages
A distinction is made between assignable and nonassignable diagnostic messages in terms
of diagnostics data evaluation.
WARNING
Diagnostics functions should be enabled or disabled to suit application requirements.

Diagnostics using the LED display
Diagnostic messages are always indicated at the SF LED (group error LED). The SF LED is
activated when the F-SM generates a diagnostic message. It is deactivated again after all
faults/errors have been cleared.
Restraints of the F-SMs listed below:
● SM 326; DI 8 x NAMUR
● SM 326; DO 10 x DC 24V/2A
● SM 336; AI 6 x 13Bit
Assignable diagnostic messages (for example, wire break or short circuit) only activate the
SF LED if diagnostics is enabled at the "Group diagnostics" parameter in the object
properties dialog of the F-SM in HW Config (see chapters for Digital modules and Analog
module).
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Diagnostics LEDs of the F-SMs
Table 6-1

Diagnostics LEDs of the F-SMs

LED

Safety mode

Standard mode

Channel or module
fault

Defective
module

Channel or module
fault

Defective module

SF (red)

On

On

On

On

SAFE (green)

On

Off

Off

Off

For F-AI HART, SF-LED flashing and SAFE On = request for depassivation. Additional LEDs
for F-AI HART are described in the chapter for the module.

Diagnostic interrupt
The fail-safe signal modules trigger a diagnostic interrupt when a fault is detected (for
example, a short circuit), provided this diagnostic interrupt is enabled. The F-CPU interrupts
execution of the user program (standard or safety) or of the lower priority classes and
executes diagnostic interrupt OB82.

Assigning the diagnostic interrupt enable parameter
The diagnostic interrupt is disabled by default. Enable the diagnostic interrupt in the object
properties dialog of the F-SM in HW Config, (see chapters for Digital modules and Analog
module).

Special information regarding diagnostic messages
All module-specific diagnostic messages, their possible causes, and corresponding
corrective measures are described in the module chapters.
These chapters also define which diagnostic messages must be assigned, and which are
displayed on a channel-specific basis.

Reading diagnostic messages
Use STEP 7 to read the cause of the problem
● From the diagnostic buffer of the CPU or the diagnostic buffer of the module (STEP 7
function "Diagnose Hardware").
● In the standard user program by calling SFC59 (see AppendixDiagnostic data of signal
modules and the System and Standard Functions reference manual).
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Introduction

Definition
General technical data include:
● The standards and test values that the fail-safe signal modules comply with or fulfill when
operated in an S7-300/ET 200M
● the test criteria for fail-safe signal modules.

7.2

Standards and Approvals

CE approval


Siemens products meet requirements and the safety objectives of the EC Directives listed
below and comply with harmonized European standards (EN) for programmable logic
controllers published in the Gazette of the EC:
● 89/336/EC ”Electromagnetic Compatibility” (EMC Directive)
● 73/23/EEC ”Electrical Equipment Designed for Use within Certain Voltage Limits” (Lowvoltage Directive)
The EC declarations of conformity are available to the responsible authorities at:
Siemens Aktiengesellschaft
Industry Sector
A&D AS RD4
PO Box 1963
D-92209 Amberg
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UL approval

Underwriters Laboratories Inc. to
● UL 508 (Industrial Control Equipment)
● CSA C22.2 No. 142 (Process Control Equipment)
● UL 1604 (Hazardous Location)
● CSA–213 (Hazardous Location)
APPROVED for use in Class I, Division 2, Group A, B, C, D Tx; Class I, Zone 2, Group IIC
Tx
Note
The rating plate of the module indicates its current approvals.
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FM approval


Factory Mutual Research (FM) to
Approval Standard Class Number 3611, 3600, 3810
APPROVED for use in Class I, Division 2, Group A, B, C, D Tx; Class I, Zone 2, Group IIC
Tx
WARNING
There is a risk of personal injury or material damage.
In hazardous areas, personal injury or material damage can occur if you disconnect plug-in
connections during operation.
Always shut down power to the distributed I/O before you unplug any plug-in connections in
hazardous areas.

In accordance with EN 60079-15 (Electrical Apparatus for Potentially Explosive
Atmospheres; Type of Protection "n")

II 3 G EEx nA II T3..T6 (except SM 326; DI 8 x NAMUR)

II 3 (2) G EEx nA [ib] IIC T4 (only SM 326; DI 8 x NAMUR)
For SM 326; DI 8 x NAMUR:
94/9/EC "Equipment and protective systems for use in potentially explosive atmospheres"
(Explosion Protection Directive):

II (2) G [EEx ib] IIC
This approval applies to explosive gas mixtures of Group IIC (see the S7-300, M7-300,
ET 200M Automation Systems, Principles of Intrinsically-Safe Design manual). Safetyrelated limits are defined in the Certificate of Conformity (see the annex).
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Note
Modules with II (2) G [EEx ib] IIC approval are considered associated equipment and must
be installed outside the hazardous area. Intrinsically-safe electrical equipment for Zones 1
and 2 may be connected.

Summary of UL and FM approvals
The table below provides an overview of the fail-safe signal modules, including detailed
information on their approvals and fields of application.
Component

Certified to:
UL 508
CSA C 22.2 No.
142
UL 1604
CSA–213

FM 3611, 3600,
3810 CI. I Div. 2
CI. I Zone 2

ATEX 2671 X
Directive
94/9/EC

ATEX
EN 60079-15

SM 326; DI 24 x DC 24V

Available

Available

No

II 3 G EEx nA
II T3..T6
Available

SM 326; DI 8 x NAMUR

Available

Available

II (2) G [EEx ib]
IIC
Available

II 3 (2) G
EEx nA [ib] IIC
T4
Available

SM 326; DO 8 x DC 24V/2A
PM

Available

Available

No

Available

SM 326; DO 10 x DC
24V/2A

Available

Available

No

II 3 G EEx nA
II T3..T6
Available

SM 336; AI 6 x 13 Bit

Available

Available

No

II 3 G EEx nA
II T3..T6
Available

SM 336; F-AI 6 x 0/4 ... 20
mA HART

Available

Available

No

II 3 G EEx nA
II T4
Available

C-Tick-Mark for Australia

The fail-safe signal modules meet requirements to AS/NZS 2064 (Class A).

IEC 61131
The fail-safe signal modules meet requirements and criteria to IEC 61131-2 Standard
(Programmable Logic Controllers, Part 2: Equipment Requirements and Tests).
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Fields of application
SIMATIC products are designed for operation in industrial environments.
Fields of application

Requirements in terms of
Radiated interference

Immunity to interference

EN 61000-6-4

EN 61000-6-2

Industry

TÜV certificate and standards
The fail-safe signal modules are certified to the following standards, insofar as these
standards are directly applicable to the controller. Refer to the report included with the TÜV
certificate for information about the current version/edition of the standard.
Standards/Directives
Functional Safety

Standards/Directives
Machine Safety

Additional standards/directives

DIN V 19250

98/37/EC

DIN VDE 0110-1

DIN V VDE 0801

EN 60204-1

DIN VDE 0160

DIN V VDE 0801/A1

EN/ISO 954-1/13849-1

93/68/EEC

IEC 61508-1 to 7

prEN 954-2

92/31/EEC and 93/68/EEC

prEN 50159-1 and 2

Standards/Directives
Fuel Engineering

DIN EN 55011 (withdrawn)

Standards/Directives
Process Engineering

DIN VDE 0116, part 8.7

EN 61000-6-4

DIN V 19251

prEN 50156-1

EN 61000-6-2

VDI/VDE 2180-1 to 5

EN 230, part 7.3

DIN EN 61131-2

NE 31

EN 298*, Clauses. 7.3, 8, 9, and 10

ISA S 84.01

DIN V ENV 1954 (withdrawn)

* Restraints: Voltage range from 20.4 V to 28.8 V
An additional load power supply is necessary for the voltage range required by the standard.

The current TÜV certificate report is available for downloading on the Internet at
https://support.automation.siemens.com under "Product Support".

Requesting a TÜV certificate
You can request copies of the TÜV certificate and of the included report at the following
address:
Siemens Aktiengesellschaft
Industry Sector
A&D AS RD ST
PO Box 1963
D-92209 Amberg

See also
Type Examination Certificate and Declaration of Conformity (Page 285)
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7.3

Electromagnetic compatibility

Introduction
This chapter contains information on interference immunity of the fail-safe signal modules
and on RF interference suppression.
The fail-safe signal modules meet requirements of EMC legislation for the internal European
market.

Definition of "EMC"
EMC expresses the ability of an electrical device to function in its electromagnetic
environment in a satisfactory manner without affecting this environment.

Pulse-shaped interference
The table below shows the EMC of fail-safe modules in terms of pulse-shaped interference.
The S7-300/M7-300/ET 200M system must comply with electrical installation specifications
and guidelines.
Note
Not suitable for use in residential areas.
Use in residential areas is possible if suitable additional measures are taken to achieve limit
class B.

Test voltage

Degree of severity

Electrostatic discharge to

Pulse-shaped interference

8 kV

3 (air discharge)

IEC 61000-4-2 (DIN VDE 0843 Part 2)

6 kV

3 (contact discharge)

2 kV

3

Burst pulse (high-speed transient
interference) to IEC 61000-4-4
(DIN VDE 0843 Part 4)

(power supply lines)
2 kV

4

(signal line)
Surge pulse to IEC 61000-4-5 (DIN VDE 0839 Part 10)
No external protective circuit required (cf. operating instructions S7-300,
CPU 31xC and CPU 31x: Installation, chapter "Lightning and surge
voltage protection")*
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Pulse-shaped interference
Asymmetrical coupling

Test voltage
Degree of severity
1 kV
(power supply lines)
1 kV
(signal line)
data line)
Symmetrical coupling
0.5 kV
(power supply lines)
0.5 kV
2*
(signal line)
data line)
*External protective circuit required for severity level 3. Test value for asymmetrical coupling = 2 kV;
for symmetrical coupling = 1 kV.

Surge protection for S7-300/ET 200M with fail-safe signal modules
If your system requires a degree of protection higher than severity level 2, it is advisable to
install an external protective circuit in order to provide sufficient surge strength to an S7300/ET 200M with fail-safe signal modules.
The precise type name is available in S7-300 Automation System, CPU 31xC and CPU 31x:
Installation, chapter Lightning and surge voltage protection.
Note
Lightning protection measures always require individual assessment of the overall plant. The
maximum surge protection can only be achieved if the entire building of the plant is
interconnected with a surge protection system. This involves in particular structural
measures in the building design phase.
In order to obtain comprehensive information about surge protection, you should consult
your Siemens partner or a company specializing in lightning protection.

Sinusoidal interference

HF radiation:
Test in accordance with IEC 61000-4-3, "Radiated Electromagnetic Field Requirements"
● Standard test:
– From 80 MHz through 1 GHz, tested at 10 V/m and 20 V/m; 80% AM (1 kHz)
– From 1.4 GHz through 2.7 GHz, tested at 10 V/m; 80% AM (1 kHz)
● GSM/ISM/UMTS field interferences of different frequencies (Standard: EN 298: 2004,
IEC 61326-3-1 (draft))
HF interference on signal and data lines:
Test in accordance with IEC 61000-4-6, "Testing and measurement techniques – Immunity
to conducted disturbances, induced by radio-frequency fields"
● Standard test:
– RF band, asymmetrical, amplitude modulated:
From 0.15 MHz through 80 MHz, tested at 10 V and 20 V rms; 80% AM (1 kHz)
● ISM interferences of different frequencies (Standard: EN 298: 2004, IEC 61326-3-1
(draft))
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Emission of Radio Interferences
Emission of electromagnetic interference to EN 55011:
Limit class A, group 1
from 20 MHz to 230 MHz

< 30 dB (µV/m)Q

from 230 MHz to 1000 MHz

< 37 dB (µV/m)Q

Measured at a distance of 30 m

Interference emission at AC mains to EN 55011:
Limit class A, group 1
from 0.15 MHz to 0.5 MHz

< 79 dB (µV)Q, < 66 dB (µV)M

from 0.5 MHz to 5 MHz

< 73 dB (µV)Q, < 60 dB (µV)M

from 5 MHz to 30 MHz

< 73 dB (µV)Q, < 60 dB (µV)M

Redundant configuration of ET 200M
Note
If you use the ET 200M in a redundant configuration, it must be in a control cabinet with
sufficient damping to ensure compliance with limit class A for radio interferences.

Expanding the field of application
When operating fail-safe signal modules in residential areas, you must ensure limit class B to
EN 55011 in terms of RF radiation.
Measures to be taken in order achieve RF interference limit class B include:
● Installation in grounded cabinets/cubicles
● Installation of filters in the power supply lines
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7.4

Shipping and storage conditions

Conditions for fail-safe signal modules
Fail-safe signal modules exceed requirements of shipping and storage conditions to IEC
61131, Part 2. The information below applies to fail-safe signal modules which are shipped
and stored in their original packaging.
Type of condition

Approved range

Free fall

≤1m

Temperature

from - 40 °C to + 70°C

Air pressure

1080 hPa to 660 hPa
(corresponds to an altitude from -1000 m to 3.500 m)

Relative humidity

7.5

5% to 95%, no condensation

Mechanical and climatic environmental conditions

Operating conditions
The fail-safe signal modules are designed for stationary operation in weatherproof locations.
The operating conditions exceed requirements to IEC 61131-2.
The fail-safe signal modules meet conditions of application of class 3C3 according to DIN EN
60721 3-3 (locations with high traffic volume and in the immediate area of industrial plants
with chemical emissions).

Restrictions
A fail-safe signal module must not be operated without taking additional measures
● At locations with a high level of ionizing radiation
● At locations with severe operating conditions; for example, due to
– Formation of dust
– Corrosive vapors or gases
● In systems that require special monitoring, such as:
– Electrical systems in especially dangerous areas
Installation of the ET 200M/S7-300 and fail-safe signal modules in control cabinets is
considered a suitable additional measure.
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Mechanical environmental conditions
The mechanical environmental conditions for the operation of fail-safe signal modules are
defined in the table below based on sinusoidal vibration.
Frequency range (Hz)

Continuous

Intermittent

10 ≤ f ≤ 58

Amplitude = 0.0375 mm

Amplitude = 0.075 mm

58 ≤ f ≤ 150

Constant acceleration = 0.02 oz

Constant acceleration = 1 g

Reducing vibration
Suitable measures must be taken to reduce acceleration and amplitude at locations where
the fail-safe signal modules are exposed to greater shock or vibration.
It is advisable to install the modules on a damping material such as rubber-to-metal vibration
dampers.

Test of mechanical environmental conditions
The table defines the type and scope of testing mechanical environmental conditions.
Test of ...
Vibration

Test standard

Comments

Vibration test to IEC 68 Type of vibration: Frequency cycles at a rate of change
Part 2-6 (sinusoidal)
of 1 octave/minute.
10 Hz ≤ f ≤ 58 Hz, constant Amplitude 0.075 mm 58 Hz
≤ f ≤ 150 Hz, constant Acceleration 1 g
Duration of vibration: 10 frequency cycles per axis at
each one of the three perpendicular axes

Shock

Shock test to IEC 68
Part 2-27

Type of shock: Half sine
Severity of shock: 15 g peak value, duration 11 ms
Direction of shock: Three shocks in +/- direction at each
of the three perpendicular axes
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Climatic environmental conditions
Climatic environmental conditions for the operation of fail-safe signal modules:
Environmental conditions

Fields of application

Comments
—

Temperature:
Horizontal mounting position:

from 0 °C to 140.00°F

Vertical mounting position:

from 0 °C to 40°C

Relative humidity

5% to 95%,

No condensation; corresponds to
relative humidity (RH) stress level
2 to IEC 1131-2

Air pressure

1080 hPa to 795 hPa

Corresponds to an altitude of
-1000 m to 2000 m
Test:

Pollutant concentration
SO2: < 0.5 ppm;

10 ppm; 4 days

Relative humidity < 60%,
no dewing
H2S: < 0.1 ppm;

1 ppm; 4 days

Relative humidity < 60%,
no dewing

7.6

Specification of rated voltages, isolation tests, protection class, and
degree of protection

Rated operating voltages
The fail-safe signal modules operate at a rated voltage of 24 VDC; tolerance = 20.4 VDC to
28.8 VDC.
We recommend using power supplies of the Siemens "SITOP power" series.

Test voltages
Isolation strength is proven in routine testing at the following test voltages to IEC 1131 Part
2:
Circuits with rated voltage Vin to other circuits or
ground

Test voltage

0 V < Ue ≤ 50 V

500 VDC

Protection class
Protection class I to IEC 60536 (VDE 0106, Part 1), that is, the mounting rail must be bonded
to ground!
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Protection against the ingress of foreign matter and water
Degree of protection IP 20 to EN 60529, that is, protection against contact with standard test
fingers
Also: Protection against the ingress of foreign particles with diameters above 12.5 mm.
No special protection against the ingress of water.
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8

Introduction

Chapter contents
Description of the four fail-safe digital modules of the S7-300 module range which are are
available for connecting digital sensors and/or actuators.
Information on fail-safe digital modules provided in this chapter:
● Properties
● Module view and block diagram
● Applications, including the wiring diagrams and parameter settings
● Diagnostics messages and troubleshooting routines
● Technical data

8.2

Discrepancy analysis at the fail-safe digital input modules

Discrepancy analyses
There are two types of discrepancy analysis for fail-safe input modules:
● With 1oo2 evaluation in the digital input module
● With redundant modules

Discrepancy analysis with 1oo2 evaluation in the digital input module
The discrepancy analysis is performed in safety mode between the two input signals of the
1oo2 evaluation in the fail-safe input module.
The input signal which is returned to the F-CPU is set to"0" if the input signals do not match
(due to wire break at a sensor, for example) on expiration of the assigned discrepancy time.
A "discrepancy error" diagnostic message which identifies the the faulty channel is
generated in the diagnostic buffer of the module.

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

65

Digital modules
8.2 Discrepancy analysis at the fail-safe digital input modules

Note
The input signals from the process are considered valid within the discrepancy time even
regardless of any difference in the two readings of the redundant input signals.
Value output to the F-CPU within the internal discrepancy time of the module:
• for SM 326; DI 8 x NAMUR: the last valid value (old value) of the affected input channel
• for SM 326; DI 24 x DC 24V: the last valid value (old value) of the affected input channel
or "0" value can be assigned ("discrepancy behavior" parameter)
For example, if the sensor signal is used to control a filling operation and "0 value" is output,
filling will be stopped by the first of the two discrepant signals after the "0" signal is read. If
the second signal does not return a "0" reading, an error is generated on expiration of the
discrepancy time. Select the last valid value for this example.

"Provide last valid value"
The last value (old value) which was valid before discrepancy is detected is made available
to the safety program in the fail-safe CPU as soon as a discrepancy is detected between the
signals of the corresponding input channels. This value remains available until discrepancy
is cleared or until the discrepancy time expires and a discrepancy error is detected. The
sensor-actuator response time is extended according to this time.
That is, the discrepancy time of a high-speed two-channel sensor must be tuned to short
response times.
It does not make sense to use the signals of two-channel sensors with a discrepancy time of
500 ms to initiate a time-critical shutdown. The worst-case sensor-actuator response time is
extended by an amount approximately equal to the discrepancy time:
● You should for this reason integrate the sensor in the process with minimum discrepancy.
● Select the shortest possible discrepancy time in order to provide sufficient reserve
against incorrect triggering of discrepancy errors.

"Provide 0 value"
The value "0" is returned to the safety program in the F-CPU as soon as discrepancy is
detected between the signals of two input channels.
The sensor-actuator response time is not influenced by the discrepancy time if the "Provide 0
value" parameter is set.

Discrepancy analysis at redundant digital input modules (only in fail-safe S7 F/FH Systems)
See Chapter "Configuring redundant F-I/O" in the S7 F/FH Systems Configuring and

Programming operating instructions.

Parameter assignment
Open the object properties catalog of the fail-safe signal module in HW Config to assign the
discrepancy time and behavior (for information on the parameters, refer to the chapters
dealing with the digital input modules).
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8.3

SM 326; DI 24 x DC 24V

8.3.1

Properties, front View, wiring diagram and block diagram

Order number
6ES7326-1BK01-0AB0

Properties
SM 326; DI 24 x DC 24V has the following properties:
● 24 inputs, electrically isolated groups of 12 inputs
● Rated input voltage 24 V DC
● Suitable for switches and 2-/3-/4-wire proximity switches (BEROs)
● Four short circuit-proof sensor supplies for each of the 6 channels, electrically
isolated in groups of 2
● External sensor supply possible
● Group error display (SF)
● Safety mode display (SAFE)
● Status display for each channel (green LED)
● Configuration in Run (CiR) supported in standard mode (non-safety mode)
● Programmable diagnostics functions
● Assignable diagnostic interrupt
● Supports operation in standard and safety mode
● 1oo1 and 1oo2 evaluation can be configured separately for each channel
● Simplified PROFIsafe address assignment
● Supports isochronous mode
WARNING
The fail-safe performance characteristics in the technical data apply to a proof test
interval of 10 years and a mean time to repair of 100 hours.
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Address assignment
The following figure shows the assignment of channels to addresses.
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Figure 8-1

Address assignment for SM 326; DI 24 x DC 24V

Configuration in RUN (CiR)
SM 326; DI 24 x DC 24V (order no. 6ES7326-1BK01-0AB0 and higher) supports
configuration in run (CiR) when operated in standard mode (non-safety mode).

Additional information on CiR
For additional information on CiR, refer to:
● STEP 7 online help: "System changes in run using CiR"
● in the Safety Engineering in SIMATIC S7 system description.
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Front view
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Front view of SM 326; DI 24 x DC 24V

Channel numbers
The channel numbers are used to uniquely identify the inputs and to assign channel-specific
diagnostic messages. You can configure 1oo1 and 1oo2 evaluation of the sensors
separately for each module channel or channel pair (see table below for example).
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Channel numbers for SM 326; DI 24 x DC 24V
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Table 8-1

SM 326; DI 24 x DC 24V: Example of a channel configuration

Left
channels

Right
channels

Evaluation of
the sensors

Description

0

12

1oo2

Channel pair configured for 1oo2 evaluation; channel 0 is
available as I x.0 in the I/O input area in the F-CPU

1

13

1oo2

Channel pair configured for 1oo2 evaluation; channel 1 is
available as I x.1 in the I/O input area in the F-CPU

2

14

1oo1

Single channels configured for 1oo1 evaluation, channels
2 and 14 are available as I x.2 and I x+1.6 in the I/O input
area in the F-CPU

3

15

1oo1

Single channels configured for 1oo1 evaluation, channels
3 and 15 are available as I x.3 and I x+1.7 in the I/O input
area in the F-CPU

4

16

1oo2

Channel pair configured for 1oo2 evaluation; channel 4 is
available as I x.4 in the I/O input area in the F-CPU

Wiring / block diagram of SM 326; DI 24 x DC 24V and of its internal sensor supply
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Wiring / block diagram of SM 326; DI 24 x DC 24V and of its internal sensor supply
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External sensor supply
The figure below shows how you can connect the sensors to an external sensor supply (for
example, from another module: L+). All 6 channels of a channel group (0 to 5; 6 to 11; 12 to
17 or 18 to 23) must be connected to the same external sensor supply.
/

60
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9V
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0

Figure 8-5

External sensor supply for SM 326; DI 24 x DC 24V

Note
Note that the errors outlined cannot be detected when operating with external sensor supply:
• Short-circuit to L+ on the unconnected sensor line (open contact)
• Short-circuit between channels of a channel group
• Short-circuit between channels of different channel groups
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8.3.2

SM 326; DI 24 x DC 24V applications

Selecting the application
The figure below helps you to select an application in accordance with requirements of
availability and fail-safe operation. The next pages provide information on the module wiring
for a specific application, and on the parameters to set in STEP 7 using the S7 Distributed
Safety or S7 F Systems optional package.
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SM 326; DI 24 x DC 24V - Selecting an application

WARNING
The maximum Safety Integrity Level is determined by the sensor quality and the length of
the proof-test interval to IEC 61508. Always wire sensors whose quality does not meet
Safety Integrity Level requirements redundantly to two channels.
Note
You can define 1oo1 and 1oo2 sensor evaluation for a module (for example, see table SM
326; DI 24 x DC 24V: Example of channel configuration in the chapter Properties, front View,
wiring diagram and block diagram).
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8.3.3

Application 1: Standard mode

Introduction
Below is the wiring diagram and parameter assignment of the SM 326; DI 24 x DC 24V for
application 1. Standard mode
For information on diagnostic messages, possible causes of faults and troubleshooting, refer
to the corresponding tables in chapter SM 326; DI 4 x DC 24V Diagnostic Messages.

Wiring diagram of application 1 with single-channel connection of a one sensor
A sensor is wired to a single channel for each process signal. The sensors can also be
connected to an external sensor supply.
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Figure 8-7

Wiring diagram of SM 326; DI 24 x DC 24V for application 1 with single-channel
connection of one sensor

Assignable parameters for application 1
Table 8-2

SM 326; DI 24 x DC 24V parameters for application 1

Parameters

Range of values in standard mode

Type

Effective range

Standard mode

static

module

activated/deactivated

static

module

"Parameters" tab
Mode of operation
Module parameters:
Diagnostic interrupt

Module parameters for a power supply group:
Internal sensor supply
of the module

activated/deactivated

static

Power supply group

Short-circuit test

activated/deactivated (only if "Sensor
Supply via Module" is activated)

static

Power supply group

static

channel

For single channels or channel pairs:
activated

activated/deactivated
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8.3.4

Application 2: Standard mode with high availability

Introduction
Below are the wiring schemes and the parameter assignment of SM 326; DI 24 x DC 24V for
application 2: Standard mode with high availability
For information on diagnostic messages, possible causes of the problem and corrective
measures, refer to the corresponding tables in Chapter Diagnostic Messages for the SM
326; DI 24 x DC 24V.

Wiring scheme of application 2 with single-channel connection of one sensor
One sensor is connected via one channel to two digital modules for each process signal. The
sensors must be connected to an external sensor supply.
/

60
',['&9

0
/

9V
',
/
60
',['&9

0
9V
0
',

Figure 8-8
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Wiring scheme of SM 326; DI 24 x DC 24V for application 2 with single-channel
connection of one sensor
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Wiring scheme for application 2 with single-channel connection of two redundant sensors
Two redundant sensors are wired to a single channel at the two analog modules for each
process signal. The sensors can also be connected to an external sensor supply.
/
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0
9V
',
/

60
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$FTXLVLWLRQRIWKHVDPH
SURFHVVYDULDEOHZLWK
PHFKDQLFDOO\VHSDUDWH
VHQVRUV

9V
',

Figure 8-9

Wiring scheme of SM 326; DI 24 x DC 24V for application 2 with single-channel
connection of two redundant sensors

Assignable parameters for application 2
Table 8-3

SM 326; DI 24 x DC 24V parameters for application 2

Parameters
Range of values in standard mode
"Parameters" tab
Mode of operation
Standard mode
Module parameters:
Diagnostic interrupt
activated/deactivated
Module parameters for a power supply group:
• deactivated (for single-channel
Internal sensor supply
connection of a sensor)
of the module
• activated/deactivated
(for redundant sensor)
Short-circuit test
activated/deactivated (only if "Sensor
Supply via Module" is activated)
For single channels or channel pairs:
activated
activated/deactivated
"Redundancy" tab*
Redundancy
2 modules
Redundant module
(selection of an existing additional
module of the same type)
Discrepancy time
10 ms to 30000 ms

Type

Effective range

static

module

static

module

static

Power supply group

static

Power supply group

static

channel

static
static

module
redundant module
pair
redundant module
pair
redundant module
pair

static

Link signals by logical "AND"
static
operation
• Link signals by logical "OR"
operation
• Use last valid value
* There are two digital values in the case of redundant configuration in standard mode; you must
evaluate them in the standard user program.
Reaction to
discrepancy error

•
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8.3.5

Application 3: safety mode SIL 2 (Category 3)

Introduction
Below are the wiring scheme and the parameter assignment of the SM 326; DI 24 x DC 24V
for application 3: safety mode SIL 2 (Category 3).
For information on diagnostic messages, possible causes of the problem and corrective
measures, refer to the corresponding tables in Chapter Diagnostic Messages for the SM
326; DI 24 x DC 24V.

Wiring scheme for application 3 with single-channel connection
of one single-channel sensor
One sensor is connected via one channel for each process signal (1oo1 evaluation). The
sensors can also be connected to an external sensor supply.
/
60
',['&9

0
9V
',

Figure 8-10

Wiring scheme of SM 326; DI 24 x DC 24V for application 3 with single-channel
connection of one sensor

WARNING
In order to achieve SIL 2 (Category 3) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
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Assignable parameters for application 3
Table 8-4

SM 326; DI 24 x DC 24V parameters for application 3

Parameters

Range of values in safety mode

Type

Effective range

Safety mode

static

module

10 ms to 10000 ms

static

module

activated/deactivated

static

module

"Parameters" tab
Mode of operation
F parameter:
F monitoring time
Module parameters:
Diagnostic interrupt

Module parameters for a power supply group:
Internal sensor supply
of the module

activated/deactivated

static

Power supply group

Short-circuit test

activated/deactivated (only if "Sensor
Supply via Module" is activated)

static

Power supply group

For single channels or channel pairs:
activated

activated/deactivated

static

channel

Evaluation of the
sensors

1oo1 evaluation

static

Channel/channel pair
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8.3.6

Application 4: Safety mode SIL 2 (Category 3) with high availability (only in S7
F/FH Systems)

Introduction
Below are the wiring schemes and the parameter assignment of the SM 326; DI 24 x DC
24V; digital module for application 4: safety mode SIL 2 (Category 3) with high availability.
For information on diagnostic messages, possible causes of the problem and corrective
measures, refer to the corresponding tables in Chapter Diagnostic Messages for the SM
326; DI 24 x DC 24V.

Wiring scheme for application 4 with single-channel connection of one sensor
One sensor is connected via one channel to the two digital modules for each process signal
(1oo1 evaluation). The sensors must be connected to an external sensor supply.
/
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Figure 8-11

Wiring scheme of SM 326; DI 24 x DC 24V for application 4 with single-channel
connection of one sensor

WARNING
In order to achieve SIL 2 (Category 3) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
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Wiring scheme for application 4 with single-channel connection of two redundant sensors
Two redundant sensors are each connected via one channel to the two analog modules for
each process signal (1oo1 evaluation). The sensors can also be connected to an external
sensor supply.
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Figure 8-12

Wiring scheme of SM 326; DI 24 x DC 24V for application 4 with single-channel
connection of two redundant sensors

WARNING
In order to achieve SIL 2 (Category 3) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.

Assignable parameters for application 4
Table 8-5

SM 326; DI 24 x DC 24V parameters for application 4

Parameters

Range of values in safety mode

Type

Effective range

Safety mode

static

module

10 ms to 10000 ms

static

module

activated/deactivated

static

module

"Parameters" tab
Mode of operation
F parameter:
F monitoring time
Module parameters:
Diagnostic interrupt

Module parameters for a power supply group:
Internal sensor supply
of the module

activated/deactivated

static

Power supply group

Short-circuit test

activated/deactivated (only if "Sensor
Supply via Module" is activated)

static

Power supply group
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Parameters
Range of values in safety mode
For single channels or channel pairs:
activated
activated/deactivated
Evaluation of the
1oo1 evaluation
sensors
"Redundancy" tab
Redundancy
2 modules
Redundant module
(selection of an existing additional
module of the same type)
Discrepancy time
10 ms to 30000 ms

8.3.7

Type

Effective range

static
static

channel
channel

static
static

module
redundant module
pair
redundant module
pair

static

Application 5: safety mode SIL 3 (Category 4)

Introduction
Below are the wiring schemes and the parameter assignment of the SM 326; DI 24 x DC
24V; digital module for application 5: safety mode SIL 3 (Category 4).
For information on diagnostic messages, possible causes of the problem and corrective
measures, refer to the corresponding tables in Chapter Diagnostic Messages for the SM
326; DI 24 x DC 24V.

Wiring of sensors when using the internal sensor supply of the module
Note
In general, if you connect one sensor to two inputs of the module and you are using the
module-internal sensor supply, you must always use the sensor supply of the left half of the
module 1Vs (pin 4) or 2Vs (pin 11).

Wiring scheme of application 5 with single-channel connection of one sensor
One sensor is connected via one channel to each of two opposite inputs of the digital module
for each process signal (1oo2 evaluation). The sensors can also be connected to an external
sensor supply.
/
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OHIW&KDQQHOVWR
5LJKW&KDQQHOVWR

Figure 8-13
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Wiring scheme of SM 326; DI 24 x DC 24V for application 5 with single-channel
connection of one sensor
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WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.

Wiring scheme for application 5 with two-channel nonequivalent connection of one nonequivalent
sensor
One nonequivalent sensor is connected via two channels nonequivalently to each of two
opposite inputs of the digital module for each process signal (1oo2 evaluation). The sensors
can also be connected to an external sensor supply. The left channels of the module return
the user signals, that is, these signals are available in the I/O area of inputs at the F-CPU if
no errors are detected.
/
60
',['&9

0
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OHIW&KDQQHOVWR
ULJKWFKDQQHOVWR

',

7KHOHIWFKDQQHOVUHWXUQWKHXVHUVLJQDOV

Figure 8-14

Wiring scheme of SM 326; DI 24 x DC 24V for application 5 with two-channel,
nonequivalent connection of one nonequivalent sensor

WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
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Wiring scheme for application 5 with nonequivalent two-channel connection of two single-channel
sensors
Two single-channel sensors are connected via two channels nonequivalently to each of two
opposite inputs of the digital module for each process signal (1oo2 evaluation structure). The
sensors can also be connected to an external sensor supply. The left channels of the module
return the user signals, that is, these signals are available in the I/O area of inputs at the FCPU if no errors are detected.
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OHIW&KDQQHOVWR
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$FTXLVLWLRQRIWKHVDPH
SURFHVVYDULDEOHXVLQJPHFKDQLFDOO\
VHSDUDWHGVHQVRUV
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7KHOHIWFKDQQHOVUHWXUQWKHXVHUVLJQDOV

Figure 8-15

Wiring scheme of SM 326; DI 24 x DC 24V for application 5 with two-channel,
nonequivalent connection of two single-channel sensors

WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.

Wiring scheme for application 5 with two-channel connection of one two-channel sensor
One two-channel sensor is connected via two channels to each of two opposite inputs of the
digital module for each process signal (1oo2 evaluation). The sensors can also be connected
to an external sensor supply.
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7KHVHQVRUFRQWDFWVDUH
FRXSOHGPHFKDQLFDOO\
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Figure 8-16
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Wiring scheme of SM 326; DI 24 x DC 24V for application 5 with two-channel connection
of one two-channel sensor
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WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.

Wiring scheme for application 5 with two-channel connection of two single-channel sensors
Two single-channel sensors are connected via two channels to each of two opposite inputs
of the digital module for each process signal (1oo2 evaluation structure). The sensors can
also be connected to an external sensor supply.
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',['&9
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OHIWFKDQQHOVWR
ULJKWFKDQQHOVWR
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SURFHVVYDULDEOHXVLQJPHFKDQLFDOO\
VHSDUDWHGVHQVRUV

',

Figure 8-17

Wiring scheme of SM 326; DI 24 x DC 24V for application 5 with two-channel connection
of two single-channel sensors

WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.

Assignable parameters for application 5
Table 8-6

SM 326; DI 24 x DC 24V parameters for application 5

Parameters

Range of values in safety mode

Type

Effective range

Safety mode

Static

Module

10 ms to 10000 ms

Static

Module

activated/deactivated

Static

Module

"Parameters" tab
Mode of operation
F parameter:
F monitoring time
Module parameters:
Diagnostic interrupt

Module parameters for a power supply group:
Internal sensor supply
of the module

activated/deactivated

Static

Power supply group

Short-circuit test

activated/deactivated (only if "Sensor
Supply via Module" is activated)

Static

Power supply group
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Parameters

Range of values in safety mode

Type

Effective range

For single channels or channel pairs:

8.3.8

activated

activated/deactivated

Static

Channel pair

Evaluation of the
sensors

1oo2 evaluation

Static

Channel pair

Type of sensor
interconnection

•
•
•

Static

Channel pair

Discrepancy behavior

(only two-channel)
• Provide last valid value.
• Provide 0 value

Static

Channel pair

Discrepancy time

10 ms to 30000 ms (only for twochannel)

Static

Channel pair

Two-channel, equivalent
Two-channel, nonequivalent
Single-channel

Application 6: safety mode SIL 3 (Category 4) with high availability (only in S7
F/FH Systems)

Introduction
Below are the wiring schemes and the parameter assignment of the SM 326; DI 24 x DC
24V; digital module for application 6: safety mode SIL 3 (Category 4) with high availability.
For information on diagnostic messages, possible causes of the problem and corrective
measures, refer to the corresponding tables in Chapter Diagnostic Messages for the SM
326; DI 24 x DC 24V.

Wiring of sensors when using the internal sensor supply of the module
Note
In general, if you connect one sensor to two inputs of the module and you are using the
module-internal sensor supply, you must always use the sensor supply of the left half of the
module 1Vs (pin 4) or 2Vs (pin 11).
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Wiring scheme for application 6 with single-channel connection of two redundant single-channel
sensors
Two redundant single-channel sensors are required per process signal. One sensor is
connected via one channel to two opposite inputs of the digital module for each module
(1oo2 evaluation). The sensors can also be connected to an external sensor supply.
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Figure 8-18

',

Wiring scheme of SM 326; DI 24 x DC 24V for application 6 with single-channel
connection of two redundant single-channel sensors

WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

85

Digital modules
8.3 SM 326; DI 24 x DC 24V

Wiring scheme for application 6 with nonequivalent two-channel connection of two redundant
nonequivalent sensors
Two redundant nonequivalent sensors are required per process signal. One nonequivalent
sensor is connected to each of two opposite inputs of the digital module for each module
(1oo2 evaluation structure). The sensors can also be connected to an external sensor
supply. The left channels of the module return the user signals, that is, these signals are
available in the I/O area of inputs at the F-CPU if no errors are detected.
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7KHOHIWFKDQQHOVUHWXUQWKHXVHUVLJQDOV
DOWHUQDWLYHFRQQHFWLRQRIWZRVLQJOHFKDQQHOVVHQVRUV

Figure 8-19

Wiring scheme of SM 326; DI 24 x DC 24V for application 6 with single-channel
nonequivalent connection of two redundant, nonequivalent single-channel sensors

WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
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Wiring scheme for application 6 with two-channel connection of one two-channel sensor
One two-channel sensor is connected via two channels to the two digital modules for each
process signal (1oo2 evaluation). The sensors must be connected to an external sensor
supply.
60
',['&9

/

/

0
/
',

/HIW&KDQQHOWR
5LJKW&KDQQHOWR

60
',['&9

',



/
0

0

0
',

/HIW&KDQQHOWR
5LJKW&KDQQHOWR

',

6HQVRUFRQWDFWVDUHPHFKDQLFDOO\FRXSOHGDOWHUQDWLYHO\\RXFDQFRQQHFWWZR
VLQJOHFKDQQHOVHQVRUV

Figure 8-20

Wiring scheme of SM 326; DI 24 x DC 24V for application 6 with two-channel connection
of one two-channel sensor

WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
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Wiring scheme for application 6 with two-channel connection of two redundant two-channel sensors
Two two-channel, redundant sensors are required per process signal. One sensor is
connected via two channels to each of two opposite inputs of the digital module for each
module (1oo2 evaluation). The sensors can also be connected to an external sensor supply.
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Figure 8-21

Wiring scheme of SM 326; DI 24 x DC 24V for application 6 with two-channel connection
of two redundant two-channel sensors

WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
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Assignable parameters for application 6
Table 8-7

SM 326; DI 24 x DC 24V parameters for application 6

Parameters

Range of values in safety mode

Type

Effective range

Safety mode

Static

Module

10 ms to 10000 ms

Static

Module

activated/deactivated

Static

Module

"Parameters" tab
Mode of operation
F parameter:
F monitoring time
Module parameters:
Diagnostic interrupt

Module parameters for a power supply group:
Internal sensor supply
of the module

activated/deactivated

Static

Power supply group

Short-circuit test

activated/deactivated (only if "Sensor
Supply via Module" is activated)

Static

Power supply group

For single channels or channel pairs:
activated

activated/deactivated

Static

Channel pair

Evaluation of the
sensors

1oo2 evaluation

Static

Channel pair

Type of sensor
interconnection

•
•
•

Static

Channel pair

Discrepancy behavior

(only two-channel)
• Provide last valid value.
• Provide 0 value

Static

Channel pair

Discrepancy time

10 ms to 30000 ms (only for twochannel)

Static

Channel pair

Redundancy

2 modules

Static

Module

Redundant module

(selection of an existing additional
module of the same type)

Static

redundant module
pair

Discrepancy time

10 ms to 30000 ms

Static

redundant module
pair

Two-channel, equivalent
Two-channel, nonequivalent
Single-channel

"Redundancy" tab
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8.3.9

Diagnostic messages of SM 326; DI 24 x DC 24V

Possible diagnostic messages
The table below shows an overview of the diagnostic messages of SM 326; DI 24 x DC 24V.
Diagnostic messages are assigned either to a channel or to the entire module. Some
diagnostic messages occur only in certain applications.
Table 8-8

Diagnostic messages of SM 326; DI 24 x DC 24V

Diagnostic message

Signaled in the
application

Effective
range of
diagnostics

Assignable

Internal short-circuit or defective sensor supply
Short-circuit to L+ on the unconnected sensor
line (open contact)

1, 2, 3, 4, 5, 6

Ground-short circuit or defective sensor supply
Discrepancy error
(1oo2 evaluation)

Channel

Yes

1, 2, 3, 4, 5, 6

Module

no

1, 2, 3, 4, 5, 6

Channel

5, 6

No external auxiliary voltage
Module parameters not assigned
Incorrect module parameters
Communication error
Internal supply voltage of the module failed
Time monitoring activated (watchdog)
EPROM error
RAM error
Processor failure
Parameter assignment error (with specification of
a consecutive number)
Internal error in read circuit/test circuit

Module

CRC signature error
Timeout of safety message frame monitoring
Message frame error

3, 4, 5, 6
1,2

Module

Short-circuit to M and L+
Sequence of the internal short-circuit tests:
● Short-circuit to chassis ground is always tested, independent of the configuration.
● Short-circuit to L+ is only tested if "Sensor supply via module" and "Short-circuit test" are
configured in HW Config.
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Causes of the problem and corrective measures
The table below shows possible causes of the problem and the appropriate corrective
measures for the individual diagnostic messages of SM 326; DI 24 x DC 24V.
Table 8-9

Diagnostic messages of SM 326; DI 24 x DC 24V and their corrective measures

Diagnostic message

Possible causes of the problem

Corrective measures

Internal short-circuit or
defective sensor supply

Internal sensor supply error

Replace the module

Short-circuit to L+ on the
unconnected sensor line
(open contact)

Short circuit to L+ of the unconnected Eliminate the short-circuit
sensor line (open contact)

Ground-short circuit or
defective sensor supply

Short-circuit of input to M

Eliminate the short-circuit

Internal sensor supply error

Replace the module

Short-circuit or wire break
at the unconnected sensor
line (open contact)

Short-circuit of the unconnected
sensor line to M

Eliminate the short-circuit

Interruption of the line between the
module and sensor

Restore the cable connection

Discrepancy error

Process signal error

(1oo2 evaluation)

Defective sensor

Check the process signal;
replace the sensor

Wire break in connected sensor line
(contact closed) or the sensor supply
line

Eliminate the wire break

Assigned discrepancy time too short

Check the discrepancy time
parameters

No external auxiliary
voltage

Module supply voltage L+ missing

Connect supply voltage L+

Module parameters not
assigned

No parameters transferred to module Assign new module parameters

Incorrect module
parameters

Faulty parameters transferred to
module

Assign new module parameters

Communication error

Error in communication between the
CPU and the module, e.g., due to
defective PROFIBUS connection or
electromagnetic interference in
excess of limits.

Check the PROFIBUS
connection

Timeout of safety message frame
monitoring

Check the monitoring time
parameters

CRC signature error, e.g., due to
electromagnetic interference in
excess of limits.

Eliminate the interference

CPU is in STOP

Read the diagnostics buffer

Eliminate the interference

Internal supply voltage of
the module failed

Internal fault at the L+ supply voltage Replace the module

Time monitoring activated
(watchdog)

Overload due to diagnostics request
(SFCs)

Reduce the number of
diagnostics requests

Electromagnetic interference has
exceeded limits

Eliminate the interference

Defective module

Replace the module
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Diagnostic message

Possible causes of the problem

Corrective measures

EPROM error

Electromagnetic interference has
exceeded limits

Eliminate the interference and
cycle the power supply OFF/ON

Defective module

Replace the module

Electromagnetic interference has
exceeded limits

Eliminate the interference

RAM error
Processor failure

Defective module

Replace the module

Internal error in read
circuit/test circuit

Defective module

Replace the module

CRC signature error

CRC signature error in
communication between the CPU
and the module, e.g., due to
electromagnetic interference in
excess of limits or sign-of-life
monitoring error.

Eliminate the interference

Timeout of safety message Assigned monitoring time exceeded
frame monitoring
Message frame error

8.3.10

Check the monitoring time
parameters

Startup of the fail-safe signal module

—

Sign-of-life and/or CRC signature
entered in the data message frame

Check the sign-of-life and CRC
signature entries in the data
message frame for "0" value

Technical data - SM 326; DI 24 x DC 24V

Overview
Technical data
Dimensions and Weight
Dimensions W x H x D (mm)

80 x 125 x 120

Weight

Approx. 442 g

Module-Specific Specifications
Configuration in Run (CiR) supported
•

Supports isochronous mode
•

Yes (only in standard mode)

Behavior of non-configured inputs during CiR

Accuracy

Return the process value that was valid prior to
parameter assignment
Yes
30 ms

Number of inputs
•

single channel

24

•

dual-channel

12

Assigned address area

92

•

In I/O input area

10 bytes

•

in I/O output area

4 bytes
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Technical data
Cable length
•

Unshielded

100 m, maximum

•

Shielded

200 m, maximum

Maximum achievable Safety Integrity Level in safety mode
•

According to IEC 61508

SIL 3

•

According to EN 954-1

Category 4

Fail-safe performance characteristics

SIL 2

SIL 3

•

Low demand mode (average probability of
failure on demand)

< 1.00E-04

< 1.00E-05

•

High demand/continuous mode (probability of
a dangerous failure per hour)

< 1.00E-08

< 1.00E-09

Voltages, Currents, Potentials
Rated supply voltage of the electronic system
and sensors 1L+, 2L+

24 V DC

•

Reverse polarity protection

Yes

•

Power failure ride-through (does not apply to
sensor supply outputs)

5 ms

Number of simultaneously controllable inputs
•

Horizontal installation
Up to 40 °C
Up to 60 °C

24
24 (with 24 V)
18 (with 28.8 V)

•

Vertical installation
Up to 40 °C

24

Electrical isolation
•

Between channels and backplane bus

Yes

•

Between channels in groups of

12

Maximum potential difference between different
circuits

75 V DC
60 V AC

Insulation test voltage

500 V DC / 350 V AC for the duration of 1 minute
or 600 V for the duration of 1 second

Current consumption
•

From backplane bus

100 mA, maximum

•

From load voltage 1L+, 2L+ (no sensors)

450 mA, maximum

Power loss of the module

10 W, typical

Status, Interrupts, Diagnostics
Status display

Green LED per channel

Interrupts
•

Diagnostic interrupt

Diagnostics functions

Assignable
Assignable

•

Group fault display

Red LED (SF)

•

Fail-safe mode display

Green LED (SAFE)

•

Diagnostic information can be read out

Possible
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Technical data
Sensor Supply Outputs
Number of outputs

4

Electrical isolation between channels and
backplane bus

Yes

•

In groups of

2

Output voltage
•

Loaded

Minimum L+ (-1.5 V)

Output current
•

Rated value

400 mA

•

Approved range

0 to 400 mA

Additional (redundant) infeed

Permissible

Short-circuit protection

Yes, electronic

Sensor Selection Data
Input voltage
•

Rated value

24 V DC

•

For "1" signal

11 to 30 V

•

For "0" signal

- 30 to 5 V

Input current
•

For "1" signal

Typ. 10 mA

Input characteristic

According to IEC 61131-2 Type 1

Connection of 2-wire BERO

Supported if parameter "with short-circuit test" =
"no"

Permissible quiescent current

2 mA, maximum

Time, Frequency
Internal signal preparation time (without input
delay) for

Min./max.

•

Standard mode

6 ms / 22 ms

•

Safety mode SIL 2 (Category 3)

6 ms / 23 ms

•

safety mode SIL 3 (Category 4)

6 ms / 22 ms

Input delay
•

For "0" after "1"

2.1 ms to 3.4 ms

•

For "1" after "0"

2.1 ms to 3.4 ms

Acknowledgment time
•

In safety mode with 1oo1 evaluation of the
sensors

Max. 29 ms

•

In safety mode with 1oo2 evaluation of the
sensors

Max. 30 ms

Minimum sensor signal duration

See the table Minimum duration of sensor signals

for reliable detection by SM 326; DI 24 x DC 24 V

in the chapter Requirements for sensors and

actuators for F-SM operation in safety mode
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Note
The maximum cable lengths currently specified in this manual ensure against functional
impairment, even without more precise examination of the boundary conditions. If the
boundary conditions, such as EMC, cable type, cable routing, etc. are examined more
precisely, longer cables can be used for all F-SMs.

8.4

SM 326; DI 8 x NAMUR

8.4.1

Properties, front view, wiring diagram and block diagram

Order number
6ES7326-1RF00-0AB0

Properties
Properties of SM 326; DI 8 x NAMUR:
● SIMATIC S7-Ex digital module
suitable for connecting signals from the Ex area
● 8 single-channel inputs or 4 two-channel inputs, electrically isolated
● Rated input voltage 24 V DC
● Suitable for the following sensors
– In accordance with DIN 19234 and NAMUR (with diagnostic evaluation)
– connected mechanical contacts (with diagnostic evaluation)
● 8 short-circuit-proof sensor supplies, each to one channel, electrically isolated
● Group error display (SF)
● Safety mode display (SAFE)
● Status display for each channel (green LED)
● Assignable diagnostics functions
● Assignable diagnostic interrupt
● Supports operation in standard and safety mode
WARNING
The fail-safe performance characteristics in the technical data apply to a proof test
interval of 10 years and a mean time to repair of 100 hours.

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

95

Digital modules
8.4 SM 326; DI 8 x NAMUR

Compliance with air gaps and creepage distances in the Ex area
Note
For digital input module SM 326; DI 8 x NAMUR, cable guide (order no. 6ES7393-4AA100AA0) must be used for the infeed of L+/M to maintain specified creepages and clearances
in hazardous areas (refer to the chapter Special features when wiring
SM 326; DI 8 x NAMUR in the Ex area).

Address assignment
The following figure shows the assignment of channels to addresses.
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Figure 8-22
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Front view
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Figure 8-23
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Front view of SM 326; DI 8 x NAMUR

Sensors supported
The figure below shows the sensors supported by SM 326; DI 8 x NAMUR and their wiring.
60
',[1$085

60
',[1$085

N

N

NAMUR sensor monitoring for
• Wire break
• Short-circuit
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Connected contact monitored for
• Wire break
• Short-circuit
(resistors installed directly at the contact)
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Wiring and block diagram

The figure below shows the wiring and block diagram of SM 326; DI 8 x NAMUR.
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Figure 8-24
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Wiring and block diagram of SM 326; DI 8 x NAMUR

Channel numbers

The channel numbers are used to uniquely identify the inputs and to assign channel-specific
diagnostic messages.
1oo2 evaluation of the sensors reduces the number of channels by half.
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Figure 8-25
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Channel numbers for SM 326; DI 8 x NAMUR

See also
Special features of the SM 326; DI 8 x NAMUR wiring for operation in the Ex area (Page 99)

98

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

Digital modules
8.4 SM 326; DI 8 x NAMUR

8.4.2

Special features of the SM 326; DI 8 x NAMUR wiring for operation in the Ex area

Cable guide for the operation of SM 326; DI 8 x NAMUR in the Ex area
Observe the information below relating to SM 326; DI 8 x NAMUR operation in the Ex area:
Note
The L+/M supply line terminals at the digital input module SM 326; DI 8 NAMUR must be
protected using a cable guide in order to conform to specified air gaps and creepage
distances for operation in hazardous areas.

Cable guide
Order number: 6ES7393-4AA10-0AA0; 5 units
1

2

4
Figure 8-26

3

4
Cable guide for SM 326; DI 8 x NAMUR

(1)

Cable guide for screw-type terminals

(2)

Auxiliary wedge for cage-clamp terminals

(3)

Cable guide for cage-clamp terminals

(4)

Separating lines (breaking points):
separate the three sections at these points
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Wiring of the front connector of SM 326; DI 8 x NAMUR for operation in the Ex area
To wire the 40-pin front connector:
Step

Graphic

Description

1.

Wire the power supply lines to terminals 21 (L+) and 22 (M)
and route these to the top.


2. a

Insert the cable guide into terminals 3 and 23 of the front
connector.

1

Screw-type terminals:



Tighten the screws of terminals 3 and 23.
(1) Cable guide for screw-type terminals

2. b

Cage-clamp terminals:

2


Use the special key included instead of the screwdriver to
install the cable guide.
(2) Cable guide for cage-clamp terminals
(3) Auxiliary wedge for cage-clamp terminals

3
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Step

Graphic

Description

3.

Wire the process lines and route these to the bottom.

4.

Do not forget to install the enclosed strain-relief for the wire
harnesses.




Result: The cable guide is safely installed in the front connector in compliance with safety
requirements of explosion protection.

Minimum thread length when operating SM 326; DI 8 x NAMUR in the Ex area
WARNING
Always maintain a minimum thread length of 50 mm between the PELV and intrinsically
safe terminals of SM 326; DI 8 x NAMUR. This can be achieved by installing a cable guide
in the front connector.
The minimum thread length between conductive parts may be less than 50 mm in a system
which contains EX and standard modules.
To comply with thread length requirements at the modules:
● Always install the SM 326; DI 8 x NAMUR in the S7-300/ET 200M rack at the last position
on the extreme right of the mounting rail. The width of SM 326; DI 8 x NAMUR
automatically corrects the thread length to the next module on its left side.
● Insert the DM 370 dummy module between the relevant EX and the standard modules if
this cannot be done.
● You can also install an intrinsically safe partition when using modules of the active
backplane bus.
WARNING
Always separate the intrinsically safe from the non-intrinsically safe wiring. Route these
through separate cable ducts.
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Additional information on the Ex area
For further information on using the DM 370 and the Ex partition, and on separating the
intrinsically safe and non-intrinsically safe wiring, refer to the Automation Systems S7-300,

M7-300, ET 200M Programmable Controllers, I/O Modules with Intrinsically-Safe Signals

Reference Manual.

8.4.3

SM 326; DI x 8 NAMUR applications

Selecting the application
The figure below helps you to select an application based on availability and fail-safe
operation requirements. The next pages provide information on the module wiring for specific
applications, and on the parameters to set in STEP 7 using the S7 Distributed Safety or S7 F
Systems optional package.
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Figure 8-27











SM 326; DI x 8 NAMUR - Selecting an application

WARNING
The maximum Safety Integrity Level is determined by the sensor quality and the length of
the proof test interval to IEC 61508 standard. If the sensor quality does not meet
requirements of the safety class, wire it to two channels for redundant operation.
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8.4.4

Application 1: standard mode and application 3: Safety mode SIL 2 (Category 3)

Introduction

Below are the wiring scheme and the parameter assignment of the SM 326; DI 8 x NAMUR
for
● Application 1: standard mode and
● Application 3: Safety mode SIL 2 (Category 3)
For information on diagnostic messages, possible causes of the problem, and corrective
measures, refer to the relevant tables in Chapter "Diagnostic Messages of SM 326;
DI 8 x NAMUR".

Wiring scheme of applications 1 and 3
One single-channel sensor is connected via one channel to the digital module for each
process signal (1oo1 evaluation). The sensor supply Vs is made available from the digital
module.
60
',[1$085

/
0
9V

9

',

Figure 8-28

Wiring scheme of SM 326; DI 8 x NAMUR for applications 1 and 3

WARNING
In order to achieve SIL 2 (Category 3) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.

Assignable parameters for applications 1 and 3
Table 8-10

SM 326; DI 8 x NAMUR parameters for applications 1 and 3

Parameters
"Inputs" tab
Enable diagnostic
interrupt
Safety mode
Monitoring time
Sensor evaluation
Group diagnostics
"Redundancy" tab
Redundancy

Range of values in
Safety mode

Type
Standard mode

Effective
range

Yes/no

Yes/no

Static

Module

Yes
10 ms to 10000 ms
1oo1 evaluation
Yes/no

No
—
—
Yes/no

Static
Static
Static
Static

Module
Module
Module
Channel

None

—

Static

Module
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8.4.5

Application 2: standard mode with high availability and application 4: safety mode
SIL 2 (Category 3) with high availability (only in S7 F/FH Systems)

Introduction
Below are the wiring scheme and the parameter assignment of the SM 326; DI 8 x NAMUR
for
● Application 2: standard mode with high availability and
● Application 4: safety mode SIL 2 (Category 3) with high availability.
For information on diagnostic messages, possible causes of the problem and corrective
measures, refer to the tables in Chapter Diagnostic messages of SM 326; DI 8 x NAMUR".

Wiring scheme of applications 2 and 4
Two single-channel redundant sensors are each connected via one channel to the two digital
modules for each process signal (1oo1 evaluation). The sensor supply Vs is made available
from the respective digital module.
60
',[1$085

/
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Figure 8-29

Wiring scheme of SM 326; DI 8 x NAMUR for applications 2 and 4

WARNING
In order to achieve SIL 2 (Category 3) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
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Assignable parameters for applications 2 and 4
Table 8-11

SM 326; DI 8 x NAMUR parameters for applications 2 and 4

Parameters

Type

Range of values in

Effective range

Safety mode

Standard mode

Enable diagnostic
interrupt

Yes/no

Yes/no

Safety mode

yes

no

Static

Module

Monitoring time

10 ms to 10000 ms

—

Static

Module

Sensor evaluation

1oo1 evaluation

—

Static

Module

Group diagnostics

Yes/no

Yes/no

Static

channel

Redundancy

2 modules

—*

Static

Module

Redundant
module

(selection of an existing additional module of the
same type)

Static

redundant Module
pair

Discrepancy time

10 ms to 30000 ms

Static

redundant Module
pair

"Inputs" tab
Static

Module

"Redundancy" tab

—

* There are two digital values in the case of redundant configuration in standard mode; you must
evaluate them in the standard user program.
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8.4.6

Application 5: safety mode SIL 3 (Category 4)

Introduction
Below are the wiring scheme and the parameter assignment of the SM 326; DI 8 x NAMUR
for application 5: safety mode SIL 3 (Category 4).
For information on diagnostic messages, possible causes of the problem, and corrective
measures, refer to the relevant tables in Chapter "Diagnostic Messages of SM 326; DI 8 x
NAMUR".

Wiring scheme of application 5
Two single-channel sensors are connected via two channels to each of two opposite inputs
of the digital module for each process signal (1oo2 evaluation). The sensor supply Vs is
made available from the digital module. The left channels of the module return the user
signals, that is, these signals are available in the I/O area of inputs at the F-CPU if no errors
are detected.
60
',[1$085

/
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OHIWFKDQQHOVWR
ULJKWFKDQQHOVWR
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9
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VHQVRUV

',
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LQSXWVIRU
VHQVRUFRQQHFWLRQ
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DQG
DQG
DQG

7KHOHIWFKDQQHOVUHWXUQWKHXVHUVLJQDOV
RSWLRQDOPHFKDQLFDOFRXSOLQJRIVHQVRUFRQWDFWV

Figure 8-30

Wiring scheme of SM 326; DI 8 x NAMUR for application 5

WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
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Assignable parameters for application 5
Table 8-12

SM 326; DI 8 x NAMUR parameters for application 5

Parameters

Range of values in safety mode Type

Effective range

Enable diagnostic
interrupt

Yes/no

Static

Module

Safety mode

Yes

Static

Module

Monitoring time

10 ms to 10000 ms

Static

Module

Sensor evaluation

1oo2 evaluation

Static

Module

Group diagnostics

Yes/no

Static

Channel

Discrepancy time

10 ms to 30000 ms

Static

Channel

none

Static

Module

"Inputs" tab

"Redundancy" tab
Redundancy
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8.4.7

Application 6: safety mode SIL 3 (Category 4) with high availability (only in S7
F/FH Systems)

Introduction
Below are the wiring scheme and the parameter assignment of the SM 326; DI 8 x NAMUR
for application 6: safety mode SIL 3 (Category 4) with high availability.
For information on diagnostic messages, possible causes of the problem, and corrective
measures, refer to the relevant tables in Chapter "Diagnostic Messages of SM 326; DI 8 x
NAMUR".

Wiring scheme of application 6
Four single-channel, redundant sensors are connected via 2 channels to the two digital
modules for each process signal (1oo2 evaluation). The contacts of each sensor are routed
to two opposing inputs of the same digital module. The sensor supply Vs is made available
from the respective digital module. The left channels of the module return the user signals,
that is, these signals are available in the I/O area of inputs at the F-CPU if no errors are
detected.
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Figure 8-31

Wiring scheme of SM 326; DI 8 x NAMUR for application 6

WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
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Assignable parameters for application 6
Table 8-13

SM 326; DI 8 x NAMUR parameters for application 6

Parameters

Range of values in safety mode

Type

Effective range

Enable diagnostic
interrupt

Yes/no

Static

Module

Safety mode

Yes

Static

Module

Monitoring time

10 ms to 10000 ms

Static

Module

Sensor evaluation

1oo2 evaluation

Static

Module

Group diagnostics

Yes/no

Static

channel

Discrepancy time

10 ms to 30000 ms

Static

channel

Redundancy

2 modules

Static

Module

Redundant module

(selection of an existing
additional module of the same
type)

Static

redundant module
pair

Discrepancy time

10 ms to 30000 ms

Static

redundant module
pair

"Inputs" tab

"Redundancy" tab
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8.4.8

SM 326; DI x 8 NAMUR diagnostic messages

Possible diagnostic messages
The table below shows an overview of the diagnostic messages of SM 326; DI 8 x NAMUR.
Diagnostic messages are assigned either to a channel or to the entire module. Some
diagnostic messages occur only in certain applications.
Table 8-14

SM 326; DI x 8 NAMUR diagnostic messages

Diagnostic message

Signaled in the
application

Effective
range of
diagnostics

Assignable

channel

yes

Wire break or internal fault at the sensor supply
Short-circuit between sensor signal and supply
lines

1, 2, 3, 4, 5, 6

no

Internal error in read circuit/test circuit or
defective sensor supply
Discrepancy error
(1oo2 evaluation)

5, 6

channel

yes

1, 2, 3, 4, 5, 6

Module

no

3, 4, 5, 6

Module

1, 2

Module

No external auxiliary voltage
Module parameters not assigned
Incorrect module parameters
Communication error
Internal supply voltage of the module failed
Time monitoring activated (watchdog)
EPROM error
RAM error
Processor failure
Parameter assignment error (with specification of
a consecutive number)
CRC signature error
Timeout of safety message frame monitoring
Message frame error
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Causes of the problem and corrective measures
The table below shows possible causes of the problem and appropriate corrective measures
for the individual diagnostic messages of SM 326, DO 8 x NAMUR.
Table 8-15

Diagnostic messages and their corrective measures for SM 326; DI x 8 NAMUR

Diagnostic message
Wire break or internal fault
at the sensor supply

Short-circuit between the
sensor signal and supply
line
Discrepancy error
(1oo2 evaluation)

No external auxiliary
voltage
Module parameters not
assigned
Incorrect module
parameters

Communication error

Internal supply voltage of
the module failed

Possible causes of the problem
Interruption of the cable connection
between the module and NAMUR
sensor
Contacts as sensors:
10 kΩ series resistance directly via
contact is missing or interrupted
Channel not connected (open)
Internal sensor supply error
Short-circuit between the two sensor
signal lines
Process signal error
Defective NAMUR sensor
Short-circuit between the supply line
and the open signal line (open
contact) of the sensor
Wire break in connected sensor line
(contact closed) or the sensor supply
line
Assigned discrepancy time too short
Module supply voltage L+ missing

Corrective measures
Restore the cable connection
Add 10 kΩ series resistance
directly via contact
Disable the "Group Diagnostics"
for the channel in the parameter
settings.
Replace the module
Eliminate the short-circuit
Check the process signal;
replace the NAMUR sensor
Eliminate the short-circuit
Eliminate the wire break
Check the discrepancy time
parameters
Connect supply voltage L+

No parameters transferred to module Assign new module parameters
Faulty parameters transferred to
module
Mismatch between the logical
module address set in STEP 7 and
the address switch setting on the
module.
Error in communication between the
CPU and the module, for example,
due to defective PROFIBUS
connection or electromagnetic
interference in excess of limits.
Timeout of data frame monitoring

Assign new module parameters
Adjust the address settings and
assign new parameters to the
module
Check the PROFIBUS
connection
Eliminate the interference
Check the monitoring time
parameters
Eliminate the interference

CRC signature error, e.g., due to
electromagnetic interference in
excess of limits.
CPU is in STOP
Read the diagnostics buffer
Internal fault at the L+ supply voltage Replace the module
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Diagnostic message
Time monitoring activated
(watchdog)

EPROM error
RAM error
Internal error in read
circuit/test circuit or
defective sensor supply
Processor failure

Parameter assignment
error (with specification of
a consecutive number)

Possible causes of the problem
Overload due to diagnostics request
(SFCs)
Electromagnetic interference has
exceeded limits
Defective module
Electromagnetic interference has
exceeded limits
Defective module
Defective module

Corrective measures
Reduce the number of
diagnostics requests
Eliminate the interference

Electromagnetic interference has
exceeded limits
Defective module
Error in dynamic parameter
reassignment

Eliminate the interference

CRC signature error

CRC signature error in
communication between the CPU
and the module, e.g., due to
electromagnetic interference in
excess of limits or sign-of-life
monitoring error.
Timeout of safety message Assigned monitoring time exceeded
frame monitoring
Startup of the fail-safe signal module
Message frame error
Sign-of-life and/or CRC signature
entered in the data message frame

8.4.9

Replace the module
Eliminate the interference and
cycle the power supply OFF/ON
Replace the module
Replace the module

Replace the module
Check the parameter
assignment in the user program
Contact SIMATIC Customer
Support if necessary
Eliminate the interference

Check the monitoring time
parameters
—
Check the sign-of-life and CRC
signature entries in the data
message frame for "0" value

Technical data - SM 326; DI 8 x NAMUR

Overview
Technical data
Dimensions and Weight
Dimensions W x H x D (mm)

80 x 125 x 120

Weight

Approx. 482 g

Module-Specific Specifications
Number of inputs
•

single channel

8

•

dual-channel

4

Assigned address area

112

•

In I/O input area

6 bytes

•

In the I/O output area

4 bytes
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Technical data
Cable length
•

Shielded

•

Unshielded

200 m, maximum
100 m, maximum

Ignition protection type

II(2)G [EEx ib] IIC in accordance with EN 50020

Test number KEMA

99 ATEX 2671 X

Maximum achievable Safety Integrity Level in
safety mode

single channel

dual-channel

SIL 2

SIL 3

•

According to IEC 61508

•

According to EN 954-1

Fail-safe performance characteristics

Category 3

Category 4

SIL 2

SIL 3

•

Low demand mode (average probability of
failure on demand)

< 1.00E-04

< 1.00E-05

•

High demand/continuous mode (probability of
a dangerous failure per hour)

< 1.00E-08

< 1.00E-09

Voltages, Currents, Potentials
Rated supply voltage of the electronic system
and sensors L +

24 V DC

•

Reverse polarity protection

Yes

•

Power failure ride-through

5 ms

Number of simultaneously controllable inputs
•

Horizontal installation up to 60 °C

8

•

Vertical installation up to 40 °C

8

Electrical isolation
•

Between channels and backplane bus

Yes

•

Between channels and the power supply of
the electronics

Yes

•

Between channels

Yes

Permissible potential difference
•

Between different circuits [EEx]

60 V DC
30 V AC

•

Between different circuits [non-EEx]

75 V DC
60 V AC

Insulation test voltage
•

Channels to backplane bus and load voltage
L+

1500 V AC

•

Load voltage L+ to backplane bus

500 V DC or 350 V AC

•

Between channels

1500 V AC

Current consumption
•

From backplane bus

90 mA, maximum

•

From load voltage L+ (without sensor)

160 mA, maximum

Power loss of the module

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

4.5 W, typical

113

Digital modules
8.4 SM 326; DI 8 x NAMUR
Technical data
Status, Interrupts, Diagnostics
Status display

Green LED per channel

Interrupts
• Diagnostic interrupt

Assignable

Diagnostics functions
• Group fault display
• Fail-safe mode display
• Diagnostic information can be read out

Assignable
Red LED (group error)
green LED (SAFE)
supported

Sensor Supply Outputs
Number of outputs

8

Output voltage

8.2 V DC

Short-circuit protection

Yes, electronic

Safety notice (see the certificate of conformity in the annex)
Maximum values of input circuits (per channel)
•

U0

(No-load output voltage)

10 V, maximum

•

I0

(Short-circuit current)

13.9 mA, maximum

•

P0

(Load power)

Max. 33.1 mW

•

L0

(Permissible external inductance)

Max. 80 mH

•

C0

(Permissible external capacitance)

Max. 3 µF

•

Um

(Fault voltage)

Max. 60 V DC
max. 30 V AC

•

Ta

(Permissible ambient temperature)

60 °C, maximum

Sensor Selection Data
Sensor

In accordance with DIN 19234 or NAMUR

Input current
•

For "0" signal

0.35 to 1.2 mA

•

For "1" signal

2.1 to 7 mA

Time, Frequency
Internal signal preparation time (without input
delay) for

Typ.

Max.

•

Standard mode

55 ms

60 ms

•

Safety mode

55 ms

60 ms

Input delay
For "0" after "1"

1.2 ms to 3 ms

For "1" after "0"

1.2 ms to 3 ms

Acknowledgment time
•

In safety mode

Minimum sensor signal duration
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Max. 68 ms
Min. 38 ms
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Note
The maximum cable lengths currently specified in this manual ensure against functional
impairment, even without more precise examination of the boundary conditions. If the
boundary conditions, such as EMC, cable type, cable routing, etc. are examined more
precisely, longer cables can be used for all F-SMs.

8.5

SM 326; DO 8 x DC 24V/2A PM

8.5.1

Properties, front view, wiring diagram and block diagram

Order number
6ES7326-2BF40-0AB0

Properties
The SM 326; DO 8 x DC 24V/ 2A PM has the following properties:
● 8 outputs, two electrically isolated groups of 4
● P/M switching (current source/sink)
● Output current 2 A
● Rated load voltage 24 V DC
● Suitable for solenoid valves, DC relay contactors, and signal lamps
● Group error display (SF)
● Safety mode display (SAFE)
● Status display for each channel (green LED)
● Programmable diagnostics functions
● Programmable diagnostic interrupt
● Supports operation in safety mode
● Simplified PROFIsafe address assignment
WARNING
The fail-safe performance characteristics in the technical data apply to a proof test
interval of 10 years and a mean time to repair of 100 hours.
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Note
SM 326; DO 8 x DC 24 V/2A PM supports central operation with all F-CPUs in S7-300,
however, with:
• CPU 315F-2 DP, as of order no. 6ES7315-6FF01-0AB0, firmware version V2.0.9
• CPU 317F-2 DP, as of order no. 6ES7317-6FF00-0AB0, firmware version V2.1.4

Address assignment
The following figure shows the assignment of channels to addresses.
$GGUHVVLQJRI
RXWSXWVLQWKHXVHUSURJUDP

$[
$[

$[
$[

















$[
$[

$[
$[

[ 0RGXOHVWDUWDGGUHVV

Figure 8-32

Address assignment for SM 326; DO 8 x DC 24V/2A PM

Front view
*URXSHUURU
GLVSOD\UHG
6)
'LVSOD\
6DIHW\PRGH
JUHHQ
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3HUFKDQQHO WR 













Figure 8-33
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6WDWXVGLVSOD\
JUHHQ



%LWDGGUHVV

8VLQJWKHIURQWFRQQHFWRU
EHKLQGWKHIURQWGRRU WR
ZLUHWKHRXWSXWV
ZLUHWKHSRZHUVXSSO\RIWKH
PRGXOHV
WRZLUHWKHORDGYROWDJH
VXSSO\
RIWKHRXWSXWV

Front view of SM 326; DO 8 x DC 24V / 2A PM; with diagnostic interrupt
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Wiring and block diagram
The following figure shows the wiring and block diagram of SM 326; DO 8 x DC 24V/2A PM.
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Figure 8-34
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Wiring and block diagram of SM 326; DO 8 x DC 24V/2A PM

Channel numbers
The channel numbers are used to identify the outputs and to assign channel-specific
diagnostic messages.
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Figure 8-35
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Channel numbers of SM 326; DO 8 x DC 24 V/2A PM
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8.5.2

SM 326; DO 8 x DC 24V/2A PM applications

Selecting the application
The figure below helps you to select an application based on availability and fail-safe
operation requirements. The next pages provide information on the module wiring for a
specific application, and on the parameters to set in STEP 7 using the S7 Distributed Safety
or S7 F Systems optional package.
5HTXLUHG
VDIHW\FODVV"

6,/
&DW

6,/
&DW

6,/
6DIHW\PRGH

6,/
6DIHW\PRGH

$SSOLFDWLRQVDQG


Figure 8-36
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SM 326; DO 8 x DC 24V/2A PM - Selecting an application
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8.5.3

Application 1: safety mode SIL 2 (Category 3) and application case 2: safety mode
SIL 3 (Category 4)

Introduction
Below are the wiring scheme and the parameter assignment of the SM 326;
DO 8 x DC 24V/2A PM for:
● Application 1: safety mode SIL 2 (Category 3)
● Application 2: safety mode SIL 3 (Category 4)
For information on diagnostic messages, possible causes of the problem and corrective
measures, refer to the tables in the chapter Diagnostic messages of SM 326; DO 8 x DC
24V/2A PM.

Wiring scheme of applications 1 and 2
Each one of the 8 fail-safe digital outputs consists of one DOx P-switch (current source) and
one DOx M-switch (current sink). Connect the load between the P and M switches.
60
'2['&9$30

/
0
'2[3
'2[0
/
0

Figure 8-37

Wiring scheme of SM 326; DO 8 x DC 24V/2A PM for applications 1 and 2
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Wiring two relays to one digital output
The fail-safe digital output is capable of controlling two relays. Conditions to observe:
● Wire L+ and M of the relays to L+ and M of the module (same reference potential
required).
● Wire the NO contacts of the two relays in series.
The relays can be wired to any one of the 8 digital outputs. The figure below shows an
example of an output wiring. This circuit is compliant with SIL 3/Cat. 4.
/
60
'2['&9$30

0
'2[3
'2[0
/
0

Figure 8-38

Wiring scheme of two relays on one digital output of SM 326; DO 8 x DC 24 V/2A PM

WARNING
To prevent short circuits between the P and M switches of a fail-safe digital output, you
must route the cables used to connect the relays on the P and M switches in a cross-circuitproof manner (e.g., as separate, unsheathed cables or in separate cable ducts).

WARNING
The module only detects "wire break“ and "overload" errors at the P switch (not at the M
switch) of a digital output which drives two relays.
It is no longer possible to shut down an actuator if a cross-circuit has developed between
the P and M switches of the output.
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Prevention/control of cross circuits between the P and M switches
To control cross circuits between P and M switches of a fail-safe digital output, we
recommend the following wiring variant:
60
'2['&9$30

/
0
'2[3
'2[0
/
0

Figure 8-39

Wiring scheme of two relays on a digital output of SM 326; DO 8 x DC 24V /2A PM –
Controlling cross circuits

Note
The module only detects a "wire break“ fault at the P or M switch of its output if the both
relays are wired separately to the P or M switches.

Assignable parameters for applications 1 and 2
Table 8-16

SM 326; DO 8 x DC 24V/2A PM parameters for application 1 and 2

Parameters

Range of values

Type

Effective range

10 ms to 10000 ms

Static

Module

Activated/deactivated

Static

Module

"Parameters" tab
F parameter:
F monitoring time
Module parameters:
Diagnostic interrupt

For single channels or channel pairs:
Activated

Activated/deactivated

Static

Channel

Diagnostics: Wire break

Activated/deactivated

Static

Channel

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

121

Digital modules
8.5 SM 326; DO 8 x DC 24V/2A PM

8.5.4

Diagnostic messages of SM 326; DO 8 x DC 24V/2A PM

Possible diagnostic messages
The table below shows an overview of the diagnostic messages of SM 326; DO 8 x DC
24V/2A PM.
Diagnostic messages are assigned either to a channel or to the entire module.
Table 8-17

Diagnostic messages of SM 326; DO 8 x DC 24V/2A PM

Diagnostic message

Signaled in the
application

Effective
range of
diagnostics

Assignabl
e

Wire break
DOx_P short-circuit of the output to M, or
defective output driver
DOx_M short-circuit of output to M, or defective
output driver

1, 2

Channel

Yes

1, 2

Module

No

1, 2

Module

DOx_P short circuit of output to L+, or defective
output driver
DOx_M short circuit of output to L+, or defective
output driver
No external auxiliary voltage
Module parameters not assigned
Incorrect module parameters
Communication error
Internal supply voltage of the module failed
Time monitoring activated (watchdog)
EPROM error
RAM error
Internal error in read circuit/test circuit or
defective sensor supply
Processor failure
Parameter assignment error (with specification of
a consecutive number)
External load voltage missing
Short-circuit DOx_P to DOx_M
Defective output driver
Overtemperature at output driver
Load voltage not connected
Defective load voltage or load voltage not
connected
CRC signature error
Timeout of safety message frame monitoring
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Causes of the problem and corrective measures
The table below shows possible causes of the problem and appropriate corrective measures
for the individual diagnostic messages of SM 326, DO 8 x DC 24V/2A PM.
Table 8-18

Diagnostic messages and their corrective measures for SM 326; DO 8 x DC 24V / 2A
PM

Diagnostic
message

Error detection

Possible causes of the
problem

Corrective measures

Wire break

General

Wire break between the
module and actuator

Restore the cable
connection

Channel not connected (open) Disable the "Group
or unused
Diagnostics" for the
channel in the parameter
settings.
Short-circuit of
output to M, or
defective output
driver

Short circuit of
output to L+, or
defective output
driver

General

General

Output overload

Eliminate the cause of
overload

Short-circuit between the M
output and M of the module
power supply

Eliminate the shortcircuit. Reset the module
by cycling supply voltage
1L+ off/on

Undervoltage at load voltage
supply

Check the load voltage
supply

Defective output driver

Replace the module

Short-circuit between the
output and L+ of the module
power supply

Eliminate the shortcircuit

Short-circuit between
channels which carry different
signals

Eliminate the shortcircuit

Defective output driver

Replace the module

Module reset required
(supply voltage 1L+
off/on)

Module reset required
(supply voltage 1L+
off/on)

Short-circuit at the
load; or defective
output driver

General

Short-circuit at the load

Eliminate the shortcircuit; module reset
required (supply voltage
1L+ off/on)

Defective output
driver

General

Defective module

Replace the module

Short-circuit at the output

Eliminate the short
circuit, module reset
required (supply voltage
1L+ off/on)

Overtemperature at
output driver

General

Output overload

Eliminate the cause of
overload

Internal fault at output driver

Replace the module

External load
voltage missing

General

Supply voltage 1L+ of module
missing

Connect 1L+
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Diagnostic
message

Error detection

Possible causes of the
problem

Corrective measures

Internal supply
voltage of the
module failed

General

Internal fault at supply voltage
1L+

Replace the module

Module parameters
not assigned

General

No parameters transferred to
module

Assign new module
parameters

Defective load
voltage or load
voltage not
connected

General

Load voltage 2L+, 3L not
connected

Connect 2L+ and 3L+

External fault at load voltage
2L+, 3L+

Replace the module

Short-circuit between P and M Eliminate the shortcircuit
Incorrect module
parameters

General

Wrong module

Check the module;
replace; assign new
parameters

Time monitoring
activated
(watchdog)

General

Overload due to diagnostics
request (SFCs)

Reduce the number of
diagnostics requests

Electromagnetic interference
has exceeded limits

Eliminate the
interference

Defective module

Replace the module

Error in communication
between the CPU and the
module, for example, due to
defective PROFIBUS
connection or electromagnetic
interference in excess of limits

Check the PROFIBUS
connection

Timeout of data frame
monitoring

Check the monitoring
time parameters

Communication
error

General

Eliminate the
interference

CRC signature error, e.g., due Eliminate the
to electromagnetic
interference
interference in excess of limits

EPROM error

General

RAM error

Read the diagnostics
buffer

Electromagnetic interference
has exceeded limits

Eliminate the
interference and cycle
power off/on

Defective module

Replace the module

Internal error in
read / test
sequence

General

Defective module

Replace the module

Processor failure

General

Electromagnetic interference
has exceeded limits

Eliminate the
interference

Defective module

Replace the module

Error in dynamic parameter
reassignment

Check the parameter
assignment in the user
program. Contact
SIMATIC Customer
Support if necessary

Parameter
assignment error
(with specification
of a consecutive
number)
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CPU is in STOP

General
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Diagnostic
message

8.5.5

Error detection

Possible causes of the
problem

Corrective measures

CRC signature error General

CRC signature error in
Eliminate the
communication between the
interference
CPU and the module, e.g.,
due to electromagnetic
interference in excess of limits
or sign-of-life monitoring error

Timeout of safety
message frame
monitoring

Assigned monitoring time
exceeded

Check the monitoring
time parameters

Startup of the fail-safe signal
module

—

General

Technical data - SM 326; DO 8 x DC 24V/2A PM

Overview
Technical data
Dimensions and Weight
Dimensions W x H x D (mm)

80 x 125 x 120

Weight

Approx. 465 g

Module-Specific Specifications
Number of outputs

8

Assigned address area
•

In I/O input area

5 bytes

•

In I/O output area

5 bytes

Cable length
•

Unshielded

50 m, maximum

•

Shielded

30 m, maximum

Maximum achievable Safety Integrity Level in safety mode
•

According to IEC 61508

SIL 3

•

According to EN 954-1

Category 4

Fail-safe performance characteristics

SIL 2

SIL 3

•

Low demand mode (average probability of
failure on demand)

< 1.00E-05

< 1.00E-05

•

High demand/continuous mode (probability of
a dangerous failure per hour)

< 1.00E-09

< 1.00E-09

Voltages, Currents, Potentials
Rated supply voltage of the electronics 1L+
•

Reverse polarity protection

Rated load voltage 2L+/3L+
•

Reverse polarity protection
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Technical data
Aggregate current of outputs per group
•

•

Horizontal installation
Up to 40 °C
Up to 60 °C
Vertical installation
Up to 40 °C

7.5 A, maximum
5 A, maximum
5 A, maximum

Electrical isolation
•

Between channels and backplane bus

Yes

•

Between channels and the power supply of
the electronics

Yes

•

Between channels
In groups of

Yes
4

Maximum potential difference
between different circuits

75 V DC
60 V AC

Insulation test voltage

500 V DC / 350 V AC for the duration of 1 minute
or 600 V for the duration of 1 second

Current consumption
•

From backplane bus

100 mA, maximum

•

From supply voltage 1L+

75 mA, maximum

•

From load voltage 2L+/ 3L+ (no-load)

100 mA, maximum

Power loss of the module

12 W, typical

Status, Interrupts, Diagnostics
Status display

Green LED per channel

Interrupts
•

Diagnostic interrupt

Diagnostics functions

Programmable
Programmable

•

Group fault display

Red LED (SF)

•

Fail-safe mode display

Green LED (SAFE)

•

Diagnostic information can be read out

Possible

Sensor selection data
Output voltage
•

For "1" signal

Minimum L+ (-1.0 V)

Output current
•

•

Rated value with "1" signal
Permissible range to 40 °C, horizontal installation
Permissible range to 40 °C, vertical installation
Permissible range to 60 °C, horizontal installation

2A

For "0" signal (residual current)

0.5 mA, maximum

7 mA to 2 A
7 mA to 1 A
7 mA to 1 A

Load resistance range

126

•

Up to 40 °C

12 Ω to 3.4 kΩ

•

Up to 60 °C

24 Ω to 3.4 kΩ

Lamp load

5 W, maximum

Control of a digital input

Not possible
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Technical data
Switching frequency
•

With resistive load

30 Hz, maximum

•

With inductive load in accordance with IEC
60947-5-1, DC 13

2 Hz, maximum

•

With lamp load

10 Hz, maximum

Internal limit of the inductive shutdown voltage

Typical L+ (-33 V)

Short-circuit protection of output

Yes, electronic

•

Response threshold

Actuator timing requirements

2.6 to 4.5 A
Actuator must not react within dark period < 1 ms
(see also Chapter 6.5)

Time, Frequency
Internal signal preparation time in safety mode

Min. 3 ms, max. 10 ms

Acknowledgment time in safety mode

Max. 14 ms

Note
The maximum cable lengths currently specified in this manual ensure against functional
impairment, even without more precise examination of the boundary conditions. If the
boundary conditions, such as EMC, cable type, cable routing, etc. are examined more
precisely, longer cables can be used for all F-SMs.
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8.6

SM 326; DO 10 x DC 24V/2A

8.6.1

Properties, front view, wiring diagram and block diagram

Order number
6ES7326-2BF01-0AB0

Properties
Properties of SM 326; DO 10 x DC 24V/2A:
● 10 outputs, two electrically isolated groups of 5
● Output current 2 A
● Rated load voltage 24 V DC
● Suitable for solenoid valves, DC relay contactors, and signal lamps
● 2 connections per output:
– One connection for single-channel actuator control (without series diode)
– One connection for redundant actuator control (with series diode)
● Group error display (SF)
● Safety mode display (SAFE)
● Status display for each channel (green LED)
● Programmable diagnostics functions
● Programmable diagnostic interrupt
● Assignable fail-safe value output in standard mode
● Supports operation in standard and safety mode
WARNING
The fail-safe performance characteristics in the technical data apply to a proof test
interval of 10 years and a mean time to repair of 100 hours.
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Redundant output signals
WARNING
An output with series diode can be used for redundant control of an actuator. Redundant
control is supported for two different modules and without an external circuit. The two signal
modules must be connected to the same reference potential (M).
Note
Connect the SM326; DO 10 x DC 24V / 2A to the same load voltage for operation in
redundant mode. Install two redundant power supply units if a single power supply is
insufficient for reasons of availability. The power supply units must be coupled by means of
diode circuit.

Short-circuit to L+ at redundant interconnection
WARNING
Avoid short-circuits to L+ at SM 326; DO 10 x DC 24V / 2A by installing the wiring circuit in
compliance with standards.
The module may not be able shut down the actuator by switching off the corresponding
redundant output if a short-circuit to L+ is active.

Address assignment

2XWSXWE\WH[
4[WR4[





















2XWSXWE\WH[
4[WR4[

2XWSXWE\WH[
4[WR4[

[ PRGXOHVWDUWDGGUHVV

Figure 8-40

Address assignment for SM 326; DO 10 x DC 24V 2A
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Front view
*URXSHUURU
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Figure 8-41
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8VLQJWKHIURQWFRQQHFWRU
EHKLQGWKHIURQWGRRU WR
ZLUHWKHRXWSXWV
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PRGXOHV
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VXSSO\
RIWKHRXWSXWV

Front view of SM 326; DO 10 x DC 24V/2A
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Wiring and block diagram
The following figure shows the wiring and block diagram of SM 326; DO 10 x DC 24V/2A.
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Figure 8-42
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Wiring and block diagram of SM 326; DO 10 x DC 24V/2A

Channel numbers
The channel numbers are used to identify the outputs and to assign channel-specific
diagnostic messages.
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Figure 8-43





Channel numbers of SM 326; DO 10 x DC 24V/2A
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8.6.2

SM 326; DO 10 x DC 24V/2A applications

Selecting the application
The figure below helps you to select an application based on availability and fail-safe
operation requirements. The next pages provide information on the module wiring for specific
applications, and on the parameters to set in STEP 7 using the S7 Distributed Safety or S7 F
Systems optional package.
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Figure 8-44











SM 326; DO 10 x DC 24V/2A - Selecting an application

Avoiding dark periods when operating in safety mode
WARNING
If you are using actuators that respond too fast (i.e. < 1 ms) to "dark period" test signals,
you can nonetheless use the internal test coordination by wiring two opposite outputs in
parallel using a series diode. Parallel wiring suppresses the dark periods.

See also
Wiring two outputs in parallel for dark period suppression (Page 137)
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8.6.3

Application 1: Standard mode, application 3: Safety mode SIL 2 (Category 3) and
application case 5: safety mode SIL 3 (Category 4)

Introduction
Below are the wiring scheme and the parameter assignment of the SM 326; DO 10 x DC
24V/2A for:
● Application 1: standard mode,
● Application 3: safety mode SIL 2 (Category 3) and
● Application 5: safety mode SIL 3 (Category 4).
For information on diagnostic messages, possible causes of the problem and corrective
measures, refer to the tables in the Chapter Diagnostic messages of SM 326;
DO 10 x DC 24 V/2A.

Wiring scheme for applications 1, 3 and 5
Single-channel connection of one sensor for each process signal. The load voltage supply is
wired to terminals 2L+/2M, 3L+/3M of the digital module.
/
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0
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/
0

Figure 8-45

Wiring scheme of SM 326; DO 10 x DC 24V/2A for applications 1, 3 and 5

WARNING
It is no longer possible to shut down an actuator if a cross circuit has developed between
2L+ and DO. To prevent cross circuits between 2L+ and DO, you must route the cables
used to connect the actuators in a cross-circuit-proof manner (for example, as separate,
unsheathed cables or in separate cable ducts).
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Connecting two actuators to one digital output

The fail-safe digital output is capable of switching two actuators. Requirements:
● Wire L+ and M of the actuators to 2L+ and 2M of the module (same reference potential
required).
The actuators can be wired to any one of the 10 digital outputs. The figure below shows an
example of an output wiring. This circuit is compliant with SIL 3/Cat. 4.
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Figure 8-46

Wiring scheme of two actuators on one digital output of SM 326; DO 10 x DC 24V/2A

WARNING
It is no longer possible to shut down an actuator if a cross circuit has developed between
2L+ and DO. To prevent cross circuits between 2L+ and DO, you must route the cables
used to connect the actuators in a cross-circuit-proof manner (for example, as separate,
unsheathed cables or in separate cable ducts).

Assignable parameters for applications 1, 3 and 5
Table 8-19

SM 326; DO 10 x DC 24V/2A parameters for application 1, 3 and 5

Parameters
Safety mode
"Outputs" tab
Enable diagnostic
interrupt
Mode

Monitoring time
Disable light test
Reaction during
CPU STOP
Group diagnostics
Switch to fail-safe
value "1"
"Redundancy" tab
Redundancy
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Range of values
Standard mode

Yes/no

Yes/no

•

Safety mode
according to SIL 2
• Safety mode
according to SIL 3
10 ms to 10000 ms
Yes/no
—

•

Type

Effective
range

Static

Module

Static

Module

Static
Static
Static

Module
Module
Module

Yes/no
—

—
Yes/no
• Switch to fail-safe
value
• Retain last valid
value
Yes/no
Yes/no

Static
Static

Channel
Channel

none

—

Static

Module

Standard mode
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8.6.4

Application 2: standard mode with high availability, application 4: safety mode
SIL 2 (Category 3) with high availability and application class 6: safety mode SIL 3
(Category 4) with high availability (only in S7 F/FH Systems)

Introduction
Below are the wiring scheme and the parameter assignment of the SM 326; DO 10 x DC
24V/2A for:
● Application 2: standard mode with high availability
● application 4: safety mode SIL 2 (Category 3) with high availability
● Application 6: safety mode SIL 3 (Category 4) with high availability
For information on diagnostic messages, possible causes of the problem and corrective
measures, refer to the tables in Chapter Diagnostic Messages of SM 326; DO 10 x DC 24
V/2A.

Wiring scheme for applications 2, 4 and 6
Each process signal requires one actuator which is controlled redundantly by the two digital
modules. The load voltage supply is wired to terminals 2L+/2M, 3L+/3M of the digital module.
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Figure 8-47

Wiring scheme of SM 326; DO 10 x DC 24V/2A for applications 2, 4, and 6
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Assignable parameters for applications 2, 4 and 6
Table 8-20

SM 326; DO 10 x DC 24V/2A parameters for applications 2, 4 and 6

Parameters

Range of values
Safety mode

Standard mode

Enable diagnostic
interrupt

Yes/no

Yes/no

Mode

•

Type

Effective range

"Outputs" tab

•

Safety mode
according to SIL 2
Safety mode
according to SIL 3

•

Static

Module

Standard mode Static

Module

Monitoring time

10 ms to 10000 ms

—

Static

Module

Disable light test

Yes/no

Yes/no

Static

Module

Reaction during
CPU STOP

—

•

Static

Module

•

Switch to failsafe value
Retain last
valid value

Group diagnostics

Yes/no

Yes/no

Static

Channel

Switch to fail-safe
value "1"

—

Yes/no

Static

Channel

Redundancy

2 modules

—*

Static

Module

Redundant module

(selection of an existing —
additional module of the
same type)

Static

Redundant
Module pair

"Redundancy" tab

* There are two digital values in the case of redundant configuration in standard mode; you must
evaluate them in the standard user program.
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8.6.5

Wiring two outputs in parallel for dark period suppression

Applications
All applications (3, 4, 5 and 6) support parallel operation of two outputs for dark period
suppression in safety mode.

Wiring scheme
Interconnect two opposite outputs by means of a series diode in order to form a single
output. The parallel circuit in combination with an internal test coordination between the
outputs 0 to 4 and 5 to 9 result in the suppression of the "0" test pulse (dark period).
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Figure 8-48

Wiring two outputs of SM 326; DO 10 x DC 24V/2A in parallel for dark period
suppression

You assign the fail-safe signal module parameters as described for the various applications
on the previous pages. The interconnection does not require any additional parameters.
Always set the interconnected outputs in parallel instead of setting only one output. Process
signals of a redundant I/O system require four outputs with series diode.
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8.6.6

Diagnostics messages of SM 326; DO 10 x DC 24V/2A

Possible diagnostic messages
The table below shows an overview of the diagnostic messages of SM 326; DO 10 x DC
24V/2A.
Diagnostic messages are assigned either to a channel or to the entire module. Some
diagnostic messages occur only in certain applications.
Table 8-21

Diagnostic messages of SM 326; DO 10 x DC 24V/2A

Diagnostic message

Signaled in the
application

Effective
range of
diagnostics

Assignabl
e

Wire break
Short-circuit of output to M, or defective output
driver
Short-circuit of output to L+ or defective output
driver *

1, 2, 3, 4, 5, 6

Channel

yes

1, 2, 3, 4, 5, 6

Module

yes

1, 2, 3, 4, 5, 6

Module

no

Module parameters not assigned
Incorrect module parameters
Communication error
Internal supply voltage of the module failed
Time monitoring activated (watchdog)
EPROM fault
Internal error in read circuit/test circuit, or defective
sensor supply
Processor failure
Parameter assignment error (with specification of a
consecutive number)
No external auxiliary voltage
External load voltage missing
Defective main switch
Defective output driver
Overtemperature at output driver
Channel
group

Defective load voltage or load voltage not
connected
CRC signature error
Timeout of safety message frame monitoring
Message frame error

3, 4, 5, 6

Module

1, 2

Module

*The module is passivated. The module immediately shuts down and returns a "Processor failure"
error message if a repeated short-circuit is detected.
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Causes of the problem and corrective measures
The table below shows the possible cause of the problem and appropriate corrective
measures for the individual diagnostic messages of the SM 326, DO 10 x DC 24V/2A.
Table 8-22

Diagnostic messages of SM 326; DO 10 x DC 24V/ 2A and their corrective measures

Diagnostic message Error detection Possible causes of the problem

Corrective measures

Wire break

Only if the
output = 1

Wire break between the module
and actuator

Restore the cable
connection

or

Channel not connected (open)

Disable the "Group
Diagnostics" for the
channel in the
parameter settings.

At outputs with series diode:
short-circuit between the output
and 1L+ of the module supply

Eliminate the shortcircuit

At outputs with series diode:
short-circuit between channels
which carry different signals

Eliminate the shortcircuit

Only if the
output = 1

Output overload

Eliminate the cause of
overload

or

Short-circuit to M at the output

Eliminate the shortcircuit

Undervoltage at load voltage
supply

Check the load voltage
supply

during light
period test

Short-circuit of
output to M, or
defective output
driver

Short circuit of
output to L+, or
defective output
driver

during light
period test*

Defective output driver

Replace the module

Only if "1"
signal is set at
the output
without series
diode

Short-circuit between the output
and L+ of the module power supply

Eliminate the shortcircuit

or

Short-circuit between channels
which carry different signals

at an output
with series
diode and
internal shortcircuit to L+

Module reset required
(cycle power supply
off/on)
Eliminate the shortcircuit
Module reset required
(cycle power supply
off/on)
Defective output driver

Replace the module

Module parameters
not assigned

General

No parameters transferred to
module

Assign new module
parameters

Incorrect module
parameters

general

Faulty parameters transferred to
module

Assign new module
parameters

Internal supply
voltage of the
module failed

general

Internal fault at supply voltage 1L+

Replace the module

Time monitoring
activated
(watchdog)

general

Overload due to diagnostics
request (SFCs)

Reduce the number of
diagnostics requests

Electromagnetic interference has
exceeded limits

Eliminate the
interference

Defective module

Replace the module
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Diagnostic message Error detection Possible causes of the problem

Corrective measures

Communication
error

Error in communication between
the CPU and the module, for
example, due to defective
PROFIBUS connection or
electromagnetic interference in
excess of limits.

Check the PROFIBUS
connection

Timeout of data frame monitoring

Check the monitoring
time parameters

CRC signature error, e.g., due to
electromagnetic interference in
excess of limits

Eliminate the
interference

CPU is in STOP

Read the diagnostics
buffer

general

Electromagnetic interference has
exceeded limits

Eliminate the
interference and cycle
power supply OFF/ON

Defective module

Replace the module

Internal error in
read / test
sequence

General

Defective module

Replace the module

Processor failure

general

Electromagnetic interference has
exceeded limits

Eliminate the faults, and
then remove and insert
the module

EPROM error

general

RAM error

140

Eliminate the
interference

Defective module

Replace the module

Parameter
general
assignment error
(with specification of
a consecutive
number)

Error in dynamic parameter
reassignment

Check the parameter
assignment in the user
program. Contact
SIMATIC Customer
Support if necessary

No external
auxiliary voltage

general

Supply voltage 1L+ of module
missing

Connect 1L+

External load
voltage missing

general

Supply voltage 1L+ of module
missing

Feed in voltage supply

Defective main
switch

general

Defective module

Replace the module

Defective output
driver

general

Defective module

Replace the module

Overtemperature at
output driver

general

Output overload

Eliminate the cause of
overload

Internal fault at output driver

Replace the module

Defective load
voltage or load
voltage not
connected

general

Load voltage 2L+, 3L not
connected

Connect 2L+ and 3L+

Load voltage external error

Replace the module
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Diagnostic message Error detection Possible causes of the problem

Corrective measures

CRC signature error general

CRC signature error in
communication between the CPU
and the module, e.g., due to
electromagnetic interference in
excess of limits or sign-of-life
monitoring error, or in the event of
a voltage dip

Eliminate the
interference

Timeout of safety
message frame
monitoring

general

Assigned monitoring time
exceeded

Check the monitoring
time parameters

Startup of the fail-safe signal
module

-

Message frame
error

general

Sign-of-life and/or CRC signature
entered in the data message frame

Check the sign-of-life
and CRC signature
entries in the data
message frame for "0"
value
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Incorrect diagnostics of a wire break at the redundant digital output modules
Possible reactions to errors when operating the fail-safe output modules SM 326; DO 10 x
DC 24V/2A in redundant mode: In addition to reporting a wire break and the corresponding
faulty channel, the module also reports faults at one or several other channels if operating
withdifferent load circuits.
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Figure 8-49

Faulty diagnostics as a result of a wire break at redundant SM 326; DO 10 x DC 24V/2A

Example
The module in this example reports faults at channels Q0 and Q1 after having detected a
wire break at Q0. This is caused by severe load differences between the two channels: 2 A
and 24 mA.
Remedy
The load at the output channels of the module should be close to equal in order to obtain
correct diagnostics data. That is, a low-to-high load ratio of at least 1:5 should be
maintained.
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Faulty diagnostics in case of short-circuit
When the fail-safe digital output module SM 326; DO 10 x DC 24 V/2A detects a short-circuit
to L+ at a channel, or a short-circuit between channels which carry different signals, it
generates a diagnostic interrupt in order to report and passivate the faulty channel, including
all other channels in the section which contains this channel. Any short-circuit of longer
duration leads to the total failure of the module.

See also
Wiring two outputs in parallel for dark period suppression (Page 137)

8.6.7

Technical Data - SM 326; DO 10 x DC 24V/2A

Overview
Technical data
Dimensions and Weight
Dimensions W x H x D (mm)
Weight
Module-Specific Specifications
Number of outputs
Assigned address area
• In I/O input area
• In I/O output area

80 x 125 x 120
Approx. 465 g
10
6 bytes
8 bytes

Cable length
• Unshielded
• Shielded
• with SIL 3 Cat. 4

600 m, maximum
1000 m, maximum
200 m, maximum
Maximum achievable Safety Integrity Level in safety mode
• According to IEC 61508
SIL 3
• According to EN 954-1
Category 4
Fail-safe performance characteristics
• Low demand mode (average probability of failure on
demand)
• High demand/continuous mode (probability of a
dangerous failure per hour)
Voltages, Currents, Potentials
Rated supply voltage of the electronics 1L+
• Reverse polarity protection
Rated load voltage 2L+/3L+
• Reverse polarity protection
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SIL 2
< 1.00E-05

SIL 3
< 1.00E-05

< 1.00E-09

< 1.00E-09

24 V DC
Yes
24 V DC
No

143

Digital modules
8.6 SM 326; DO 10 x DC 24V/2A
Technical data
Accumulated current of outputs without series diode (per group)
• Horizontal installation
Up to 40 °C
7.5 A, maximum
Up to 60 °C
5 A, maximum
• Vertical installation
Up to 40 °C
5 A, maximum
Accumulated current of outputs with series diode (per group)
• Horizontal installation
Up to 40 °C
5 A, maximum
Up to 60 °C
4 A, maximum
• Vertical installation
Up to 40 °C
4 A, maximum
Electrical isolation
• Between channels and backplane bus
Yes
• Between channels and the power supply of the
Yes
electronics
• Between channels
Yes
In groups of
5
Permissible potential difference
75 V DC
60 V AC
Between different circuits
Insulation test voltage
Current consumption
• From backplane bus
• From supply voltage 1L+
• From load voltage 2L+/ 3L+ (no-load)
Power loss of the module
Status, Interrupts, Diagnostics
Status display
Interrupts
Diagnostic interrupt
Diagnostics functions
Group fault display
Fail-safe mode display
Diagnostic information can be read out
Fail-safe values can be switched to
Actuator selection data
Output voltage
• For "1" signal
Without series diode
With series diode
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500 V DC / 350 V AC for 1 minute
or 600 V DC for 1 second
100 mA, maximum
70 mA, maximum
100 mA, maximum
12 W, typical
Green LED per channel
Programmable
Programmable
Red LED (SF)
Green LED (SAFE)
Possible
Yes, only in standard mode

Minimum L+ (-1.0 V)
Minimum L+ (-1.8 V)
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Technical data
Output current
• For "1" signal
Rated value
Permissible Range to 40°C, horizontal mounting
position
Permissible Range to 40°C, vertical mounting position
Permissible Range to 60°C, horizontal mounting
position
Permissible range with redundant interconnection to
40°C, horizontal mounting position
Permissible range with redundant interconnection to
40°C, vertical mounting position
Permissible range with redundant interconnection to
60°C, horizontal mounting position
• For "0" signal (residual current)
Load resistance range
• Up to 40 °C
• Up to 60 °C
Lamp load
Parallel switching of 2 outputs
• For redundant load control

•

For power increase

Control of a digital input
Switching frequency
• With resistive load
• With inductive load in accordance with IEC 60947-51, DC 13
• With lamp load
Internal limit of the inductive shutdown voltage
• With series diode
• Without series diode
Short-circuit protection of output
• Response threshold
• Response threshold of redundant interconnection
Actuator timing requirements

Time, Frequency
Internal preparation time for
Standard mode
Safety mode
Acknowledgment time
• In safety mode

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

2A
7 mA to 2 A
7 mA to 1 A
7 mA to 1 A
28 mA to 2 A
28 mA to 1 A
28 mA to 1 A

0.5 mA, maximum
12 Ω to 3.4 kΩ
24 Ω to 3.4 kΩ
5 W, maximum
Only outputs with series diode; outputs
must be connected to common reference
potential
Not possible
Possible
10 Hz, maximum
2 Hz, maximum
10 Hz, maximum
Typical L+ (-33 V)
Typical L+ (-53 V)
Yes, electronic
2.6 to 4.5 A
5.2 to 9 A
Actuator must not respond if:
• Dark period < 1 ms
• Light period < 1 ms
(refer to chapter 6.5)
Max.
22 ms
24 ms
Max. 20 ms
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Note
The maximum cable lengths currently specified in this manual ensure against functional
impairment, even without more precise examination of the boundary conditions. If the
boundary conditions, such as EMC, cable type, cable routing, etc. are examined more
precisely, longer cables can be used for all F-SMs.
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9.1

9

Introduction

In this chapter
Two fail-safe, redundancy-capable analog modules of the S7-300 module line are available
for connecting analog sensors/encoders:
● SM 336; AI 6 x 13Bit
● SM 336; F-AI 6 x 0/4 ... 20 mA HART
Information on fail-safe analog modules provided in this chapter:
● Properties
● Module view and block diagram
● Applications, including the wiring diagrams and parameter settings
● Diagnostic messages, including corrective measures
● HART messages (SM 336; F-AI 6 x 0/4 ... 20 mA HART only)
● Technical data
WARNING
The fail-safe performance characteristics in the technical data apply to a moduledependent proof test interval and a mean time to repair of 100 hours.
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9.2

SM 336; AI 6 x 13 Bit

9.2.1

Analog value representation

Measured value ranges
Table 9-1

Measured value ranges of SM 336; AI 6 x 13Bit
Measuring range

Unit
as
percentage
of the
nominal
range

Decimal

Range

Hexade
cimal

0 V to 20 mA

0 V to 20 mA

0 V to 10 V

Standard
mode

Safety mode

Standard
mode

> 23.515 mA

> 22.814 mA

> 11.7593 V

> 117,589

32767

7FFFH* Overflow

23.515 mA
.
.
20.007 mA

22.814 mA
.
.
20.007 mA

11.7589 V
.
.
> 10.0004 V

117,589
.
.
100,004

32511
.
.
27649

7EFFH
.
.
6C01H

Overrange

20 mA
.
.
2.89 μA

20 mA
.
.
4 mA +
2.315 μA

10 V
.
.
1.45 V

100
.
.
0,014

27648
.
.
4

6C00H

Nominal range

Mode of
operation

.
.

4H

0 mA

4.00 mA

0V

0

0

0H

-0.0007 mA
.
.
-3.518 mA

3.9995 mA
.
.
1.185512 mA

-0.36 mV
.
.
-1.759 V

-0,0036
.
.
-17,593

-1
.
.
-4864

FFFFH
ED00H

< -3.518 mA

< 1.185 mA
(see below)

< -1.759 V

< -17,593

-32768

8000H*

Underrange

.
.

Underflow

* In S7 F/FH Systems a fail-safe value is output for this value in the safety program when overflow or
underflow is detected.
In S7 Distributed Safety, the fail-safe value 0 is provided in the PII for the safety program in place of
7FFFH (for overflow) and 8000H (for underflow).

Units in decimal/hexadecimal format can only assume values of a multiple of four.
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Wire-break check and underflow check in the range 4 to 20 mA
In the range 4 to 20 mA, a check is made to determine whether wire-break check is
assigned.
● If wire-break check is assigned, an underflow check is not performed. In S7 F/FH
Systems, wire break is reported with 7FFFH if the current is < 3.6 mA. In S7 Distributed
Safety, the fail-safe value 0 is provided in the PII for the safety program in place of
7FFFH.
● In S7 F/FH Systems, if wire-break check is not configured, underflow is reported with
8000H if the current is < 1.18 mA. In S7 Distributed Safety, the fail-safe value 0 is
provided in the PII for the safety program in place of 8000H (for underflow).

Measured value resolution
The SM 336; AI 6 x 13Bit has a 13-bit resolution. That is, the last two bits are set to zero.
The values returned must be multiples of four. 1 digit (13-bit measuring range) corresponds
to 4 digits Simatic.
Table 9-2

Representation of the bit pattern

Bit number

15

14

13

12

11

10

9

8

7

6

5

4

3

2

1

0

Bit significance

Sig
n

214

213

212

211

210

29

28

27

26

25

24

23

22

21

20

Example

0

1

0

0

1

1

0

0

1

1

1

1

1

1

0

0

Table 9-3

Resolution

Measuring range

% of nominal range

Resolution

0 V to 20 mA

0,014

2.89 μA

0 V to 20 mA

0,014

2.32 μA

0 V to 10 V

0,014

1.45 mV

WARNING
Only the measuring range 4 to 20 mA is allowed when operating in safety mode.
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9.2.2

Properties, front view, wiring diagram and block diagram

Order number
6ES7336-1HE00-0AB0

Properties
SM 336; AI 6 x 13Bit has the following properties:
● 6 analog inputs with electrical isolation between channels and the backplane bus
● Input ranges:
0 to 20 mA or 4 to 20 mA, 0 to 10 V in standard mode
4 to 20 mA in safety mode
● Short circuit-proof power supply of 2- or 4-wire transducers by the module
● External sensor supply possible
● Group error display (SF)
● Safety mode display (SAFE)
● Sensor supply display (Vs)
● Assignable diagnostics functions
● Assignable diagnostic interrupt
● Supports operation in standard and safety mode

Use of inputs
You can use the inputs as follows:
● In standard mode
– All 6 channels for current measurement 0 to 20 mA or 4 to 20 mA, or
– Up to 4 channels for voltage measurement 0 to 10 V and the remaining 2 channels for
current measurement.
– Other combinations of current and voltage measurements; make allowances for
voltage measurement restrictions defined earlier.
● In safety mode
– All 6 channels for current measurements 4 to 20 mA.
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Address assignment
The following figure shows the assignment of channels to addresses.
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Figure 9-1

Address assignment for SM 336; AI 6 x 13Bit

Front view
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Figure 9-2

Front view of SM 336; AI 6 x 13Bit
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Wiring and block diagram
The following figure shows the the wiring and block diagram of SM 336; AI 6 x 13Bit. The
internal circuitry of the connections on the left side of the figure correspond to the circuitry of
the connections on the right. The wiring and block diagrams of analog sensors for the
different applications are shown in the next chapters.
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Figure 9-3

Wiring and block diagram of SM 336; AI 6 x 13Bit and internal sensor supply

Channel numbers
The channel numbers are used to uniquely identify the inputs and to assign channel-specific
diagnostic messages.
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Figure 9-4
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Channel numbers for SM 336; AI 6 x 13Bit
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Sensor supply
WARNING
Voltage dips of the power supply are not buffered by the module and, thus, affect the
sensor supply.
This can cause the measured value to be false.
You can avoid voltage dips by using a voltage supply according to the NAMUR
recommendation (see Chapter " Protective extra-low voltage (PELV) for fail-safe signal
modules (Page 40) "). Alternatively, use a transducer with an appropriate battery backup or
diagnostics.

External sensor supply
The figures below shows how you can supply power to the sensors by means of an external
sensor supply (for example, from another module: 1L+).
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60
$,[%LW

External encoder supply, 2-wire transducer for SM 336; AI 6 x 13Bit
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Figure 9-6

External encoder supply, 4-wire transducer for SM 336; AI 6 x 13Bit
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WARNING
The stability of the external sensor supply must conform to the desired safety requirement
class SIL 2, 3. To ensure that the sensor functions problem-free, we recommend one of the
following options:
• Use of a redundant external sensor supply

or
• Monitoring of the external sensor supply for undervoltage/overvoltage, including
shutdown of the sensor supply when a fault is detected (single-channel for SIL 2; twochannel for SIL 3)

Recommendation: Internal sensor supply
You are strongly advised to use the short circuit-proof internal sensor supply of the module.
This internal sensor supply is monitored and its status is indicated at the Vs LED (see Figure
Front view of SM 336; AI 6 x 13 Bit).

Isolated transducers
The isolated transducers are not bonded to local earth potential. These transducers can be
operated with floating potential. Local conditions or interference may cause potential
differences UCM (static or dynamic) between the measuring lines M- of the input channels
and the reference point of the measuring circuit MANA.
It is advisable to wire M- to MANA to prevent common mode voltages in excess of the
permitted value for UCM when operating the equipment in areas subject to heavy EMC
interference.

Non-isolated transducers
The non-insolated transducers are bonded to local earth potential. Always interconnect MANA
with earth potential. Local conditions or interference may cause potential differences UCM
(static or dynamic) between the locally distributed measuring points.
If common mode voltage exceeds the permissible value for UCM, you must provide for
equipotential bonding conductors between the measuring points.
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Improving current measuring precision at channels 0 through 3 of the analog input module
It is advisable to interconnect unused voltage inputs with the corresponding current input
when using channels 0 to 3 of SM 336; AI 6 x 13Bit for current measurements. See the
figure below. This measure improves precision by approx. 0.2%.
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Improving current measuring precision at channels 0 through 3 using 2 DMU
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Improving current measuring precision at channels 0 through 3 using 4 DMU
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9.2.3

Applications of SM 336; AI 6 x 13 Bit

Selecting the application
The figure below helps you to select an application based on availability and fail-safe
operation requirements. The next pages provide information on the module wiring and
parameter settings in STEP 7.
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Figure 9-9











Application Selection - SM 336; AI 6 x 13 Bit

WARNING
The maximum Safety Integrity Level is determined by the sensor quality and the length of
the proof test interval in accordance with IEC 61508. If the sensor quality does not meet the
requirements of the Safety Integrity Level, wire it to two channels for redundant operation.
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Wiring schemes
Three wiring schemes are available for each application, depending on the type of
measurement.
Table 9-4

Wiring scheme of SM 336; AI 6 x 13 Bit

Wiring scheme

Measurement type

Range

Channels

Abbreviation in

HW Config

A

Current measurement with
2-wire transducer

4 to 20 mA

0 to 5

2DMU

B

Current measurement with
4-wire transducer

4 to 20 mA

0 to 5

4DMU

C

Voltage measurement*

0 V to 10 V

0 to 3

V

0 to 20 mA*

* Current measurement 0 to 20 mA and voltage measurement are only supported in standard mode.

Note
In the wiring schemes below, the connections to the reference point of the measuring circuit
MANA are represented by a dashed line. That is, these connections are recommended
options (refer to chapter Properties, front view, wiring and block diagram).
A dashed connection between two or four sensors indicates that these sensors measure the
same process variable.

See also
Properties, front view, wiring diagram and block diagram (Page 150)
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9.2.4

Application 1: Standard mode

Introduction
Below are the wiring schemes and the parameter assignment of SM 336; AI 6 x 13Bit for
● Application 1: Standard mode
Diagnostic messages, possible causes of the problem and their corrective measures are
found in the tables Diagnostic messages of SM 336; AI 6 x 13Bit and Diagnostic messages
and associated corrective measures for SM 336; AI 6 x 13Bit in Chapter Diagnostic
messages of SM 336; AI 6 x 13Bit.

Wiring scheme A, current measurement 4 to 20 mA with 2-wire transducer for application 1
You can interconnect six process signals with an analog module. Sensor supply Vs is
provided by the analog module for 6 channels. You can also connect the sensors to an
external sensor supply (see Figure External sensor supply, 2-wire transducer for
SM 336; AI 6 x 13Bit in Chapter Properties, front view, wiring and block diagram).
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Figure 9-10
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Current measurement 4 to 20 mA, 2-wire transducer for application 1 with
SM 336; AI 6 x 13Bit
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Wiring scheme B, current measurement 0 to 20 mA with 4-wire transducer for application 1
You can interconnect six process signals with an analog module. Sensor supply Vs is
provided by the analog module for 6 channels. You can also connect the sensors to an
external sensor supply (see Figure External sensor supply, 4-wire transducer for
SM 336; AI 6 x 13Bit in Chapter Properties, front view, wiring and block diagram).
The wire-break check function reduces the measuring range to 4 to 20 mA.
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Current measurement 4 to 20 mA, 4-wire transducer for application 1 with
SM 336; AI 6 x 13Bit
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Wiring scheme C, voltage measurement 0 V to 10 V, for application 1
You can interconnect four process signals with an analog module. Sensor supply Vs is
provided by the analog module for 4 channels. The sensors can also be connected to an
external sensor supply (see Figure External sensor supply, 4-wire transducer for
SM 336; AI 6 x 13Bit).
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Voltage measurement 0 to 10 V for application 1 with SM 336; AI 6 x 13Bit
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Assignable parameters for application 1
Table 9-5

Parameters for application 1 of SM 336; AI 6 x 13Bit

Parameters

Range of values in standard mode

Type

Effective range

"Inputs 1" tab
Enable diagnostic
interrupt

Yes/no

static

module

Interference frequency

50 Hz/60 Hz

static

module

Group diagnostics

Yes/no

static

channel

Wire-break check (only
for 4 to 20 mA)

Yes/no

static

channel

Measurement type

Deactivated
4DMU
2DMU
U

static

channel

Measuring range

4 to 20 mA
0 to 20 mA
0 to 10 V

static

channel

Safety mode

No (standard mode)

static

module

Monitoring time

—

static

module

none

static

module

"Inputs 2" tab

"Redundancy" tab
Redundancy

See also
Properties, front view, wiring diagram and block diagram (Page 150)

9.2.5

Application 2: standard mode with high availability

Introduction
Below are the wiring schemes and the parameter assignment of SM 336; AI 6 x 13Bit for
● Application 2: standard mode with high availability
Diagnostic messages, possible causes of the problem and their corrective measures are
found in the tables Diagnostic messages of SM 336; AI 6 x 13Bit and Diagnostic messages
and associated corrective measures for SM 336; AI 6 x 13Bit in Chapter Diagnostic
messages of SM 336; AI 6 x 13Bit.
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Wiring scheme A, current measurement 4 to 20 mA with 2-wire transducer for application 2
You can interconnect six process signals with two redundant analog modules. Two sensors
are connected via one channel to the two analog modules for each process signal. Sensor
supply VS is provided by the analog module for 6 channels. You can also connect the
sensors to an external sensor supply (see Figure External sensor supply, 2-wire transducer
for SM 336; AI 6 x 13Bit in Chapter Properties, front view, wiring and block diagram).
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Wiring scheme B, current measurement 0 to 20 mA with 4-wire transducer for application 2
You can interconnect six process signals with two redundant analog modules. Two sensors
are connected via one channel to the two analog modules for each process signal. Sensor
supply VS is provided by the analog module for 6 channels. You can also connect the
sensors to an external sensor supply (see Figure External sensor supply, 4-wire transducer
for SM 336; AI 6 x 13Bit in Chapter Properties, front view, wiring and block diagram). The
wire-break check function reduces the measuring range to 4 to 20 mA.
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Wiring scheme C, current measurement 0 to 10 V with 4-wire transducer for application 2
You can interconnect four process signals with two redundant analog modules. Two sensors
are connected via one channel to the two analog modules for each process signal. Sensor
supply VS is provided by the analog module for 6 channels. You can also connect the
sensors to an external sensor supply (see Figure External sensor supply, 2-wire transducer
for SM 336; AI 6 x 13Bit in Chapter Properties, front view, wiring and block diagram).
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Assignable parameters for application 2
Table 9-6

Parameters for application 2 of SM 336; AI 6 x 13Bit

Parameters

Range of values in standard mode

Type

Effective
range

"Inputs 1" tab
Enable diagnostic
interrupt

Yes/no

static

module

Interference frequency

50 Hz/60 Hz

static

module

Group diagnostics

Yes/no

static

channel

Wire-break check (only
for 4 to 20 mA)

Yes/no

static

channel

Measurement type

Deactivated
4DMU
2DMU
U

static

channel

Measuring range

4 to 20 mA
0 to 20 mA
0 V to 10 V

static

channel

Safety mode

No (standard mode)

static

module

Monitoring time

-

static

module

Redundancy

2 modules

static

module

Redundant module

Selection of an existing additional
module of the same type

static

Redundant module
pair

"Inputs 2" tab

"Redundancy" tab*

* The two analog values returned in a redundant configuration operating in standard mode must be
evaluated in the default user program.
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9.2.6

Application 3: safety mode SIL 2 (Category 3)

Introduction
Below are the wiring schemes and the parameter assignment of SM 336; AI 6 x 13Bit for
● Application 3: safety mode SIL 2 (Category 3).
Diagnostic messages, possible causes of the problem and their corrective measures are
found in tables Diagnostic messages of SM 336; AI 6 x 13Bit and Diagnostic messages and
associated corrective measures for SM 336; AI 6 x 13 Bit in Chapter Diagnostic messages of
SM 336; AI 6 x 13Bit.

Wiring scheme A, current measurement 4 to 20 mA with 2-wire transducer for application 3
You can interconnect six process signals with an analog module. Sensor supply Vs is
provided by the analog module for 6 channels. You can also connect the sensors to an
external sensor supply (see Figure External sensor supply, 2-wire transducer for
SM 336; AI 6 x 13Bit in Chapter Properties, front view, wiring and block diagram).
60
$,[%LW

&+

&+




0,
0




0,





0
0$1$
&+

0,
0

&+

0,
0

&+

0,
0

&+

0,
0

Figure 9-13
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Current measurement 4 to 20 mA, 2-wire transducer for application 3 with
SM 336; AI 6 x 13Bit

WARNING
To achieve SIL 2 (Category 3) with this wiring, you must install a suitably qualified sensor,
for example, in accordance with IEC 60947.
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Wiring scheme B, current measurement 4 to 20 mA with 4-wire transducer for application 3
You can interconnect six process signals with an analog module. Sensor supply Vs is
provided by the analog module for 6 channels. You can also connect the sensors to an
external sensor supply (see Figure External sensor supply, 4-wire transducer for
SM 336; AI 6 x 13Bit in Chapter Properties, front view, wiring and block diagram).
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Current measurement 4 to 20 mA, 4-wire transducer for application 3 with
SM 336; AI 6 x 13Bit

WARNING
To achieve SIL 2 (Category 3) with this wiring, you must install a suitably qualified sensor,
for example, in accordance with IEC 60947.
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Assignable parameters for application 3
Table 9-7

Parameters for application 3 of SM 336; AI 6 x 13Bit

Parameters

Range of values in safety mode

Type

Effective range

"Inputs 1" tab
Enable diagnostic
interrupt

Yes/no

static

module

Interference frequency

50 Hz/60 Hz

static

module

Group diagnostics

Yes/no

static

channel

Wire-break check (only
for 4 to 20 mA)

Yes/no

static

channel

Measurement type

Deactivated
4DMU
2DMU

static

channel

Measuring range

4 to 20 mA

static

channel

Safety mode

According to SIL 2

static

module

Monitoring time

10 ms to 10000 ms

static

module

none

static

module

"Inputs 2" tab
1 sensor
"Redundancy" tab
Redundancy

9.2.7

Application 4: safety mode SIL 2 (Category 3) with high availability (only in S7
F/FH Systems)

Introduction
Below are the wiring schemes and the parameter assignment of SM 336; AI 6 x 13Bit for
● Application 4: safety mode SIL 2 (Category 3) with high availability.
Diagnostic messages, possible causes of the problem and their corrective measures are
found in the tables Diagnostic messages of SM 336; AI 6 x 13Bit and Diagnostic messages
and associated corrective measures for SM 336; AI 6 x 13Bit in Chapter Diagnostic
messages of SM 336; AI 6 x 13Bit.
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Wiring scheme A, current measurement 4 to 20 mA with 2-wire transducer for application 4
You can interconnect six process signals with two redundant analog modules. Two sensors
are connected via one channel to the two analog modules for each process signal. Sensor
supply VS is provided by the analog module for 6 channels. You can also connect the
sensors to an external sensor supply (see Figure External sensor supply, 2-wire transducer
for SM 336; AI 6 x 13Bit in Chapter Properties, front view, wiring and block diagram).
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WARNING
To achieve SIL 2 (Category 3) with this wiring, you must install a suitably qualified sensor,
for example, in accordance with IEC 60947.
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Wiring scheme B, current measurement 4 to 20 mA with 4-wire transducer for application 4
You can interconnect six process signals with two redundant analog modules. Two sensors
are connected via one channel to the two analog modules for each process signal. Sensor
supply VS is provided by the analog module for 6 channels. You can also connect the
sensors to an external sensor supply (see Figure External sensor supply, 4-wire transducer
for SM 336; AI 6 x 13Bit in Chapter Properties, front view, wiring and block diagram).
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WARNING
To achieve SIL 2 (Category 3) with this wiring, you must install a suitably qualified sensor,
for example, in accordance with IEC 60947.

Assignable parameters for application 4
Table 9-8

Parameters for application 4 of SM 336; AI 6 x 13Bit

Parameters

Range of values in safety mode

Type

Effective
range

"Inputs 1" tab
Enable diagnostic
interrupt

Yes/no

static

module

Interference frequency

50 Hz/60 Hz

static

module

Group diagnostics

Yes/no

static

channel

Wire-break check (only
for 4 to 20 mA)

Yes/no

static

channel

Measurement type

Deactivated
4DMU
2DMU

static

channel

Measuring range

4 to 20 mA

static

channel

According to SIL 2

static

module

10 ms to 10000 ms

static

module

Redundancy

2 modules

static

module

Redundant module

Selection of an existing additional
module of the same type

static

Redundant module
pair

"Inputs 2" tab
Safety mode

1 sensor
Monitoring time
"Redundancy" tab

172

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

Analog modules
9.2 SM 336; AI 6 x 13 Bit

9.2.8

Application 5: safety mode SIL 3 (Category 4)

Introduction
Below are the wiring schemes and the parameter assignment of SM 336; AI 6 x 13Bit for
● Application 5: safety mode SIL 3 (Category 4).
Diagnostic messages, possible causes of the problem and their corrective measures are
found in the tables Diagnostic messages of SM 336; AI 6 x 13Bit and Diagnostic messages
and associated corrective measures for SM 336; AI 6 x 13Bit in Chapter Diagnostic
messages of SM 336; AI 6 x 13Bit.

Wiring scheme A, current measurement 4 to 20 mA with 2-wire transducer for application 5
You can interconnect six process signals with an analog module. Two redundant sensors are
connected to two opposite inputs of the analog module for each process signal (1oo2
evaluation). Sensor supply VS is provided by the analog module for 6 channels. You can also
connect the sensors to an external sensor supply (see Figure External sensor supply, 2-wire
transducer for SM 336; AI 6 x 13Bit in Chapter Properties, front view, wiring and block
diagram).
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Current measurement 4 to 20 mA, 2-wire transducer for application 5 with
SM 336; AI 6 x 13Bit

WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
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Wiring scheme B, current measurement 4 to 20 mA with 4-wire transducer for application 5
You can interconnect six process signals with an analog module. Two redundant sensors are
connected to two opposite inputs of the analog module for each process signal (1oo2
evaluation). Sensor supply VS is provided by the analog module for 6 channels. You can also
connect the sensors to an external sensor supply (see Figure External sensor supply, 4-wire
transducer for SM 336; AI 6 x 13Bit in Chapter Properties, front view, wiring and block
diagram).
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Current measurement 4 to 20 mA, 4-wire transducer for application 5 with
SM 336; AI 6 x 13Bit

WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
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Assignable parameters for application 5
Table 9-9

Parameters for application 5 of SM 336; AI 6 x 13Bit

Parameters

Range of values in safety mode

Type

Effective
range

"Inputs 1" tab
Enable diagnostic
interrupt

Yes/no

static

module

Interference frequency

50 Hz/60 Hz

static

module

Group diagnostics

Yes/no

static

channel

Wire-break check

Yes/no

static

channel

Measurement type

Deactivated
4DMU
2DMU

static

channel

Measuring range

4 to 20 mA

static

channel

According to SIL 3

static

module

static

module

"Inputs 2" tab
Safety mode

2 sensors *
Monitoring time

10 ms to 10000 ms

Discrepancy time

10 to 10000 ms

static

module

Tolerance window in
terms of the measuring
range

0 to 20% in 1% increments

static

module

Standard value

MIN/MAX

static

module

none

static

module

"Redundancy" tab
Redundancy

* If you are evaluating sensors in your safety program (e.g., in S7 F Systems using F-block
F_1oo2AI), configure "1 sensor".

Discrepancy analysis for fail-safe analog input modules
If you have configured safety mode in accordance with SIL 3, you can configure a
discrepancy time and an absolute tolerance window (as a % of the 4 mA to 20 mA
measuring range) for each input of the analog input module. In addition, configure the
standard value (MIN = lower value / MAX = higher value) to be applied and transferred to the
CPU.
If the difference between the two measured values is outside of the tolerance window for
longer than the configured discrepancy time, this error is signaled and the fail-safe value
(7FFFH) is transferred. In S7 Distributed Safety, the fail-safe value 0 is provided in the PII for
the safety program in place of 7FFFH.
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9.2.9

Application 6: safety mode SIL 3 (Category 4) with high availability (only in
S7 F/FH Systems)

Introduction
Below are the wiring schemes and the parameter assignment of SM 336; AI 6 x 13Bit for
● Application 6: safety mode SIL 3 (Category 4) with high availability.
Diagnostic messages, possible causes of the problem and their corrective measures are
found in the tables Diagnostic messages of SM 336; AI 6 x 13Bit and Diagnostic messages
and associated corrective measures for SM 336; AI 6 x 13Bit in Chapter Diagnostic
messages of SM 336; AI 6 x 13Bit.
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Wiring scheme A, current measurement 4 to 20 mA with 2-wire transducer for application 6
You can interconnect six process signals with two redundant analog modules. Four
redundant sensors are required for each process signal. Two sensors are connected via two
channels to two opposite inputs of the analog module for each module (1oo2 evaluation).
Sensor supply VS is provided by the analog module for 6 channels. You can also connect the
sensors to an external sensor supply (see Figure External sensor supply, 2-wire transducer
for SM 336; AI 6 x 13Bit in Chapter Properties, front view, wiring and block diagram).
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WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.

Wiring scheme B, current measurement 4 to 20 mA with 4-wire transducer for application 6
You can interconnect six process signals with two redundant analog modules. Four
redundant sensors are required for each process signal. Two sensors are connected via two
channels to two opposite inputs of the analog module for each module (1oo2 evaluation).
Sensor supply VS is provided by the analog module for 6 channels. You can also connect the
sensors to an external sensor supply (see Figure External sensor supply, 4-wire transducer
for SM 336; AI 6 x 13Bit in Chapter Properties, front view, wiring and block diagram).
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WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.

Assignable parameters for application 6
Table 9-10

Parameters for application 6 of SM 336; AI 6 x 13Bit

Parameters

Range of values in safety mode

Type

Effective
range

"Inputs 1" tab
Enable diagnostic
interrupt

Yes/no

static

module

Interference frequency

50 Hz/60 Hz

static

module

Group diagnostics

Yes/no

static

channel

Wire-break check (only
for 4 to 20 mA)

Yes/no

static

channel

Measurement type

Deactivated
4DMU
2DMU

static

channel

Measuring range

4 to 20 mA

static

channel

According to SIL 3

static

module

"Inputs 2" tab
Safety mode

2 sensors *
Monitoring time

10 ms to 10000 ms

static

module

Discrepancy time

0 ms to 30000 ms

static

module

Tolerance window in
terms of the measuring
range

1 to 20% in 1% increments

static

module

Standard value

MIN/MAX

static

module

Redundancy

2 modules

static

module

Redundant module

Selection of an existing additional
module of the same type

static

Redundant module
pair

"Redundancy" tab

* If you are evaluating sensors in your safety program (e.g., in S7 F Systems using F-block
F_1oo2AI), configure "1 sensor".
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Discrepancy analysis for fail-safe analog input modules
If you have configured safety mode in accordance with SIL 3, you can configure a
discrepancy time and an absolute tolerance window (as a % of the 4 mA to 20 mA
measuring range) for each input of the analog input module. In addition, configure the
standard value (MIN = lower value / MAX = higher value) to be applied and transferred to the
CPU.
If the difference between the two measured values is outside of the tolerance window for
longer than the configured discrepancy time, this error is signaled and the fail-safe value
(7FFFH) is transferred. In S7 Distributed Safety, the fail-safe value 0 is provided in the PII for
the safety program in place of 7FFFH.

9.2.10

SM 336; AI 6 x 13Bit diagnostic messages

Possible diagnostic messages
The following table provides an overview of the diagnostic messages for
SM 336; AI 6 x 13Bit.
Diagnostic messages are assigned either to a channel or to the entire module. Some
diagnostic messages occur only in certain applications.
Table 9-11

Diagnostic messages of SM 336; AI 6 x 13Bit
Diagnostic message

Wire break
Discrepancy error

Assignabl
Effective
e
range of
diagnostics

Signaled in the
application
1, 2, 3, 4, 5, 6

A, B

Channel

Yes

4, 6

Common mode fault

1, 2, 3, 4, 5, 6

A, B, C

Overflow or underflow of the measured
value (see "Wire break and underflow") in
Chapter " Analog value representation
(Page 148) ")

1, 2, 3, 4, 5, 6

A, B, C

Channel

Incorrect module parameters
Parameter assignment error (with
specification of consecutive number)

No

ADC/DAC error
No external auxiliary voltage

A, B, C

module

1, 2, 3, 4, 5, 6

Communications error (CPU in Stop)
Time monitoring activated (watchdog)
EPROM / RAM fault
Processor failure
CRC signature error
Timeout of safety message frame
monitoring
Message frame error
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3, 4, 5, 6

A, B, C

1, 2
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Causes of the problem and corrective measures
The table below shows possible causes of the problem and appropriate corrective measures
for the individual diagnostic messages of SM 336; AI 6 x 13Bit.
Table 9-12

Diagnostic messages and associated corrective measures for SM 336; AI 6 x 13Bit

Diagnostic message

Possible causes of the problem

Corrective measures

Interruption of the measuring lead
between the module and sensor

Reestablish the cable connection

Incorrect measuring range setting

Set the 4 to 20 mA measuring
range

Assigned tolerance window
exceeded on expiration of the
discrepancy time

Extend the tolerance window
and/or discrepancy window

Wire break

Eliminate the wire break Check
the process signal.

Deviation between two inputs
outside limits of safety mode to
SIL 2

Wiring error: wire the analog
signal to both inputs, or replace
the module

Common mode fault

Potential difference UCM between
the inputs (M-) and reference
potential of measuring circuit
(MANA) too high.

Interconnect M- with MANA

Overflow or underflow of the
measured value (see "Wire
break and underflow") in
Chapter "Analog value
representation (Page 148)")

Measuring range fallen below

Use a suitable sensor; check the
wiring (sensor polarity reversed)

Measuring range exceeded

Use a suitable sensor; sensor
polarity reversed

Incorrect module parameters

Faulty parameters transferred to
module

Assign new module parameters

Parameter assignment error
(with specification of a
consecutive number; for
example, "16": incorrect
address)

Error in dynamic parameter
reassignment

Check the parameter assignment
in the user program

ADC/DAC error

Internal error during analog value
test

Wire break (only in the 4 to
20 mA measuring range)

Discrepancy error

Contact SIMATIC Customer
Support if necessary
Replace the module

Internal voltage monitoring has
reported a fault
No external auxiliary voltage

Module supply voltage L+ missing

Communication error

Error in communication between
Check the PROFIBUS
the CPU and the module. Possible connection
cause: defective PROFIBUS
Eliminate the interference
connection or electromagnetic
interference has exceeded limits.

Connect supply voltage L+

Timeout of safety message frame
monitoring

Check the monitoring time
parameters

CRC signature error, e.g., due to
electromagnetic interference in
excess of limits

Eliminate the interference

CPU is in STOP

Read the diagnostics buffer
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Diagnostic message
Time monitoring activated
(watchdog)

Corrective measures

Excessive electromagnetic
interference at times

Eliminate the interference

Defective module

Replace the module

EPROM fault
RAM fault

Excessive electromagnetic
interference at times

Eliminate the interference and
cycle power OFF/ON

Defective module

Replace the module

Processor failure

Electromagnetic interference has
exceeded limits

Eliminate the interference

Defective module

Replace the module

CRC signature error

CRC signature error in
communication between the CPU
and the module, e.g., due to
electromagnetic interference in
excess of limits or sign-of-life
monitoring error

Eliminate the interference

Timeout of safety message
frame monitoring

Assigned monitoring time
exceeded

Check the monitoring time
parameters

Startup of the fail-safe signal
module

—

Sign-of-life and/or CRC signature
entered in the data message
frame

Check the sign-of-life and CRC
signature entries in the data
message frame for "0" value

Message frame error

9.2.11

Possible causes of the problem

Technical data - SM 336; AI 6 x 13Bit

Overview
Technical data
Dimensions and Weight
Dimensions W x H x D (mm)

80 x 125 x 120

Weight

Approx. 480 g

Module-Specific Specifications
Number of inputs

6

Assigned address area
•

In I/O input area

16 bytes

•

In I/O output area

4 bytes

Cable length
•

Shielded

Max. 218.72 yd

Maximum achievable Safety Integrity Level in
safety mode

182

•

According to IEC 61508

Max. SIL 3

•

According to EN 954-1

Max. Cat. 4
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Technical data
Fail-safe performance characteristics
•

Low demand mode (average probability of
failure on demand) SIL 3

< 1.00E-05

•

High demand / continuous mode (probability of
a dangerous failure per hour) SIL 3

< 1.00E-09

Proof-test interval

10 years

Surge protection of supply voltages L+ and Lext in
accordance with IEC 1000-4-5 (internal)

±0.5 kV, 1.2/50 µs

Surge protection of analog inputs and sensor
supply voltage in accordance with IEC 1000-4-5
(internal)

±2 kV, 1.2/50 µs

Voltages, currents, potentials
Rated supply voltage of electronics L+

24 V DC

•

Reverse polarity protection

Yes

•

Power failure ride-through

5 ms

Electrical isolation
•

Between channels and backplane bus

Yes

•

Between channels and the power supply of the
electronics

Yes, only with external sensor supply

•

Between channels

No

•

Between the power supply and sensor supply

No

Permissible potential difference
•

Between inputs and MANA (UCM)

•

Between MANA and Mintern (UISO)

Insulation test voltage

6.0 V DC
75 V DC, 60 V AC
500 V DC / 350 V AC for 1 minute
or 600 V DC for 1 second

Current consumption
•

From backplane bus

Max. 90 mA

•

From supply voltage L+

Typ. 160 mA

Common-mode voltage (CMV)
•

Permissible common mode voltage between
the inputs (UCM)

Max. ±6 V

•

Monitoring of common mode voltage

Yes, operating range > 6 V or < -6 V

Power loss of the module

4.25 W, typical

Analog value generation
Measuring principle

Integrating

Integration/conversion time
•

Assignable

Yes

•

Integration time
At 50 Hz
At 60 Hz

20.00 ms

Resolution, including overrange

13 bits + sign

•

16.66 ms

Response time per activated channel
At 50 Hz

Max. 50 ms

At 60 Hz

Max. 44 ms
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Technical data
Basic response time
At 50 Hz

Max. 50 ms

At 60 Hz

Max. 44 ms

Acknowledgment time corresponds to
Max. response time = max. response time per channel x N + max. basic response time
(N = number of active channels)
Noise suppression, error limits
Noise suppression for f=n × (50/60 Hz±1%),
n=1, 2, etc.

Min. 38 dB

Common-mode interference (UCM ≤ 6 Vr.m.s.)

Min. 75 dB

Crosstalk between inputs

Min. 75 dB

Basic error limit (operational limit at 25 °C, relative to input range)
•

Current input

± 0,40 %

•

Voltage input

± 0,40 %

Temperature error (relative to input range)

± 0.002%/K

Linearity error (relative to input range)

± 0,05 %

Repeatability (in transient state at 25 °C, relative to ± 0,05 %
input range)
Operational limit (across the temperature range,
relative to input range)
•

Current

±0,48 %

•

Voltage

±0,48 %

Status, Interrupts, Diagnostics
Interrupts
•

Process interrupt

No

•

Diagnostic interrupt

Yes, assignable

Diagnostics functions

Yes, assignable

•

Indication of safety-oriented operation

Green LED (SAFE)

•

Sensor supply monitoring

Green LED (Vs)

•

Group fault display

Red LED (SF)

•

Diagnostic information can be read out

Yes

Fail-safe values can be switched to

Programmable in safety program

Sensor supply output
•

Number of outputs

1

Output voltage
•

Loaded

Minimum L+ (-1.5 V)

Output current
•

Rated value

1.0 A

•

Approved range

0 to 1.3 A

Short-circuit protection
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Yes, electronic
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Technical data
Electrical isolation in accordance with DIN VDE 0160
•

Between output Vs and the backplane bus

Yes

•

Between output and L+

No

•

Test voltage

600 V DC

•

Rated insulation voltage

75 V DC/60 V AC

Sensor selection data
Input range (rated values)/input resistance in standard mode
•

Voltage

0 to 10 V/59 kΩ

•

Current

0 to 20 mA
4 to 20 mA/107 Ω

Input range (rated values)/input resistance in safety mode
•

Current

4 to 20 mA/107 Ω

Permissible input voltage for voltage input
(destruction limit)

Max. 30 V continuous;

Permissible input current for current input
(destruction limit)

Max. 40 mA

Max. 38 V for max. 1 s (pulse duty factor 1:20)

Signal sensor connection
•

For voltage measurement

Possible

•

For current measurement

Possible

•

As 4-wire transducer

Possible

•

As 2-wire transducer

Possible

•

Load of 2-wire transducer

Max. 600 Ω

Note
The maximum cable lengths currently specified in this manual ensure against functional
impairment, even without more precise examination of the boundary conditions. If the
boundary conditions, such as EMC, cable type, cable routing, etc. are examined more
precisely, longer cables can be used for all F-SMs.
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9.3

SM 336; F-AI 6 x 0/4 ... 20 mA HART

9.3.1

Analog value representation

Measured value ranges
Table 9-13

Measured value ranges of SM 336; F-AI 6 x 0/4 ... 20 mA HART
Measuring range

Range

4 to 20 mA

as
percentage
of the
nominal
range

Decimal

Hexadecim
al

> 23.518 mA

> 22.814 mA

> 117.589

32767

7FFFH 2

Overflow

23.518 mA
.
.
20.0007 mA

22.814 mA
.
.
20.0006 mA

117.589
.
.
100.004

32511
.
.
27649

7EFFH
.
.
6C01H

Overrange

20 mA
:
0.4442 mA

20 mA
.
.
.

100
:
2.221
.
.
0.0036

27648
:
614
.
.
1

6C00H
:
266H
.

Nominal range

0

0

0H

3.9995 mA
.
.
0.4444 mA

-0.0036
.
.
-22.222

-1
.
.
-6144

FFFFH

< 0.4444 mA
(see below)

< -22.222

-32768

8000H 2

< 0.4442 mA
:
723.4 nA
0 mA
(7FFFH)
7FFFH 1

7FFFH
1

Unit

0 to 20 mA

4 mA +
578.7 nA
4.00 mA

.

1H

Underrange

.
.

E800H
Underflow

The module is signaling a wire break, 7FFFH.

In S7 F/FH Systems a fail-safe value is output for this value in the safety program when overflow or
underflow is detected.
2

In S7 Distributed Safety, the fail-safe value 0 is provided in the PII for the safety program in place of
7FFFH (for overflow) and 8000H (for underflow).

See also the "S7-300 Automation System module data
(http://support.automation.siemens.com/WW/view/en/26096035)" operating instructions.
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Wire-break check in the range of 0 to 20 mA
In the range 0 to 20 mA, a wire-break check is always performed:
● In S7 F/FH Systems, a wire break is signaled with 7FFFH if the current is < 0.4442 mA. In
S7 Distributed Safety, the fail-safe value 0 is provided in the PII for the safety program in
place of 7FFFH.

Wire-break check and underflow check in the range 4 to 20 mA
In the range 4 to 20 mA, a check is made to determine whether wire-break check is
assigned.
● If wire-break check is assigned, an underflow check is not performed. In
S7 F/FH Systems, a wire break is signaled with 7FFFH if the current is < 3.6 mA. In S7
Distributed Safety, the fail-safe value 0 is provided in the PII for the safety program in
place of 7FFFH.
● In S7 F/FH Systems, if wire-break check is not configured, underflow is signaled with
8000H if the current is < 0.4444 mA. In S7 Distributed Safety, the fail-safe value 0 is
provided in the PII for the safety program in place of 8000H (for underflow).

Measured value resolution
SM 336; F-AI 6 x 0/4 ... 20 mA HART has a 15-bit resolution.
Table 9-14

Representation of the bit pattern

Bit number

15

14

13

12

11

10

9

8

7

6

5

4

3

2

1

0

Bit significance

Sig
n

214

213

212

211

210

29

28

27

26

25

24

23

22

21

20

Example

0

1

0

0

1

1

0

0

1

1

1

1

1

1

0

1

Table 9-15

Resolution

Measuring range

% of nominal range

Resolution

0 to 20 mA

0.0036

723.4 nA

4 to 20 mA

0.0036

578.7 nA
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9.3.2

Properties, front view, wiring diagram and block diagram

Order number
6ES7336-4GE00-0AB0

Properties
SM 336; F-AI 6 x 0/4 ... 20 mA HART has the following properties:
● 6 analog inputs with electrical isolation between channels and the backplane bus
● Input ranges:
0 to 20 mA
4 to 20 mA
● Short circuit-proof power supply of 2- or 4-wire transducers by the module
● External sensor supply possible
● Group fault display (SF)
● Safety mode display (SAFE)
● Display for channel-specific fault (Fn)
● Display for HART status (Hn)
(If you have activated HART communication for a channel and HART communication is
running, the green HART status display lights up.)
● Assignable diagnostics
● Assignable diagnostic interrupt
● Supports operation in safety mode
● HART communication
● Firmware update via HW Config
● Identification data

Use of inputs
You can use the inputs as follows:
● Each of the 6 channels for current measurement
– 0 to 20 mA (without HART utilization)
– 4 to 20 mA (with/without HART utilization)
● Functional range of HART communication: 1.17 to typ. 35 mA
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Address assignment
The following figure shows the assignment of channels to addresses.
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Figure 9-17

Address assignment for SM 336; F-AI 6 x 0/4 ... 20 mA HART

Front view
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+
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+
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*URXSIDXOWGLVSOD\UHG
6DIHW\PRGHGLVSOD\JUHHQ
&KDQQHOIDXOWGLVSOD\UHG
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&KDQQHOIDXOWGLVSOD\UHG
+$57VWDWXVJUHHQ
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+$57VWDWXVJUHHQ

+

)
+
)
+
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&KDQQHOIDXOWGLVSOD\UHG
+$57VWDWXVJUHHQ
&KDQQHOIDXOWGLVSOD\UHG
+$57VWDWXVJUHHQ
&KDQQHOIDXOWGLVSOD\UHG
+$57VWDWXVJUHHQ

+

Figure 9-18

Front view SM336; F-AI 6 x 0/4 ... 20 mA HART

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

189

Analog modules
9.3 SM 336; F-AI 6 x 0/4 ... 20 mA HART

Wiring and block diagram
The following figure shows the the wiring and block diagram of SM 336; F-AI 6 x 0/4 ...
20 mA HART. The wiring and block diagrams of analog sensors for the different applications
are shown in the next chapters.
6XSSO\IRU
ORJLF$'8PXOWLSOH[HU
2YHU
YROWDJH
SURWHFWLRQ
$GGUHVV
VZLWFK

$'8
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%DFNSODQH
EXV
LQWHUIDFH

5HDGEDFN

7HVW
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[

)
+
 

$'8
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[

2SWRFRXSOHUWUDQVIRUPHU

Figure 9-19
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Wiring and block diagram of SM 336; F-AI 6 x 0/4 ... 20 mA HART

Channel numbers
The channel numbers are used to uniquely identify the inputs and to assign channel-specific
diagnostic messages.
&KDQQHOQXPEHU









Figure 9-20
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CH0



CH1



CH2



CH3



CH4



CH5

Channel numbers SM 336; F-AI 6 x 0/4 ... 20 mA HART
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Sensor supply
WARNING
Voltage dips of the power supply are not buffered by the module and, thus, affect the
sensor supply.
This can cause the measured value to be false.
You can avoid voltage dips by using a voltage supply according to the NAMUR
recommendation (see Chapter " Protective extra-low voltage (PELV) for fail-safe signal
modules (Page 40) "). Alternatively, use a transducer with an appropriate battery backup or
diagnostics.

Recommendation: internal sensor supply
You are strongly advised to use the short circuit-proof internal sensor supply of the module.
This internal sensor supply is monitored and its status is indicated by the Fn LED (see Figure
Front view of SM 336; F-AI 6 x 0/4 ... 20 mA HART).
Note
The internal sensor supply of the associated channel is switched off in case of an overload of
the analog input or short circuit to ground or during power-up in the event of short circuit to
L+ to protect the input.
A check is made approximately 1 minute later to determine if the error has gone.

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

191

Analog modules
9.3 SM 336; F-AI 6 x 0/4 ... 20 mA HART

External sensor supply
The figures in chapter "Applications of SM 336; F-AI 6 x 0/4 ... 20 mA HART (Page 193)"
show how you can supply power to the sensors via an external sensor supply (for example,
from another module).
WARNING
If there is a short circuit from L+ to Mn+, the input resistors will be destroyed.
You can avoid this problem through proper wiring and use of the internal sensor supply.
When an external sensor supply is used, other suitable measures are necessary to protect
the input resistors (e.g. fuse on the module).
WARNING
The stability of the external sensor supply must conform to the desired safety requirement
class SIL 2, 3. To ensure that the sensor functions problem-free, we recommend one of the
following options:
• Use of a redundant external sensor supply

or
• Monitoring of the external sensor supply for undervoltage/overvoltage, including
shutdown of the sensor supply when a fault is detected (single-channel for SIL 2; dualchannel for SIL 3)

Isolated transducers
The isolated transducers are not bonded to local earth potential. These transducers can be
operated with floating potential. Local conditions or interference may cause potential
differences UCM (static or dynamic) between the measuring lines M- of the input channels
and the reference point of measuring circuit M.
Note
It is advisable to wire M- to M in order to prevent common mode voltages in excess of the
permissible value for UCM when operating the equipment in areas subject to heavy EMC
interference.

Non-isolated transducers
The non-isolated transducers are bonded to local earth potential. Always interconnect M with
earth potential. Local conditions or interference may cause potential differences UCM (static
or dynamic) between the locally distributed measuring points.
If common mode voltage exceeds the permissible value for UCM, you must provide for
equipotential bonding conductors between the measuring points.
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9.3.3

Applications of SM 336; F-AI 6 x 0/4 ... 20 mA HART

Selecting the application
The figure below helps you to select an application based on availability and fail-safe
operation requirements. The next pages provide information on the module wiring and
parameter settings in STEP 7.
Applications 1 and 2 are omitted because the module supports only safety mode.
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Figure 9-21









Applications

WARNING
The maximum Safety Integrity Level is determined by the sensor quality and the length of
the proof test interval in accordance with IEC 61508. If the sensor quality does not meet the
requirements of the Safety Integrity Level, wire it to two channels for redundant operation.
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WARNING
If there is a short circuit from L+ to Mn+, the input resistors will be destroyed.
You can avoid this problem through proper wiring and use of the internal sensor supply.
When an external sensor supply is used, other suitable measures are necessary to protect
the input resistors (e.g. fuse on the module).

Wiring schemes
Four wiring schemes (A to D or E to H) are available for each application, depending on the
type of measurement.
Table 9-16

Wiring scheme of SM 336; F-AI 6 x 0/4 ... 20 mA HART

Wiring scheme

194

Measurement type

Channels

A

2-wire transducer, internal sensor supply

0 to 5

B

2-wire transducer, external sensor supply

0 to 5

C

4-wire transducer, internal sensor supply

0 to 5

D

4-wire transducer, external sensor supply

0 to 5

E

2-wire transducer, internal sensor supply with
module redundancy

0 to 5, redundancy with 2
modules

F

2-wire transducer, external sensor supply with
module redundancy

0 to 5, redundancy with 2
modules

G

4-wire transducer, internal sensor supply with
module redundancy

0 to 5, redundancy with 2
modules

H

4-wire transducer, external sensor supply with
module redundancy

0 to 5, redundancy with 2
modules
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Wiring scheme A: 2-wire transducer, internal sensor supply
Particularity:
● Short circuit between sensor supply voltage Vsn and Mn+ is handled.
● It is possible to detect an undervoltage at the transducer by reading back the sensor
supply in the module.
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Figure 9-22
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2-wire transducer, internal sensor supply
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Wiring scheme B: 2-wire transducer, external sensor supply
Particularity:
WARNING
An undervoltage at the transducer cannot be detected, i.e., a transducer with undervoltage
detection may be required.
Note
1L+ and 2L+ can be fed from one power supply. The maximum permissible common mode
voltage UCM must be observed.
WARNING
Depending on the internal structure of the sensor, a short circuit from 2L+ to Mn+ (sensor
with measuring circuit referring to 2M) or from Mn- to 2M (sensor with measuring circuit
referring to 2L+) can destroy the input resistors (see documentation for the utilized sensor).
For this reason, a suitable measure must be taken to protect the input resistors (e.g. fuse
on the module).
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2-wire transducer, external sensor supply
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Wiring scheme C: 4-wire transducer, internal sensor supply
Particularity:
● Short circuit between sensor supply voltage Vsn and Mn+ is handled.
● It is possible to detect an undervoltage at the transducer by reading back the sensor
supply in the module.
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Figure 9-24

9V
0




0
9V




0
0




9V
0




0
9V




0
0




9V
0




0
9V




0
0




/
0
 ZLUH
 WUDQVGXFHU

3

4-wire transducer, internal sensor supply
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Wiring scheme A: 4-wire transducer, external sensor supply
Particularity:
WARNING
An undervoltage at the transducer cannot be detected, i.e., a transducer with undervoltage
detection may be required.
Note
1L+ and 2L+ can be fed from one power supply. The maximum permissible common mode
voltage UCM must be observed.
WARNING
Depending on the internal structure of the sensor, a short circuit from 2L+ to Mn+ (sensor
with measuring circuit referring to 2M) or from Mn- to 2M (sensor with measuring circuit
referring to 2L+) can destroy the input resistors (see documentation for the utilized sensor).
For this reason, a suitable measure must be taken to protect the input resistors (e.g. fuse
on the module).
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4-wire transducer, external sensor supply
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Wiring scheme E: 2-wire transducer, internal sensor supply with module redundancy
Particularity:
● Short circuit between sensor supply voltage Vsn and Mn+ is handled.
● It is possible to detect an undervoltage at the transducer by reading back the sensor
supply in the module.
● It is necessary to incorporate the external elements into the application-specific safety
examination. This means appropriate external elements (e.g., Zener diodes) are needed
to achieve the respective Safety Integrity Level.

Note
1L+ and 2L+ can be fed from one power supply.
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2-wire transducer, internal sensor supply with module redundancy

For information about the Zener diodes, refer to chapter "Calculation of the residual supply
voltage at the transducer (Page 247)".
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Wiring scheme F: 2-wire transducer, external sensor supply with module redundancy
Particularity:

WARNING
An undervoltage at the transducer cannot be detected, i.e., a transducer with undervoltage
detection may be required.
● It is necessary to incorporate the external elements into the application-specific safety
examination. This means appropriate external elements (e.g., Zener diodes) are needed
to achieve the respective Safety Integrity Level.
Note
1L+, 2L+, and 3L+ can be fed from one power supply. The maximum permissible common
mode voltage UCM must be observed.
WARNING
Depending on the internal structure of the sensor, a short circuit from 2L+ to Mn+ (sensor
with measuring circuit referring to 2M) or from Mn- to 2M (sensor with measuring circuit
referring to 2L+) can destroy the input resistors (see documentation for the utilized sensor).
For this reason, a suitable measure must be taken to protect the input resistors (e.g. fuse
on the module).
60
$,[P$+$57
/

0

&+

&+

&+

&+

&+

&+

Figure 9-27

9V
0




0
9V




0
0

/
0

/
0

60
$,[P$+$57
/

0




9V
0




0
9V







0
0

9V
0







9V
0

0
9V







0
9V

0
0







0
0

9V
0







9V
0

0
9V







0
9V

0
0







0
0

/

 ZLUH
WUDQVGXFHU


3
0

UHFRPPHQGHG

&+

&+

&+

&+

&+

&+

2-wire transducer, external sensor supply with module redundancy

For information about the Zener diodes, refer to chapter "Calculation of the residual supply
voltage at the transducer (Page 247)".
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Wiring scheme G: 4-wire transducer, internal sensor supply with module redundancy
Particularity:
● Short circuit between sensor supply voltage Vsn and Mn+ is handled.
● It is possible to detect an undervoltage at the transducer by reading back the sensor
supply in the module.
● It is necessary to incorporate the external elements into the application-specific safety
examination. This means appropriate external elements (e.g., Zener diodes) are needed
to achieve the respective Safety Integrity Level.

Note
1L+ and 2L+ can be fed from one power supply.
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4-wire transducer, internal sensor supply with module redundancy

For information about the Zener diodes, refer to chapter "Calculation of the residual supply
voltage at the transducer (Page 247)".
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Wiring scheme H: 4-wire transducer, external sensor supply with module redundancy
WARNING
An undervoltage at the transducer cannot be detected, i.e., a transducer with undervoltage
detection may be required.
● It is necessary to incorporate the external elements into the application-specific safety
examination. This means appropriate external elements (e.g., Zener diodes) are needed
to achieve the respective Safety Integrity Level.
Note
1L+, 2L+, and 3L+ can be fed from one power supply. The maximum permissible common
mode voltage UCM must be observed.
WARNING
Depending on the internal structure of the sensor, a short circuit from 2L+ to Mn+ (sensor
with measuring circuit referring to 2M) or from Mn- to 2M (sensor with measuring circuit
referring to 2L+) can destroy the input resistors (see documentation for the utilized sensor).
For this reason, a suitable measure must be taken to protect the input resistors (e.g. fuse
on the module).
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Figure 9-29
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4-wire transducer, external sensor supply with module redundancy

For information about the Zener diodes, refer to chapter "Calculation of the residual supply
voltage at the transducer (Page 247)".
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9.3.4

Applications and wiring schemes

Applications
The following applications are associated with the following wiring schemes:
Application

Wiring schemes
A

B

C

D

X

X

X

X

3:

1oo1 evaluation

4:

1oo1 evaluation, transducer not redundant, high availability

5:

1oo2 evaluation

X

X

X

X

1oo2 evaluation, transducer via 1-channel

X

X

X

X

6:

1oo2 evaluation, transducer via 1-channel, high-availability,
transducer not redundant

7:

2oo3 evaluation, high-availability

8:

2oo3 evaluation, high-availability, transducer not redundant

9:

2oo3 evaluation with 3 modules

9.3.5

X
X

X
X

X
X

E

F

G

H

X

X

X

X

X

X

X

X

X

X

X

X

X
X

Applications 1 and 2

Applications 1 and 2
Applications 1 and 2 are omitted because the module supports only safety mode.
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9.3.6

Application 3: safety mode SIL 3 (Category 3)

Introduction
Below are the wiring scheme and the parameter assignment of SM 336; F-AI 6 x 0/4 ...
20 mA HART for
● Application 3: safety mode SIL 3 (Category 3), 1oo1 evaluation.
Diagnostic messages, possible causes of the problem and their corrective measures are
found in tables Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART and Diagnostic
messages and associated corrective measures for SM 336; F-AI 6 x 0/4 ... 20 mA HART in
Chapter " Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART (Page 219) ").

Current measurement 0/4 to 20 mA with 2-wire and 4-wire transducer for application 3
Six process signals can be connected to a module in this interconnection variant. Sensor
supply Vsn is provided by the module for 6 channels. The sensors can also be connected to
an external sensor supply (see Figure External sensor supply, 2-wire transducer for
SM 336; F-AI 6 x 0/4 ... 20 mA HART in Chapter " Properties, front view, wiring diagram and
block diagram (Page 188) ").
You can use interconnection schemes A to D for this application.
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Figure 9-30
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1oo1 evaluation

WARNING
In order to achieve SIL 3 (Category 3) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
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Assignable parameters for application 3
Table 9-17

Parameters for application 3 of SM 336; F-AI 6 x 0/4 ... 20 mA HART

Parameters

Range of values in safety mode

Type

Effective range

Diagnostic interrupt

Activated/deactivated

Static

Module

Behavior after channel
faults

Passivate the entire
module/Passivate the channel

Static

Module

HART_Gate

Off/On/Can be switched

Static

Module

Interference frequency
suppression

50 Hz/60 Hz

Static

Module

Evaluation of the
sensors

1oo1 evaluation

Static

Channel

Measuring range

4 to 20 mA, 0 to 20 mA

Static

Channel

F-wire break detection

Yes/no
(in the 4 to 20 mA measuring range)

Static

Channel

Smoothing

1 / 4 / 16 / 64 conversion cycles

Static

Channel

HART function

Off/On

Static

Channel

HART repetitions

0 to 255

Static

Channel

HART group
diagnostics

Off/On

Static

Channel
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9.3.7

Application 4: safety mode SIL 3 (Category 3) with high availability (only in
S7 F/FH Systems)

Introduction
Below are the wiring scheme and the parameter assignment of SM 336; F-AI 6 x 0/4 ... 20
mA HART for
● Application 4: safety mode SIL 3 (Category 3), 1oo1 evaluation with high availability.
Diagnostic messages, possible causes of the problem and their corrective measures are
found in tables Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART and

Diagnostic messages and associated corrective measures for SM 336; F-AI 6 x 0/4 ... 20 mA
HART in Chapter " Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART
(Page 219) ".

Current measurement 0/4 to 20 mA with 2-wire and 4-wire transducer, transducer not redundant, for
application 4
Six process signals can be connected to two redundant modules in this interconnection
variant. One sensor is connected via one channel to the two modules for each process
signal. Sensor supply Vsn is provided by the module for 6 channels. The sensors can also
be connected to an external sensor supply (see Figure External sensor supply, 2-wire
transducer for SM 336; F-AI 6 x 0/4 ... 20 mA HART in Chapter "Properties, front view, wiring
diagram and block diagram (Page 188)".
You can use interconnection schemes E to H for this application.
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Figure 9-31
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For information about the Zener diodes, refer to chapter "Calculation of the residual supply
voltage at the transducer (Page 247)".
WARNING
In order to achieve SIL 3 (Category 3) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.

Assignable parameters for application 4
Table 9-18

Parameters for application 4 of SM 336; F-AI 6 x 0/4 ... 20 mA HART

Parameters

Range of values in safety mode

Type

Effective range

Diagnostic interrupt

Activated/deactivated

Static

Module

Behavior after channel
fault

Passivate the entire
module/Passivate the channel

Static

Module

HART_Gate

Off/On/Can be switched

Static

Module

Interference frequency
suppression

50 Hz/60 Hz

Static

Module

Evaluation of the
sensors

1oo1 evaluation

Static

Channel

Measuring range

4 to 20 mA, 0 to 20 mA

Static

Channel

F-wire break detection

Yes/no
(in the 4 to 20 mA measuring range)

Static

Channel

Smoothing

1 / 4 / 16 / 64 conversion cycles

Static

Channel

HART function

Off/On

Static

Channel

HART repetitions

0 to 255

Static

Channel

HART group
diagnostics

Off/On

Static

Channel

Redundancy

Off/On

Static

Channel

Fail-safe signal modules
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9.3.8

Application 5: safety mode SIL 3 (Category 4)

Introduction
Below are the wiring schemes and the parameter assignment of SM 336; F-AI 6 x 0/4 ... 20
mA HART for
● Application 5: safety mode SIL 3 (Category 4), 1oo2 evaluation.
Diagnostic messages, possible causes of the problem and their corrective measures are
found in tables Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART and Diagnostic
messages and associated corrective measures for SM 336; F-AI 6 x 0/4 ... 20 mA HART in
Chapter " Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART (Page 219) ".

Current measurement 0/4 to 20 mA with 2-wire and 4-wire transducer for application 5
Three process signals can be connected to a module in this interconnection variant. Sensor
supply Vsn is provided by the module for 3 channels. The sensors can also be connected to
an external sensor supply (see Figure External sensor supply, 2-wire transducer for
SM 336; F-AI 6 x 0/4 ... 20 mA HART in Chapter " Properties, front view, wiring diagram and
block diagram (Page 188) ").
You can use interconnection schemes A to D for this application.
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1oo2 evaluation, transducer via 2-channel

WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
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Current measurement 0/4 to 20 mA with 2-wire and 4-wire transducer, transducer via one channel, for
application 5
Three process signals can be connected to a module in this interconnection variant. Sensor
supply Vsn is provided by the module for 3 channels. The sensors can also be connected to
an external sensor supply (see Figure External sensor supply, 4-wire transducer for
SM 336; F-AI 6 x 0/4 ... 20 mA HART in Chapter " Properties, front view, wiring diagram and
block diagram (Page 188) ").
Interconnection types A to D can be used for this application.
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WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
Note
If you are using SIMATIC PDM as the engineering tool for your HART field device, create a
HART field device only for the channel with the lower channel number.
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Assignable parameters for application 5
Table 9-19

Parameters for application 5 of SM 336; F-AI 6 x 0/4 ... 20 mA HART

Parameters

Range of values in safety mode

Type

Effective range

Diagnostic interrupt

Activated/deactivated

Static

Module

Behavior after channel
fault

Passivate the entire
module/Passivate the channel

Static

Module

HART_Gate

Off/On/Can be switched

Static

Module

Interference frequency
suppression

50 Hz/60 Hz

Static

Module

Evaluation of the sensors 1oo2 evaluation*

Static

Channel

Measuring range

4 to 20 mA, 0 to 20 mA

Static

Channel

F-wire break detection

Yes/no
(in the 4 to 20 mA measuring range)

Static

Channel

Smoothing

1 / 4 / 16 / 64 conversion cycles

Static

Channel

Discrepancy time (ms)

0 to 30000

Static

Channel

Tolerance window (%)
absolute

0.2 to 20

Static

Channel

Tolerance window (%)
relative

0.2 to 20

Static

Channel

Standard value

MAX/MIN

Static

Channel

HART function

Off/On

Static

Channel

HART repetitions

0 to 255

Static

Channel

HART group diagnostics

Off/On

Static

Channel

* If you are evaluating sensors in your safety program (e.g., in S7 F Systems using F-block
F_1oo2AI), configure "1oo1 evaluation".

Discrepancy analysis for fail-safe analog input modules
If you have configured 1oo2 evaluation, you can configure a discrepancy time and an
absolute and a relative tolerance window for each channel pair of the module. In addition,
configure the standard value (MIN = lower value / MAX = higher value) to be applied and
transferred to the F-CPU.
If the difference between the two redundant input channels of the channel pair exists longer
than the configured discrepancy time, an error is signaled and the fail-safe value (7FFFH) is
transferred. In S7 Distributed Safety, the fail-safe value 0 is provided in the PII for the safety
program in place of 7FFFH.
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9.3.9

Application 6: safety mode SIL 3 (Category 4) with high availability (only in S7
F/FH Systems)

Introduction
Below are the wiring scheme and the parameter assignment of SM 336; F-AI 6 x 0/4 ... 20
mA HART for
● Application 6: Safety mode SIL 3 (Category 4) with high availability, 1oo2 evaluation.
Diagnostic messages, possible causes of the problem and their corrective measures are
found in tables Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART and Diagnostic
messages and associated corrective measures for SM 336; F-AI 6 x 0/4 ... 20 mA HART in
Chapter " Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART (Page 219) ".

Current measurement 0/4 to 20 mA with 2-wire and 4-wire transducer for application 6, transducer not
redundant
Three process signals can be connected to two redundant modules in this interconnection
variant. Two redundant sensors are required for each process signal. Two sensors are
connected to two channels of each module (1oo2 evaluation). Sensor supply Vsn is provided
by the module for 3 channels. The sensors can also be connected to an external sensor
supply (see Figure External sensor supply, 4-wire transducer for SM 336; F-AI 6 x 0/4 ... 20
mA HART in Chapter " Properties, front view, wiring diagram and block diagram
(Page 188) ").
You can use interconnection schemes E to H for this application.
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For information about the Zener diodes, refer to chapter "Calculation of the residual supply
voltage at the transducer (Page 247)".
WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.

Assignable parameters for application 6
Table 9-20

Parameters for application 6 of SM 336; F-AI 6 x 0/4 ... 20 mA HART

Parameters
Range of values in safety mode
Type
Effective range
Diagnostic interrupt
Activated/deactivated
Static
Module
Behavior after channel fault Passivate the entire
Static
Module
module/Passivate the channel
HART_Gate
Off/On/Can be switched
Static
Module
Interference frequency
50 Hz/60 Hz
Static
Module
suppression
Evaluation of the sensors
1oo2 evaluation*
Static
Channel
Measuring range
4 to 20 mA, 0 to 20 mA
Static
Channel
F-wire break detection
Yes/no
Static
Channel
(in the 4 to 20 mA measuring range)
Smoothing
1 / 4 / 16 / 64 conversion cycles
Static
Channel
Discrepancy time (ms)
0 to 30000
Static
Channel
Tolerance window (%)
0.2 to 20
Static
Channel
absolute
Tolerance window (%)
0.2 to 20
Static
Channel
relative
Standard value
MAX/MIN
Static
Channel
HART function
Off/On
Static
Channel
HART repetitions
0 to 255
Static
Channel
HART group diagnostics
Off/On
Static
Channel
Redundancy
Off/On
Static
Channel
* If you are evaluating sensors in your safety program (e.g., in S7 F Systems using F-block
F_1oo2AI), configure "1oo1 evaluation".

Discrepancy analysis for fail-safe analog input modules
If you have configured 1oo2 evaluation, you can configure a discrepancy time and an
absolute and a relative tolerance window for each channel pair of the module. In addition,
configure the standard value (MIN = lower value / MAX = higher value) to be applied and
transferred to the F-CPU.
If the difference between the two redundant input channels of the channel pair exists longer
than the configured discrepancy time, an error is signaled and the fail-safe value (7FFFH) is
transferred. In S7 Distributed Safety, the fail-safe value 0 is provided in the PII for the safety
program in place of 7FFFH.
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9.3.10

Application 7: safety mode SIL 3 (Category 4)

Introduction
Below are the wiring scheme and the parameter assignment of SM 336; F-AI 6 x 0/4 ... 20
mA HART for
● Application 7: safety mode SIL 3 (Category 4) with high availability, 2oo3 evaluation.
Diagnostic messages, possible causes of the problem and their corrective measures are
found in tables Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART and Diagnostic
messages and associated corrective measures for SM 336; F-AI 6 x 0/4 ... 20 mA HART in
Chapter " Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART (Page 219) ".

Current measurement 0/4 to 20 mA with 2-wire and 4-wire transducer, high-availability, for
application 7
Two process signals can be connected to a module in this interconnection variant. The
sensors can also be connected to an external sensor supply (see Figure External sensor
supply, 2-wire transducer for SM 336; F-AI 6 x 0/4 ... 20 mA HART in Chapter " Properties,
front view, wiring diagram and block diagram (Page 188) ".
You can use interconnection schemes A to D for this application.
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2oo3 evaluation

WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
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Note
If you are using SIMATIC PDM as the engineering tool for your HART field device, create a
HART field device only for the channel with the lower channel number.

Assignable parameters for application 7
Table 9-21

Parameters for application 7 of SM 336; F-AI 6 x 0/4 ... 20 mA HART

Parameters

Range of values in safety mode

Type

Effective range

Diagnostic interrupt

Activated/deactivated

Static

Module

Behavior after channel fault

Passivate the entire
module/Passivate the channel

Static

Module

HART_Gate

Off/On/Can be switched

Static

Module

Interference frequency
suppression

50 Hz/60 Hz

Static

Module

Evaluation of the sensors

1oo1 evaluation

Static

Channel

Measuring range

4 to 20 mA, 0 to 20 mA

Static

Channel

F-wire break detection

Yes/no
(in the 4 to 20 mA measuring range)

Static

Channel

Smoothing

1 / 4 / 16 / 64 conversion cycles

Static

Channel

HART function

Off/On

Static

Channel

HART repetitions

0 to 255

Static

Channel

HART group diagnostics

Off/On

Static

Channel

Discrepancy analysis for fail-safe analog input modules
For safety-oriented applications according to SIL 3, perform a discrepancy analysis with
2oo3 evaluation in your safety program (e.g. in S7 F Systems with the F_2oo3_R F-block).
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9.3.11

Application 8: safety mode SIL 3 (Category 4) with high availability (only in
S7 F/FH Systems)

Introduction
Below are the wiring scheme and the parameter assignment of SM 336; F-AI 6 x 0/4 ... 20
mA HART for
● Application 8: safety mode SIL 3 (Category 4) with high availability, 2oo3 evaluation.
Diagnostic messages, possible causes of the problem and their corrective measures are
found in tables Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART and Diagnostic
messages and associated corrective measures for SM 336; F-AI 6 x 0/4 ... 20 mA HART in
Chapter " Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART (Page 219) ".

Current measurement 0/4 to 20 mA with 2-wire and 4-wire transducer, transducer not redundant, for
application 8
Two process signals can be connected to two redundant modules in this interconnection
variant. Three sensors are connected to each module (2oo3 evaluation). Sensor supply Vsn
is provided by the module for 3 channels. The sensors can also be connected to an external
sensor supply (see Figure External sensor supply, 4-wire transducer for SM 336; F-AI 6 x 0/4
... 20 mA HART in Chapter " Properties, front view, wiring diagram and block diagram
(Page 188) ").
You can use interconnection schemes E to H for this application.
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For information about the Zener diodes, refer to chapter "Calculation of the residual supply
voltage at the transducer (Page 247)".
WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
Note
If you are using SIMATIC PDM as the engineering tool for your HART field device, create a
HART field device only for the channel with the lower channel number.

Assignable parameters for application 8
Table 9-22

Parameters for application 8 of SM 336; F-AI 6 x 0/4 ... 20 mA HART
Type

Effective range

Diagnostic interrupt

Parameters

Activated/deactivated

Range of values in safety mode

Static

Module

Behavior after channel
fault

Passivate the entire
module/Passivate the channel

Static

Module

HART_Gate

Off/On/Can be switched

Static

Module

Interference frequency
suppression

50 Hz/60 Hz

Static

Module

Evaluation of the sensors 1oo1 evaluation

Static

Channel

Measuring range

4 to 20 mA, 0 to 20 mA

Static

Channel

F-wire break detection

Yes/no
(in the 4 to 20 mA measuring range)

Static

Channel

Smoothing

1 / 4 / 16 / 64 conversion cycles

Static

Channel

HART function

Off/On

Static

Channel

HART repetitions

0 to 255

Static

Channel

HART group diagnostics

Off/On

Static

Channel

Redundancy

Off/On

Static

Channel

Discrepancy analysis for fail-safe analog input modules
For safety-oriented applications according to SIL 3, perform a discrepancy analysis with
2oo3 evaluation in your safety program (e.g. in S7 F Systems with the F_2oo3_R F-block).
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9.3.12

Application 9: safety mode SIL 3 (Category 4) with three modules with high
availability (only in S7 F/FH Systems)

Introduction

Below are the wiring scheme and the parameter assignment of SM 336;
F-AI 6 x 0/4 ... 20 mA HART for
● Application 9: safety mode SIL 3 (Category 4) with high availability, 2oo3 evaluation.
Diagnostic messages, possible causes of the problem and their corrective measures are
found in tables Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART and

Diagnostic messages and associated corrective measures for SM 336; F-AI 6 x 0/4 ... 20 mA
HART in Chapter " Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART
(Page 219) ".

Current measurement 0/4 to 20 mA with 2-wire and 4-wire transducer for application 9

Six process signals can be connected to three redundant modules in this interconnection
variant. Sensor supply Vsn is provided by the module for 6 channels. The sensors can also
be connected to an external sensor supply (see Figure External sensor supply, 2-wire
transducer for SM 336; F-AI 6 x 0/4 ... 20 mA HART in Chapter " Properties, front view,
wiring diagram and block diagram (Page 188) ".
You can use interconnection schemes A to D for this application.
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WARNING
In order to achieve SIL 3 (Category 4) with this wiring, you must install a suitably qualified
sensor, for example, in accordance with IEC 60947.
Note
1L+, 2L+, and 3L+ can be fed from one power supply. The maximum permissible common
mode voltage UCM must be observed.

Assignable parameters for application 9
Table 9-23

Parameters for application 9 of SM 336; F-AI 6 x 0/4 ... 20 mA HART

Parameters

Range of values in safety mode

Type

Effective range

Diagnostic interrupt

Activated/deactivated

Static

Module

Behavior after channel
faults

Passivate the entire
module/Passivate the channel

Static

Module

HART_Gate

Off/On/Can be switched

Static

Module

Interference frequency
suppression

50 Hz/60 Hz

Static

Module

Evaluation of the sensors 1oo1 evaluation

Static

Channel

Measuring range

4 to 20 mA, 0 to 20 mA

Static

Channel

F-wire break detection

Yes/no
(in the 4 to 20 mA measuring range)

Static

Channel

Smoothing

1 / 4 / 16 / 64 conversion cycles

Static

Channel

HART function

Off/On

Static

Channel

HART repetitions

0 to 255

Static

Channel

HART group diagnostics

Off/On

Static

Channel

Discrepancy analysis for fail-safe analog input modules
Perform a discrepancy analysis with 2oo3 evaluation in your safety program (e.g. in
S7 F Systems with the F_2oo3_R F-block).
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9.3.13

Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART

Possible diagnostic messages
The following table provides an overview of the diagnostic messages for SM 336;
F-AI 6 x 0/4 ... 20 mA HART.
Diagnostic messages are assigned either to a channel or to the entire module. Some
diagnostic messages occur only in certain applications.
Table 9-24

Diagnostic messages of SM 336; F-AI 6 x 0/4 ... 20 mA HART
Signaled in the
application

Effective
range of
diagnostics

Assigna
ble

No external auxiliary voltage

3–9

Module

No

Parameter assignment missing

3–9

Module

No

Incorrect module parameters

3–9

Module

No

Time monitoring activated

3–9

Module

No

Internal supply voltage of the module failed

3–9

Module

No

Processor failure

3–9

Module

No

EPROM error

3–9

Module

No

Communication error

3–9

Module

No

RAM error

3–9

Module

No

ADC/DAC error

3–9

Module

No

Discrepancy error

5–6

Channel

Yes

Short circuit of sensor supply to L+ *

3–9

Channel

No

Short circuit to M (test occurs cyclically)

3–9

Channel

No

Wire break **

3–9

Channel

Yes

Value is above the overrange

3–9

Channel

No

Value is below the underrange ***

3–9

Channel

No

HART: Primary variable outside the limits

3–9

Channel

Yes

HART: Non-primary variable outside the limits

3–9

Channel

Yes

HART: Analog output current saturated

3–9

Channel

Yes

HART: Analog output current specified

3–9

Channel

Yes

HART: Further status information available

3–9

Channel

Yes

HART: Configuration has changed

3–9

Channel

Yes

Malfunction of HART device

3–9

Channel

Yes

HART parameter assignment error

3–9

Channel

No

HART communication error

3–9

Channel

No

Diagnostic message

* is detected only during startup of the module
** Wire break can be signaled for 0 to 20 mA and for 4 to 20 mA if "wire break diagnostics" is
configured.
*** Underrange can be signaled only with 4 to 20 mA and wire break diagnostics deselected.

See also chapter " HART for safety-oriented applications (Page 243) "
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Causes of the problem and corrective measures
The table below shows the possible causes of the problem and associated corrective
measures for the individual diagnostic messages of the SM 336; F-AI 6 x 0/4 ... 20 mA
HART.
Table 9-25

Diagnostic messages and associated corrective measures for SM 336; F-AI 6 x 0/4 ... 20 mA HART

Diagnostic message

Possible causes of the problem

Corrective measures

No external auxiliary voltage

Module supply voltage L+ missing

Connect supply voltage L+

Internal fuse defect

Module must be sent in.

Parameter assignment
missing/incorrect parameters in the
module

Faulty parameters transferred to module

Assign new module parameters

CRC signature error during
communication between the F-CPU and
the module occurred, e.g., due to
electromagnetic interference in excess of
limits or sign-of-life monitoring error

•
•

Time monitoring activated
(watchdog)

Eliminate the interference
Check the address switch (DIP
switch)

Assigned monitoring time exceeded

Check the monitoring time parameters

Startup of the fail-safe signal module

—

Excessive electromagnetic interference
at times

Eliminate the interference, and
• Switch the supply voltage of the FCPU/IM OFF/ON,
• Remove/insert F-SM, or
• Switch external auxiliary voltage of FSM OFF/ON

Firmware update cancelation due to error If the error has gone out, repeat the
firmware update.
Defective module

Replace the module

Internal supply voltage of the
module failed

Defective module

Replace the module

Excessive electromagnetic interference
at times

Eliminate the interference, and
• Switch the supply voltage of the FCPU/IM OFF/ON,
• Remove/insert F-SM, or
• Switch external auxiliary voltage of FSM OFF/ON

Processor failure

Electromagnetic interference has
exceeded limits

Eliminate the interference, and
• Switch the supply voltage of the FCPU/IM OFF/ON,
• Remove/insert F-SM, or
• Switch external auxiliary voltage of FSM OFF/ON

Defective module

Replace the module

Ambient temperature too high

Check installation conditions, and
• Switch the supply voltage of the FCPU/IM OFF/ON,
• Remove/insert F-SM, or
• Switch external auxiliary voltage of FSM OFF/ON
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Diagnostic message
EPROM error
RAM error

Possible causes of the problem

Corrective measures

Excessive electromagnetic interference
at times

Eliminate the interference, and
• Switch the supply voltage of the FCPU/IM OFF/ON,
• Remove/insert F-SM, or
• Switch external auxiliary voltage of FSM OFF/ON

Defective module

Replace the module

Inconsistent firmware

Repeat firmware update

Internal error during analog value test

Replace the module

Impermissible UCM

Eliminate the interference, and
• Switch the supply voltage of the FCPU/IM OFF/ON,
• Remove/insert F-SM, or
• Switch external auxiliary voltage of FSM OFF/ON

Firmware update successfully
performed

—

—

Firmware update error

•
•

ADC/DAC error

Firmware is faulty
CRC error

•
•
•

Switch the supply voltage of the FCPU/IM OFF/ON,
Remove/insert F-SM, or
Switch external auxiliary voltage of FSM OFF/ON

Then, repeat the firmware update.
Defective module
Firmware version inconsistent

•
•

Firmware is faulty
Firmware update was canceled

Replace the module
Repeat the firmware update.

Supply voltage of module is missing

Connect the module to the supply
voltage, and repeat the firmware update.

Discrepancy error

Assigned tolerance window exceeded on
expiration of the discrepancy time

Extend the tolerance window and/or
discrepancy window

Short-circuit

Wiring incorrect

Check wiring, and
• Switch the supply voltage of the FCPU/IM OFF/ON,
• Remove/insert F-SM, or
• Switch external auxiliary voltage of FSM OFF/ON

Applied external voltage

Remove the external voltage effect, and
• Switch the supply voltage of the FCPU/IM OFF/ON,
• Remove/insert F-SM, or
• Switch external auxiliary voltage of FSM OFF/ON

(short-circuit to L+ of sensor
supply, ground short-circuit or
defective sensor supply)

Wire break

Defective module

Replace the module

Interruption of the measuring lead
between the module and sensor

Restore the cable connection

Incorrect measuring range setting

Check the measuring range setting
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Diagnostic message
Overflow or underflow of the
measured value (see "Wire break
and underflow") in Chapter "Analog
value representation (Page 186)")

Communication error

Possible causes of the problem
Measuring range fallen below

Measuring range exceeded

Use a suitable sensor; sensor polarity
reversed

•

Error in communication between the CPU Check the communication connection
and the module, for example, due to
Eliminate the interference
defective PROFIBUS connection or
electromagnetic interference in excess of
limits
Timeout of safety message frame
monitoring

Check the monitoring time parameters

CRC signature error, e.g., due to
electromagnetic interference in excess of
limits

Eliminate the interference

F-CPU has gone into STOP mode

Read out the diagnostic buffer of the
F-CPU

Inconsistent parameter assignment in

Recompile the project and download the
S7 program again.

HW Config and F-program
HART: Primary variable outside the •
limits
•
•

HART: Non-primary variable
outside the limits

•
•
•

HART: Analog output current
saturated

•
•

•
HART: Analog output current
specified

•
•

HART: Further status information
available
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Corrective measures
Use suitable sensor,
check wiring (sensor polarity
reversed)
Check sensor setting

•
•

Assigned primary variable is outside
the limits
Incorrect parameters in the HART
field device
HART field device has simulation,
and simulation setting is "Primary
variable outside the limits"

•
•
•
•

Check the parameter assignment of
the HART field device
Correct/deactivate simulation
Check whether the correct sensor is
connected
End the measuring circuit test

Assigned non-primary variable is
outside the limits
Incorrect parameters in the HART
field device
HART field device has simulation,
and simulation setting is "Non-primary
variable outside the limits"
Incorrect parameters in the HART
field device
HART field device has simulation,
and simulation is set to a measured
value that is too high
Assigned primary variable is outside
the limits
Incorrect parameters in the HART
field device
HART field device has simulation,
and simulation is set to a measured
value that is too high or HART field
device is undergoing the measuring
circuit test.

HART field device supplies additional
status

Read out status of the field device and
correct, if necessary
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Diagnostic message

Possible causes of the problem

Corrective measures

HART: Configuration has changed

The identifier for reassignment of HART
field device parameters has been set in
the HART field device status (=HART
status bytes).

—

HART field device malfunction

Error occurred in the HART field device

•
•

HART parameter assignment error

Faulty HART parameters transferred to
module (DS 131 – 136)

Correct HART parameter data record

Error during dynamic parameter
reassignment (HART)

•
•

HART communication error

•
•

HART field device does not reply
Signal fault (level, timing, noise)

•
•
•
•
•
•

9.3.14

Check parameter assignment
Replace HART field device

Check the parameter assignment in
the user program
Contact SIMATIC Customer Support
if necessary
Check the process wiring
Check measuring current
Check the current consumption of the
field device
Replace sensor
Increase the number of retries
Connect a capacitor of approximately
100 nF in parallel to the sensor

Technical Data - SM 336; F-AI 6 x 0/4 ... 20 mA HART

Overview
Technical data
Dimensions and Weight
Dimensions W x H x D (mm)

40 × 125 × 120

Weight

Approx. 350 g

Module-Specific Specifications
Number of inputs
•

single channel

6

•

dual-channel

3

Assigned address area
•

In the I/O input area

16 bytes

•

In the I/O output area

4 bytes

Cable length
•

Shielded and twisted in pairs

Maximum achievable Safety Integrity Level in
safety mode

Max. 1000 m
single channel

dual-channel

•

According to IEC 61508

Max. SIL 3

Max. SIL 3

•

According to EN 954-1

Max. Cat. 3

Max. Cat. 4
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Technical data
Fail-safe performance characteristics
•

low demand mode (average probability of
failure on demand)

< 1.00E-04

< 1.00E-05

•

high demand / continuous mode (probability of
a dangerous failure per hour)

< 1.00E-08

< 1.00E-09

Proof-test interval

20 years

Voltages, currents, potentials
Rated supply voltage of electronics L+

24 V DC

•

Reverse polarity protection

Yes

•

Power loss ride-through of L+

None

•

Power loss ride-through of internal voltage
supply

5 ms

Electrical isolation
•

Between channels 0/1/2 and 3/4/5, backplane
bus, load voltage L+/sensor supply Vs0...5,
shield

Yes

•

Between channels 3/4/5 and 0/1/2, backplane
bus, load voltage L+/sensor supply Vs0...5,
shield

Yes

•

Between backplane bus and channels 0/1/2,
channels 3/4/5, load voltage L+/sensor supply
Vs0...5, shield

Yes

•

Between load voltage L+/sensor supply Vs0...5
and channels 0/1/2, channels 3/4/5, backplane
bus, shield

Yes

•

Between shield and channels 0/1/2, channels
3/4/5, backplane bus, load voltage L+/sensor
supply Vs0...5

Yes

•

Between the channels of a potential group

No

Permissible potential difference
•

Between the potential groups

75 V DC, 60 V AC

•

Between the channels (0/1/2 or 3/4/5) of a
potential group

75 V DC, 60 V AC

Insulation test voltage

370 V AC for 1 min.

Current consumption
•

From backplane bus

90 mA, maximum

•

From supply voltage L+ (without load)

Typ. 150 mA

Common-mode voltage (CMV)
•

Permissible common mode voltage between
the inputs (UCM)

75 V DC, 60 V AC

•

Permissible common mode voltage between
the inputs and M

75 V DC, 60 V AC

Power loss of the module

224

4.5 W, typical
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Technical data
Analog value generation
Measuring principle

DELTA-SIGMA

Integration/conversion time
•

Assignable

Yes

•

Integration time
At 50 Hz
At 60 Hz

20 ms

Response time per channel pair
At 50 Hz
At 60 Hz

25 ms

•

Basic response time

50 ms

•

Resolution, including overrange

15 bits + sign

•

16.67 ms

22 ms

Smoothing of measured values (per channel)

Yes, assignable

Level

Time constant

•

None

1 × conversion cycle time

•

Weak

4 × conversion cycle time

•

Medium

16 × conversion cycle time

•

Strong

64 × conversion cycle time

Conversion cycle time = (basic response time + N × response time per channel pair)
(N = number of active channel pairs)
•

At 50 Hz, all channel pairs active

Acknowledgment time

125 ms
100 ms

(DAT - Device Acknowledgement Time)
Noise suppression, error limits
Interference voltage suppression for f=n ×
(f1±0.5%),
(f1=interference frequency)
•

Common-mode interference (UCM ≤ 60 V AC)

Min. 70 dB

•

Series-mode interference (peak value of
interference < rated value of input range)

Min. 40 dB

Crosstalk between inputs

Min. 70 dB

Operational limit (across the temperature range,
relative to measuring range end value of 20 mA)

± 0.2% (40 µA)

Basic error limit (operational limit at 25 °C, relative
to full-scale value 20 mA)

± 0.1 %

Temperature error (relative to full-scale value 20
mA)

± 0.002%/K

Linearity error (relative to full-scale value 20 mA)

± 0.01 %

Repeatability (in steady state at 25 °C, relative to
full-scale value 20 mA)

± 0.015 %

Influence of a HART signal superimposed on the
input signal (relative to the full-scale value 20 mA,
in addition to the basic error)
•

20 ms integration time

± 0.12 %

•

16.67 ms integration time

± 0.12 %
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Technical data
Status, Interrupts, Diagnostics
Interrupts
•

Process interrupt

No

•

Diagnostic interrupt

Yes, assignable

Diagnostics functions

Yes, assignable

•

Indication of safety-oriented operation

Green LED (SAFE)

•

Channel fault display

Red LED (F0...5)

•

Group fault display

Red LED (SF)

•

HART status display

Green LED (H0...5)

•

Diagnostic information can be read out

Yes

Fail-safe values can be switched to

Programmable in safety program

Sensor supply output
•

Number of outputs

6

Output voltage
•

Loaded

Minimum L+ (-0.5 V)

Output current
•

Rated value

300 mA

•

Approved range

0 to 300 mA

Additional (redundant) infeed

With external additional elements, see wiring
schemes

Short-circuit protection

Yes, electronic

•

Operating value

Typ. 1 A

•

Permissible aggregate current of outputs

1.8 A

Shutdown at input

Typ. 35 mA

Sensor selection data
Input range (rated values)/input resistance
•

Current

Typ. 150 Ω
Max. 175 Ω

Permissible input current for current input
(destruction limit)

Max. 40 mA

Safeguarding against short circuit in case of
external sensor supply

e.g., melting fuse 62 mA FF

Signal sensor connection
For current measurement
•

As 4-wire transducer

Possible

•

As 2-wire transducer

Possible

HART communication
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Monodrop/multidrop operation

Monodrop operation

Primary/secondary master

Primary or secondary master *

Impedance of an input channel for HART
communication.

100 – 150 Ω
For operation with an external secondary
master (e.g. communicator), an external load
may be necessary to achieve a total impedance
of 230 – 600 Ω.
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Technical data
Functional range of HART Communication

1.17 to typ. 35 mA

HART shutdown threshold

1.17 mA

Protocol version

5 to 6

Protection against overvoltage
Protection of supply voltage L+ from surge stress
according to IEC 61000-4-5
Up to degree of severity 2
•

Symmetrical (L+ to M)

•

Asymmetrical (L+ to PE, M to PE)

Degree of severity 3 and higher

No external protective elements required
± 0.5 kV; 1.2/50 μs
± 1 kV; 1.2/50 μs
External protective elements required

•

Symmetrical (L+ to M)

± 1 kV; 1.2/50 μs

•

Asymmetrical (L+ to PE, M to PE)

± 2 kV; 1.2/50 μs

Protection of shielded signal lines (inputs) from
surge stress according to IEC 61000-4-5
Up to degree of severity 3
•

Asymmetrical (shield to PE)

No external protective elements required
± 2 kV; 1.2/50 μs

To achieve failure criterion A according to IEC 61000-4-5..., the repetition factor for HART
communication must be set at a value greater than 0.
* In redundant operation, the module with the higher start address is automatically the secondary
master.

Note
The maximum cable lengths currently specified in this manual ensure against functional
impairment, even without more precise examination of the boundary conditions. If the
boundary conditions, such as EMC, cable type, cable routing, etc. are examined more
precisely, longer cables can be used for all modules.
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9.3.15

Parameters of analog input module F-AI 6 x 0/4 ... 20mA HART
Table 9-26

Parameters of module SM 331; F-AI 6 x 0/4...20mA HART

Parameters

Range of values

Default

Parameter
type

Effective
range

F-parameters
F_Source_Address

Dependent on the F-CPU
used (0)

F_destination_address

1 to 1022

—

DIP switch position
(9........0)

0000000001 To
1111111110

—

F_Monitoring_Time (ms) 1 to 65535

Static

Module

Static

Module

2500

Module parameters
Diagnostic interrupt

Activated/deactiv
ated

Deactivated

Behavior after channel
faults

Passivate the
Passivate the entire
entire
module
module/Passivate
the channel

HART_Gate

Off/On/Can be
switched

Off

Interference frequency
suppression

50 Hz/60 Hz

50 Hz

Evaluation of the
sensors

1oo1 evaluation,
1oo2 evaluation /
deactivated

1oo1 evaluation

Measuring range

4..20 mA /
0..20 mA

4...20 mA

F-wire break detection

Activated/deactiv
ated

Activated

Smoothing

1, 4, 16, 64
1 conversion cycle
conversion cycles

Discrepancy time (ms)

0 to 30000

150

Tolerance window %,
absolute

0.2 to 20

2.5

Tolerance window %,
relative

0.2 to 20

2.5

Standard value

MAX/MIN

MIN

HART function

On/off

Off

HART repetitions

0 to 255

10

Channel

HART

HART group diagnostics On/off
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Static

Channel

Off

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

Analog modules
9.3 SM 336; F-AI 6 x 0/4 ... 20 mA HART

9.3.15.1

Setting smoothing of analog values

Setting smoothing of analog values
You can set smoothing of analog values for this module in HW Config.

Using smoothing
Smoothed analog values provide a reliable analog signal for further processing.
WARNING
The smoothing takes place as a result of averaging over the selected number of conversion
cycles, e.g., 64.
The result may be a delay in a discrepancy with 1oo2 evaluation (see example below).

Smoothing principle
The measured values are smoothed by digital filtering. Smoothing is accomplished by the
module calculating mean values, derived from a defined number of converted (digitized)
analog values.
You assign smoothing in 4 levels (after 1, 4, 16, or 64 conversion cycles). The grade
determines the number of analog signals used for averaging. If smoothing = 1 conversion
cycle is assigned, the smoothing is deactivated.
A higher smoothing provides a more stable analog value, and prolongs the time it takes to
apply a smoothed analog signal following a unit step (see the example below).
Note
After startup, short circuit, wire break or exiting of the measuring range, smoothing is
restarted. If, for example, smoothing = 16 conversion cycles is assigned and all channels are
active, it takes up to 2000 ms at 50 Hz until the process value is signaled.
If a discrepancy occurs, measuring and smoothing continues and is not restarted.
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Example
The figure below shows the number of cycles, depending on the smoothing setting, after
which the analog value is completely smoothed and available in the case of a unit step. The
figure applies to all signal changes at the analog input.
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Example of effect of smoothing on step response

①

Smoothing - 4 conversion cycles

②

Smoothing - 16 conversion cycles

③

Smoothing - 64 conversion cycles

Example: Effect of smoothing on the maximum response time with 1oo2 evaluation with error
If an error occurred during 1oo2 evaluation, the maximum response time is calculated
according to the following formula:
Maximum response time (in case of discrepancy) = 2 × Conversion cycle time × Smoothing
+ Discrepancy time + 2 × Conversion cycle time
Where N represents the number of activated channel pairs
Example: one channel pair connected (N = 1), interference frequency 50 Hz, smoothing = 16
conversion cycles, discrepancy time = 2000 ms:
Maximum response time (in case of discrepancy) = 2 × 125 ms × 16 + 2000 ms + 2 × 125
ms = 6250 ms
If a discrepancy exists between the two redundant input channels, it can take 6250 ms until
the module signals the discrepancy error to the F-CPU (diagnostic interrupt is enabled).
If the discrepancy time expires, an error is signaled and the process data is set to 7FFFH. In

S7 Distributed Safety, the fail-safe value 0 is provided in the PII for the safety program in
place of 7FFFH.
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9.3.15.2

Parameter assignment of discrepancy analysis for 1oo2 evaluation

Operating principle of discrepancy analysis
A discrepancy analysis is performed when 1oo2 evaluation is assigned.
An assignable tolerance window is formed around the process value that represents the
instantaneous standard value (value that is signaled to the F-CPU).
The tolerance window is formed relative to the process value or as an absolute value relative
to the measuring range end value. In addition, a relative tolerance window and an absolute
tolerance window can be combined.
If the process value does not represent the standard value at an instant and is within the
tolerance window, no discrepancy exists.
,>P$@
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Figure 9-39

Example of a relative tolerance window without discrepancy (parameter assignment:
standard value = MAX)
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If the process value does not represent the standard value at an instant but is outside the
tolerance window, a discrepancy exists.
,>P$@
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Figure 9-40

Example of a relative tolerance window with discrepancy (parameter assignment:
standard value = MAX)

The assigned discrepancy time starts as soon as a discrepancy is detected. The discrepancy
time runs as long as the discrepancy exists.
Depending on the configuration of the standard value (MAX or MIN), the next higher or lower
"old" value is forwarded as the process value.
If the input channels fall below the specified tolerance prior to expiration of the discrepancy
time (input channels are no longer discrepant), the discrepancy time is cleared and is
restarted only when a new discrepancy is detected.
If the input channels are discrepant after startup or after a channel fault, 7FFFH is output and
the discrepancy time is started.
If the input channels are no longer discrepant when the discrepancy time expires, the
standard value is output and the channel fault must be acknowledged. In this case, a
channel-specific diagnosis is not signaled
If the discrepancy time expires, an error is signaled and the process value is set to 7FFFH. In
S7 Distributed Safety, the fail-safe value 0 is provided in the PII for the safety program in
place of 7FFFH.
A discrepancy error is handled by the safety program in the same way as a channel fault.
For more information, refer to the S7 Distributed Safety Configuring and Programming or S7
F/FH Systems Configuring and Programming Programming and Configuring Manual.

Configuring the discrepancy analysis parameters
The following four parameters for the discrepancy analysis are assigned for each channel
pair in HW Config:
● Discrepancy time
● Standard value
● Tolerance window %, absolute
● Tolerance window %, relative
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"Discrepancy time" parameter
If the standard value of both input channels of a channel pair is outside the assigned
tolerance window and exists longer than the specified discrepancy time but no more than the
duration of the maximum response time, the module detects a discrepancy error. In the case
of a discrepancy error, the module triggers a diagnostic interrupt and sets the process value
to 7FFFH. The discrepancy time is reset if the standard value lies within the tolerance window
again.
In S7 Distributed Safety, the fail-safe value 0 is provided in the PII for the safety program in
place of 7FFFH.
In S7 F Systems, the fail-safe value is provided according to the F-channel driver parameter
assignment.
You calculate the maximum discrepancy time that is permitted in the respective application
using the following formula:
Discrepancy time = Maximum response time (in case of discrepancy) – 2 × Conversion cycle
time × Smoothing – 2 × Conversion cycle time
Note
Calculate the discrepancy time by inserting the values from Chapter "Technical Data of the
SM 336; F-AI 6 x 0/4 ... 20 mA HART (Page 223)" in the formulas shown above.
You can assign the discrepancy time for each channel pair. The entered value is rounded to
an integer multiple of 10 ms. The value "0" is permitted. Small values other than 0 are
rounded to a permissible minimum value.

"Standard value" parameter
You can select which of the two values is to be signaled to the F-CPU for each input channel
pair. During a discrepancy between the two input channels, the last valid standard value
prior to occurrence of the discrepancy is signaled to the F-CPU.
● "MIN": The lower of the two values is signaled to the F-CPU as the standard value.
● "MAX": The higher of the two values is signaled to the F-CPU as the standard value.
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"Tolerance window %, absolute" parameter
You can calculate the absolute tolerance window using the following formula:
ෙ,DEV
7DEV
>@
,0(,0$
Calculate the maximum deviation of the current using the following formula:
,0(,0$ 7DEV
ෙ,DEV s
>P$@

With
● IME = 20 mA
● IMA = 0 mA for measuring range 0 ... 20 mA
● IMA = 4 mA for measuring range 4 ... 20 mA
● T = Tolerance, in %
● ΔIabs = Maximum deviation of current (+/-)
You can assign a value of 0.2 to 20% for the "Tolerance window %, absolute" parameter for
each channel pair.
,>P$@
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Figure 9-41
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Absolute deviation in % of the nominal range for measuring range 0 to 20 mA or 4 to 20 mA
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"Tolerance window %, relative" parameter
The tolerance window is calculated as a percentage of the smoothed process value that
represents the MIN or MAX value (depending on the parameter assignment of the standard
value) in this instant.
You can calculate the relative tolerance window using the following formula:
ෙ,UHO

7UHO

, (:, 0$

>@

Calculate the maximum deviation of the current using the following formula:
ෙ,UHO s

, (:, 0$

7UHO



>P$@

With
● IEW = Process standard value (min./max.)
● IMA = 0 mA for measuring range 0 ... 20 mA
● IMA = 4 mA for measuring range 4 ... 20 mA
● T = Tolerance, in %
● ΔIrel = Maximum deviation of current (+/-)
You can assign a value of 0.2 to 20% for the "Tolerance window %, relative" parameter for
each channel pair.
,>P$@
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Relative deviation in % of the nominal range for measuring range 0 to 20 mA or 4 to 20 mA
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Combination of the "Tolerance window %, absolute" and "Tolerance window %, relative" parameters
You can combine the "Tolerance window %, absolute" and "Tolerance window %, relative"
parameters as needed. The combined tolerance window (shown in gray in the figure below)
is the maximum of Trel and Tabs.
T = MAX { Trel, Tabs }
ΔI = MAX { ΔIrel, ΔIabs }
Where (in both formulas above):
● T = Tolerance, in %
● ΔI = Maximum deviation of current (+/-)
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Example
The following figure shows you the behavior of the discrepancy evaluation when standard
value = MAX.
The diagram above shows you the characteristic curve of the two process values. The
dashed line represents the absolute tolerance range configured in this example.
The lower diagram shows you the standard value signaled to the F-CPU.
In this example, on the first occurrence of a discrepancy, process value 1 is within the
tolerance range again before expiration of the discrepancy time. This means the discrepancy
is not signaled.
In this example, on the second occurrence of a discrepancy, process value 1 is outside the
tolerance range when the discrepancy time expires. As a result, a discrepancy is signaled
with 7FFFH after expiration of the discrepancy time. In S7 Distributed Safety, the fail-safe
value 0 is provided in the PII for the safety program in place of 7FFFH.
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9.3.15.3
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Deactivating a channel of a channel pair
If you want to use only one channel of a channel pair, connect the unused channel to a
resistance. Select the resistance to achieve a current between 4 and 20 mA.
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9.3.16

HART basics

9.3.16.1

What is HART?
The HART function enables you to also operate the analog modules with digital
communication options. The HART protocol has emerged as the de facto standard protocol
for communication with intelligent field devices: HART is a registered trademark of the
"HART Communication Foundation" (HCF), who owns all rights for the HART protocol.
Note
The SM 336; F-AI 6 x 0/4 ... 20 mA HART module supports the HART protocol version 5 to
6.

9.3.16.2

Properties of HART

What are the advantages of HART?
The use of HART analog modules offers the following advantages:
● Connection-compatible to analog modules: current loop 4 to 20 mA
● Additional digital communication via the HART protocol
● HART requires less power, important for use in hazardous areas
● Numerous field devices with HART functions currently in use

What are typical HART applications?
● Commissioning of field devices (central parameter assignment)
● Field device parameters can be changed online
● Information, maintenance and diagnostic displays for field devices
WARNING
The HART protocol is not safety-oriented!
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9.3.16.3

Principles of HART operation

Introduction
The HART protocol describes the physical form of the transfer:
● Transmission procedures
● Message structure
● Data formats
● Commands

HART signal
The following figure shows the analog signal with the HART signal modulated on it (FSK
technique). The signal is composed of sine waves of 1200 Hz and 2200 Hz. It can be filtered
out using an input filter so that the original analog signal is available again.
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Figure 9-43

The HART signal
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HART commands and parameters
You can use SIMATIC PDM to set the parameters of the HART field devices via HART
commands and read these out via HART replies. The HART commands and their
parameters are divided into three groups with the following properties:
● universal
● generally usable
● device specific
Universal command must be supported by all manufacturers of HART field devices; it is
recommended that generally useable commands be supported. In addition there are devicespecific commands, which only apply to the specific field device.

Examples of HART parameters
The following table shows HART parameters of various groups:
Table 9-27

Examples of HART parameters
Parameter group

Parameters of the HART field device

universal

Measuring and manipulated variable (primary
variable), manufacturer's name, process or
actuator tags, other measured and manipulated
values

generally usable

Measuring range, filter time, interrupt parameters
(message, interrupt and warning limits), output
range

device specific

special diagnostic information

See also
HART communication records (Page 252)
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9.3.16.4

Integration of the HART field devices

Use of
The SM 336; F-AI 6 x 0/4 ... 20 mA HART can be used decentrally in an ET 200M for use of
the HART function.
You can connect one field device to each of the 6 channels of the SM 336; F-AI 6 x 0/4 ... 20
mA HART. The analog module operates as the HART master, the field devices as HART
slaves.
You can use SIMATIC PDM to communicate with the HART field device. SIMATIC PDM
transmits and receives data via the HART analog module, comparable to a client for which
the HART analog module acts as a server.
You also have the option to use the read/write data record mechanisms.
Command

Function

0

Reads the manufacturer and device type

Because the SM 336; F-AI 6 x 0/4 ... 20 mA HART supports only the "longframe command",
the unique hardware address of the field device must be known.
Check byte 0 in the replay data record. As long as byte 0 = 0x03, the reply has not yet been
completely received. With byte 0 = 0x04, there is a positive reply that you can evaluate.
)LHOGEXV 352),%86'3

352),%86
'30DVWHU

352),%86'36ODYH

'LVWULEXWHG,2

&ODVV
6,0$7,&3'0 3URFHVV
'HYLFH0DQDJHU

+$57VODYHV

/RZHVWOHYHO

+$570DVWHU

7UDQVGXFHU

,QWHOOLJHQWILHOG
GHYLFHVHJ

)LQDOFRQWUROOLQJHOHPHQWV

HJ6,3$5736

6,75$163

Figure 9-44

Location of use of the HART analog modules in the distributed system

See also
HART communication records (Page 252)
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9.3.16.5

Using HART

System environment for using HART
To operate an intelligent field device with HART functionality, you require the following
system environment:
Current loop 4 - 20 mA via the analog module SM 336, F-AI 6 x 0/4 ... 20 mA HART.
The module functions as a "master" by receiving the commands from the HART parameter
assignment tool, passing them on to the intelligent field device and then returning the replies.
The interface of the module is represented by data records that are transferred via the I/O
bus. These data records are created or interpreted by the HART parameter assignment tool
(SIMATIC PDM). PDM (Process Device Manager) is available as a stand-alone tool or as a
tool integrated in HW Config. An option package is used for the latter.
The analog values are entered in 16-bit format in the process input and output image.

STEP 7, SIMATIC PDM, HART communicator
You can assign the HART parameters either with an external HART handheld device (HART
communicator) or with SIMATIC PDM. SIMATIC PDM accesses through the module while
the HART communicator is connected directly in parallel to the field device.
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Figure 9-45
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System environment for HART applications
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Transparent message data - Format
The module supports the transparent message data format. Using SIMATIC PDM, you
therefore have direct access to the HART field device for the commands and replies.
Each module is equipped with a common HART modem for the 6 channels. In other words,
with SIMATIC PDM you can only directly access one channel of the module at any one time
(multiplexes of the channels). It is not possible to simultaneously directly access another
channel of the same analog module.

See also
HART for safety-oriented applications (Page 243)

9.3.16.6

HART for safety-oriented applications

Introduction
You assign the HART function in HW Config with the following parameters.

"HART_Gate" parameter
You use the "HART_Gate" parameter to enable the HART function (HART communication)
for the module. The "HART_Gate" parameter acts as a module-wide fail-safe "main switch".
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The following parameters of "HART_Gate" can be assigned:
● "On": HART communication is enabled.
● "Can be switched": The HART communication can be activated and deactivated from the
safety program (S7 Distributed Safety or S7 F Systems), provided the module is in RUN
mode. This means that the HART communication with HART field devices can be
activated and deactivated during operation of the F-CPU (e.g. for maintenance
purposes).
If you set the IPAR_EN variable of the F-I/O DB or of the F_CH_AI F-channel driver to "1"
in the safety program, HART communication is enabled for the module. If the setting is
"0", HART communication is disabled. The module acknowledges the enabled or disabled
HART communication with variable IPAR_OK = "1" or "0" in the F-I/O DB or in the
F_CH_AI F-channel driver.
Do not enable the HART communication until the status of your system allows the
parameters of the associated HART field device to be safely reassigned.
If you want to evaluate the "Enable HART communication" status in your safety program,
e.g., for the purpose of programming interlocks, you must generate the information as
follows:
Set (primarily) the "Enable HART communication" signal if you enable the HART
communication via IPAR_EN = 1. Reset the "Enable HART communication" signal with a
falling edge of the IPAR_OK variable.
This is necessary to ensure that the information is properly available even if
communication errors occur while the HART communication is enabled with
IPAR_EN = 1. Only change the status of IPAR_EN during this evaluation if there is no
passivation due to a communication error or F-I/O/channel fault (PASS_OUT = 0).
If you are using redundantly configured modules in S7 F Systems, you must set the
IPAR_ENR variable of the F_CH_AI F-channel driver to "1" to enable the HART
communication to the redundant HART field device. The redundantly configured module
acknowledges the enabled or disabled HART communication with variable
IPAR_OK = "1" or "0" in the F_CH_AI F-channel driver.
WARNING
For module channels with HART devices without write protection, the following applies
to an SIL 2/3 application: as soon as you open the HART_Gate, the input values of the
channels must be checked for plausibility, e.g. by performing a comparison with the
equivalent value of another module in the user program. Optionally, the module can also
be taken out of the safety function of the system for this time.
WARNING
Note that the opening of the HART_Gate is jumpered by a connected HART
communicator.
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Example of enabling HART communication in S7 F Systems

Figure 9-46

Example of enabling HART communication in S7 F Systems

Example of enabling HART communication in S7 Distributed Safety
Network 1: Enable HART communication
Comment:

&
#CONDITION_1

“F00210_FAI6x15Bit_
HART”.IPAR_EN
=

#CONDITION_2

Network 2: Determination that HART communication is enabled
Comment:

#HART_COMM_
ENABLED
RS

#EDGETRIGGERFLAG
N
“F00210_FAI6x15Bit_
HART”.IPAR_OK

R
“F00210_FAI6x15Bit_
HART”.IPAR_EN

Figure 9-47

S

Q

Example of enabling HART communication in S7 Distributed Safety
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For additional information about the F-I/O DB, refer to the S7 Distributed Safety,
Configuring and Programming manual. For additional information about the F_CH_AI Fchannel driver, refer to the S7 F/FH Systems, Configuring and Programming manual.
● "Off": HART communication is disabled.
Note
HART diagnostics is only available when HART is activated. This also applies to PCS 7
maintenance stations.
However, the module diagnostics is always available.

"HART function" parameter
You use the "HART function" parameter to enable or disable HART communication with the
HART field device for the relevant channel of the module. The parameter is not safetyoriented, i.e., it cannot be used for fail-safe shutdown of HART communication.
The "HART function" parameter can only be assigned if the "HART_Gate" parameter = "On"
or "Can be switched".

Activating HART according to the sensor used
The use of HART communication in safety-oriented applications is dependent on the HARTcapable sensors you are using. The following figure shows the HART communication
parameter assignment as a function of the sensor:
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WARNING
As soon as a sensor does not comply with the required specifications, it can be used as a
guideline (configure HART "can be switched").
Note
In the case of dual-channel interconnection of sensors, observe the notes in the chapters in
which the application examples are described.
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9.3.16.7

Calculation of the residual supply voltage at the transducer

Calculation of residual supply voltage
Determine the following voltages, according to your wiring scheme, for the purpose of
calculating the residual supply voltage:
● Determine the minimum supply voltage (UV_min):
Power supply, e.g., for SITOP 24 V ±2%
UV_min = UV – |Tolerance| = 24 V – 2% = 23.5 V
(neglecting the voltage drop at the supply line to the module)
● Calculate the maximum voltage drop at the signal line (Uline):
e.g. for copper line 500 m with ∅ = 0.5 mm²; with Imax = 25 mA
P
5/LQH
 ˖

PP P PP˖
ULine = 35.7 Ω × 25 mA = 0.9 V
● Calculate the voltage drop at the input resistance (URi) of the module:
– With Ri_max = 175 Ω; with Imax = 25 mA
URi = 175 Ω × 25 mA = 4.4 V
– When Zener diodes are used in a high-availability application, this higher voltage shall
be used, taking into account the tolerances.
e.g., when using Zener diodes with 5.6 V and 6.2 V:
UZ_5V6 = UZ + Tolerance = 5.6 V + 5% = 5.9 V
UZ_6V2 = UZ + Tolerance = 6.2 V + 5% = 6.5 V
● Determine the voltage drop at the sensor supply:
USensorSupply = 0.5 V
● Determine the voltage drop (UDiode) at the longitudinal diode for disconnection of the
sensor supply:
e.g., for BYV27-100
– For 2-wire transducer, with Imax = 25 mA
UDiode = approx. 0.7 V
– For 4-wire transducer, with Imax = 300 mA
UDiode = approx. 0.9 V
Subtract the voltage drop for the line at the internal resistance and at the diodes from the
minimum supply voltage. Proceed according to the wiring scheme for your sensor.

Example for calculating the residual supply voltage in application 3:
Minimum residual voltage (Umin) on a 2-wire transducer, non-high-availability application:
Umin = UV_min – Uline – URi – USensorSupply
Umin = 23.5 V – 0.9 V – 4.4 V – 0.5 V = 17.7 V
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Example for calculating the residual supply voltage in application 4:
● Minimum residual voltage (Umin) on a 2-wire transducer, high-availability application:
Umin = UV_min – ULine – UDiode – UZ_6V2 – URi – USensorSupply
Umin = 23.5 V – 0.9 V – 0.7 V – 6.5 V – 4.4 V – 0.5 V = 10.5 V
● Maximum voltage drop (ULine) on the supply line of a 4-wire transducer:
e.g. for copper line 500 m with ∅ = 1.5 mm²; with Imax = 300 mA
P
5/LQH
 ˖

PP P PP˖
ULine = 11.9 Ω × 300 mA = 3.6 V
Minimum supply voltage (Umin) on a 4-wire transducer, high-availability application:
Umin = UV_min – Uline – UDiode – USensorSupply
Umin = 23.5 V – 3.6 V – 0.9 V – 0.5 V = 18.5 V

Determination of maximum load voltage
ULoadSensor > ULoadModule

Load voltage for sensor
ULoadSensor = Imax × RLoad

Load voltage for the module in 4-wire transducer, high-availability application
ULoadModule = URi + ULine + UZ_6V2
WARNING
The fail-safe performance characteristics of the external components (e.g., transducer,
diodes, Zener diodes) are not included in the fail-safe performance characteristics of the
module (see technical data of the module). These must be determined and/or taken into
account in a safety examination.
WARNING
You must take the following into consideration when selecting Zener diodes for highavailability interconnection of the analog module:
Taking into account the tolerances, the wire break voltage must be greater than the
maximum voltage drop on the input resistance of the module. In particular, the residual
current must be considered since it affects the measurement result.
For safety reasons, we recommend the use of a variety (diversity) of Zener diodes
(common cause error).
For example, you could use the following Zener diodes: 5.6 V (1N4734A) and 6.2 V
(1N4735A), or use MTA 6ES7650-1AH51-5XX0 with 6ES7650-1BB51-0XX0 and 6ES76501BC51-0XX0 (see Manual " Marshalled Termination Assemblies ET 200M Remote I/O
Modules (http://support.automation.siemens.com/WW/view/en/22091986) ").
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9.3.17

Data record interface and user data

9.3.17.1

Overview of the data record interface and user data of the HART communication

Introduction
In this chapter you will find the specific data that you require for parameter assignment,
diagnostics and HART communication if you go beyond the standard applications of STEP 7
or want to use your own configuration tool for HART communication.
The data made available cyclically (user data) is described at the end of the chapter.

Overview of the data record interface
The module uses data records as an input/output interface. They are used for the following
applications:
● For writing parameters to the module
● For reading the diagnostic data from the module
● For transferring the HART communication data
● For writing the additional parameters for HART
The mapping of the HART commands and HART replies to the PROFIBUS-DP data records
is based on the PROFIBUS Profile HART Version 1.0. Further information on the HART
protocol can be found in the PROFIBUS DP HART Profile Application Guideline.
The documentation indicated above is available from PI (PROFIBUS International) on the
Internet at http://www.profibus.com.
Table 9-28
Data record
number
148

Additional parameters of the HART analog modules
Read/write
Read

Size in bytes
21

Description
Directory Process Data

DR information (directory data record): This data record contains the data record
numbers (index) of all HART data records and information on numbers and
revisions.
149

Read

3

HMD Feature Parameter Process Data

Optional HART functions (HART feature flags): This data record describes which
optional HART functions are supported and specifies the maximum data field length
of the request/reply data records.
131 to 136

Read/write

8

HMD Parameter Process Data

HART parameter data records: These data records contain the HART parameters for
the module by channel (0 - 5).
80, 82, 84, 86, Write
259
HART Request Write Process Data
88, 90
HART request data records to field devices: These data records contain by channel
(0 - 7) the transfer data for the command from the client to the HART field device.
81, 83, 85, 87, Read
259
HART Response Read Process Data
89, 91
HART reply data records from field devices: These data records contain the transfer
data for the reply from the HART field device to the client by channel (0 - 5).
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Configure and assign parameters with STEP 7
You configure and assign parameters for the module with HW Config.
You can integrate certain additional functions for writing parameters and reading diagnostic
data in your S7 program by means of SFCs.

Reading and writing data records
To read and write data records, use the following SFCs:
● Read data record: SFC 59 "RD_REC"
● Write data record: SFC 58 "WR_REC"
For more information about the SFCs, refer to the "System Software for S7 -300/400 System
and Standard Functions (http://support.automation.siemens.com/WW/view/en/1214574)"
manual.

Overview of the user data
The module has a user data area with the following content, which is provided similarly for
channels 0 to 5:
● Current as analog input value
Relative addresses are specified in the description of the user data. The module address
that you have to add to this can be determined in HW Config.

9.3.17.2
Properties

250

I&M identification data

I data: Information about the module that generally appears on the module's housing. I data
is only read:
● Hardware release status
● Firmware release status
● Serial number
● MLFB
M data: System-dependent information (e.g. higher level designation of item).
M data is created during configuration.
● Higher level designation of item
● Location designation
● Installation date
● Additional information
Identification data (I&M) is information stored retentively in a module that helps you to:
● Troubleshoot a system
● Check the system configuration
● Locate changes to the hardware of a system.
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Reading and writing the I&M data with STEP 7
System-dependent information (HID) is configured in the object properties dialog for the
module.
You obtain information on the module (I data) from the module status dialog. The systemdependent information (HID) on the module is displayed here too.

Reading and writing the I&M data with SIMATIC PDM
With SIMATIC PDM, you can read the parameters and I&M data by choosing the File >
Complete Download to PG/PC menu command and write them by choosing the Device >
Complete Download to Device menu command.

9.3.17.3

Diagnostic data records

Diagnostic data records
The diagnostic data records can be found in Appendix "Structure and contents of diagnostics
data (Page 265)".
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9.3.17.4

HART communication records

Transfer data records
HART communication can be controlled by one client per channel. Each channel has a
separate transfer area available. Each transfer area consists of the command and reply data
records.

Coordination rules for HART communication
● Fixed data record numbers are assigned to each client/channel:
Channel

Client

Data record

0

Command

80

0

Reply

81

1

Command

82

1

Reply

83

2

Command

84

2

Reply

85

3

Command

86

3

Reply

87

4

Command

88

4

Reply

89

5

Command

90

5

Reply

91

● After writing a command data record, a client has to read the reply data record before
writing another command data record.
● From master class 2 the client can evaluate the processing status in the reply data
record: If the processing status is "successful" or "faulty", the data record contains current
reply data or error displays.
● The data record must always be read in its entirety, since after it is first read with a
successful or faulty status, the data record can be changed by the module.
● The status component in the reply data record (= HART status bytes) provides
information on whether and which errors have occurred.
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Structure of the command data record
The figure below shows the command data record with which you can write a command to a
client's transfer area. The HART analog module sends the command to the connected HART
field device.
%\WH

       
       
$OODOZD\V

%\WH

1XPEHURISUHDPEOHE\WHV 

%\WH
&RPPDQGGDWDDFFRUGLQJWR+$57
VSHFLILFDWLRQ
/HQJWK%\WHFRXQW
PD[E\WHV

7R
%\WH

Figure 9-48

Command data record of the HART analog module

Notes on the command
The same client cannot send another command before reading the reply to the previous
command.

Notes on the reply
When the reply data record is read, you must make sure that a current reply data record has
arrived.
If the processing status is "successful" or "faulty", the data record contains current reply data
or error displays.
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Structure of the reply data record
The figure below shows the structure of the reply data record that contains the reply to the
previous HART command and error or status.

%\WH

       
    

3URFHVVLQJVWDWXV UHVSRQVHFRQWURO
%LWV
 LQDFWLYH
 LQDFWLYHUHVHUYHG
 ZDLWLQJ
 ZDLWLQJH[HFXWLQJ
 VXFFHVVIXOZLWKGDWD
 VXFFHVVIXOZLWKRXWGDWD
 HUURURFFXUUHGZLWKGDWD
 HUURURFFXUUHGZLWKRXWGDWD

3URFHVVLQJVWDWXV

       
%\WH

+$57JURXSIDXOWGLVSOD\V
H[WHQGHGUHVSRQVHFRQWURO

6HH7DEOH+$57JURXSIDXOWGLVSOD\V
,IFRPPXQLFDWLRQHUURURFFXUV
       
%\WH

+$57SURWRFROHUURULQUHSO\ HUURUFRGH 
IURPILHOGGHYLFHWRPRGXOH

6HH7DEOH+$57SURWRFROHUURUV
,IFRPPXQLFDWLRQLVVXFFHVVIXO
%\WH
7R

5HSO\GDWDDFFRUGLQJWR+$57VSHFLILFDWLRQ
+$575HVSRQVH7HOHJUDP
/HQJWKPD[E\WHV

%\WH

Figure 9-49
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Reply data record of the HART analog modules
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Evaluation of the reply data
If you have a current reply data record in front of you, you can carry out the following checks:
● By specifying "Last command", you ensure that the reply belongs to the command sent.
● You can identify errors by analyzing the group fault displays (see the table below).
● Further error messages are specified in the second table below (HART protocol errors in
reply byte 2) and the two HART status bytes.
● In the group fault bytes in the error status the events are set to bits "1".
Table 9-29
Bit no.

HART group fault displays in reply byte 1 (extended response control)
HART group fault display

Meaning

0

Further status information available

Corresponds to bit 4 in the channel-specific
error bytes in diagnostic data record 1 (2nd
HART status byte). The HART command 48
provides you with further status information, if
required.

1

HART communication error --> HART
communication error entry in
diagnostic data record 1

Here the field device has identified a
communication error on receiving the
command. The error information is contained in
the 1st HART status byte (in the reply data
record or diagnostic data record 1) . This is
accepted without being changed.

2

HART group fault display -->
Parameter check

0: HMD parameters unchanged

Always 0

Reserved

HART protocol error for reply -->
HART communication error entry in
diagnostic data record 1

Error during HART communication from the field
device to the module (i.e. there was an error in
receiving the reply).

3
4-7

1: Check HMD parameters

0: Unspecified error
1: HMD error
2: Channel fault
3: Command error
4: Query error
5: Reply error
6: Query rejected
7: Profile query rejected
8: Vendor-specific query rejected
9 - 11: Not used
12 - 15: Vendor-specific status
You will find information on the cause of the
problem in reply byte 2. See the table below.
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Table 9-30
Error

HART protocol error in reply byte 2 for the reply from the field device to the module (error
code)
HART protocol error in byte 2

Meaning

0

Unspecified error

0: Not specified

1

HMD error

0: Unspecified
1: Internal communication error
2: Parameter assignment error
3: HW error
4: Wait time expired
5: HART timer expired

2

Channel fault

0: Unspecified
1: Line error
2: Short circuit
3: Open line
4: Low current output
5: Parameter assignment error

3

Command error

0 - 127: HART protocol,
Bit 7=0

4

Query error

HART protocol, Bit 7=1
Bit 0: Reserved
Bit 1: Receive buffer overflow
Bit 2: Reserved
Bit 3: Checksum error
Bit 4: Frame error
Bit 5: Overflow error
Bit 6: Parity error
Bit 7: 1

5

Reply error

HART protocol, Bit 7=1
Bit 0: GAP timeout
Bit 1: Receive buffer overflow
Bit 2: Timeout
Bit 3: Checksum error
Bit 4: Frame error
Bit 5: Overflow error
Bit 6: Parity error
Bit 7: 1

6

Query rejected

0: Unspecified
1: Short format not supported
2: SHC not supported
3: Impermissible command
4: No resources

7

Profile query rejected

0: Not specified (not supported)

8

Vendor-specific query rejected

0: Not specified (not supported)

See also
Integration of the HART field devices (Page 241)

256

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

Analog modules
9.3 SM 336; F-AI 6 x 0/4 ... 20 mA HART

9.3.17.5

Parameter records of the HART channels

Structure of parameter data records 131 to 136
The figure below shows the structure of parameter data records 131 to 136 for HART
channels 0 to 5. The settings apply to the assigned channel:
       
5HVHUYHG

%\WH

%LWLVVHWE\WKHFOLHQWDQGUHVHWE\WKH
+$57PRGXOHDIWHUHYDOXDWLRQ
2IIVHWIRUYHQGRUVSHFLILFSDUDPHWHUV
DFFRUGLQJWR+$57VSHFLILFDWLRQ

0XVWEH

%\WH

%\WH

1XPEHURIUHWULHVIRU+$57FRPPXQLFDWLRQ
 GHIDXOW 

%\WH

1XPEHURISUHDPEOHE\WHV  
GHIDXOW 
)LHOGGHYLFHPRGHDFFRUGLQJWR+$57
VSHFLILFDWLRQ

0XVWEH

%\WH

&OLHQWWLPHRXWLQV V

%\WH

    

%\WH

 +$57
 1RW+$57
 3ULPDU\0DVWHU
 6HFRQGDU\0DVWHU
 +$57JURXSGLDJQRVLV21
 +$57JURXSGLDJQRVLV2))

%\WH

Figure 9-50

0XVWEH

5HVHUYHG

Parameter data records 131 to 136 of the HART analog modules

Notes on the parameter data records of the HART channels
The parameter data records contain parameters that you normally do not have to change,
since the optimum value is already set.
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9.3.17.6

User data interface, input range (reading)

Structure of the user data
The figure below shows the structure of the input user data area of the HART analog
module.
You can read in the data of the user data area from the process image and evaluate it in
your user program. For this purpose, see Chapter "F-I/O access" in the " S7 F/FH Systems
Configuring and Programming
(http://support.automation.siemens.com/WW/view/en/16537972) " or "S7 Distributed Safety
Configuring and Programming
(http://support.automation.siemens.com/WW/view/en/22099875)" manual
&KDQQHO
$QDORJLQSXWYDOXH

%\WH
%\WH

9DOXHLQ6IRUPDW
&KDQQHO

%\WH
%\WH

$QDORJLQSXWYDOXH

9DOXHLQ6IRUPDW

&KDQQHO

%\WH
%\WH

$QDORJLQSXWYDOXH
9DOXHLQ6IRUPDW

Figure 9-51
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Input user data area of the HART analog modules

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

Safety protector
10.1

10

Introduction

Chapter contents
The safety protector is used to protect the F-SMs from any overvoltage developing in the
case of a fault/error. Information on safety protectors provided in this chapter:
● Properties
● Module view and block diagram
● Configuration variants
● Technical data

10.2

Properties, front view and block diagram

Order number
6ES7195-7KF00-0XA0

Properties
The safety protector protects the fail-safe signal modules against excess fault voltages.
The safety protector does not occupy an address or supply diagnostic messages, and is not
assigned in STEP 7.
Note
When the safety protector is used, your station achieves the limit values for surge resistance
specified in the technical data using the overvoltage protection components specified in the
"S7-300 CPU 31xC and CPU 31x: Hardware and Installation
(http://support.automation.siemens.com/WW/view/en/13008499)" Operating Instructions only
if configured with grounded reference potential.
If you install your station in a metal cabinet, you can configure the station with ungrounded or
grounded reference potential.
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Safety Integrity Level SIL 3/Cat. 4 with safety protector
For applications in Safety Integrity Level SIL 3/Cat. 4, note the following warning:
WARNING
The safety protector must be used for SIL 3/Cat. 4 applications:
- generally, if the F-SMs are integrated a central S7-300 system.
- generally, if PROFIBUS DP is set up with copper cable.
- if PROFIBUS DP is set up with fiber-optic cable and combined operation of standard and
fail-safe SMs in the same ET 200M is required.

Safety Integrity Level SIL 2/Cat. 3 without safety protector
For applications in Safety Integrity Level SIL 2/Cat. 3, it is not required to install a safety
protector if all components connected to PROFIBUS DP are compliant with PELV
requirements (refer to Chapter PELV for fail-safe signal modules).

Front view
6DIHW\3URWHFWRU

'RQRW
UHPRYH
ZLWK
SRZHURQ

1LFKW
XQWHU
6SDQQXQJ
]LHKHQ


Figure 10-1
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Front view of the safety protector
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10.3 Configuration variants

Block diagram
See the block diagram of the safety protector below.
%DFNSODQHEXV
LQWHUIDFH

Figure 10-2

2YHU
YROWDJH
SURWHFWLRQ

)XVH

%DFNSODQHEXV
LQWHUIDFH

Block diagram of the safety protector

See also
Protective extra-low voltage (PELV) for fail-safe signal modules (Page 40)

10.3

Configuration variants

Introduction
The module supports two variants with safety protector, depending on whether or not it is
required to hot-swap a module.

Configuration of S7-300/ET 200M with safety protector (no hot-swapping)
The safety protector increases the width of S7-300/ET 200M by 40 mm. This setup,
however, still allows the insertion of eight signal modules.
The example below shows a configuration with seven signal modules.

1
Figure 10-3

2

3

4

5

Configuration of ET 200M with safety protector (hot-swapping of the module not
supported)

(1)

Power supply

(2)

IM 153-2

(3)

Standard signal modules

(4)

Safety protector

(5)

Fail-safe signal modules

Fail-safe signal modules
Installation and Operating Manual, 02/2008, A5E00085586-09

261

Safety protector
10.3 Configuration variants

Note
Measures to be taken for overvoltage protection in safety mode:
• Always insert the standard signal modules on the left side of the safety protector; fail-safe
signal modules are inserted on its right side.
• Ground the mounting rail.
• Bond the safety protector to functional ground. Interconnect pins 19 and 20 of the safety
protector with the mounting rail using one cable each of the shortest possible length
(conductor cross-section = 1.5 mm2).

Replacing modules in ET 200M when operating in safety mode
You can hot-swap all ET 200M submodules in a configuration with active bus modules, with
the exception of the safety protector.
WARNING
The safety protector (order no. 6ES7195-7HG00-0XA0) must be inserted at all times when
operating the bus module for the safety protector. The bus module is only used to couple
the safety protector to the active backplane bus.
DO NOT insert or remove the safety protector when the system is in operation! (any
insertion or removal would inevitably lead to failure of the ET 200M.)

Configuration of ET 200M with safety protector on the active backplane bus
The bus module for the safety protector increases the width of ET 200M by 80 mm. This
setup, however, still allows the insertion of eight signal modules. Note that you need the
mounting rail for "Module replacement during operation" (order no. 6ES7195-1GX00) for the
installation. The example below shows a configuration with seven signal modules.

1
Figure 10-4

2

3

5

6

Configuration of ET 200M with safety protector on the active backplane bus
(1)
(2)
(3)
(4)
(5)
(6)
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Power supply
IM 153-2
Standard signal modules
Bus module for safety protector
Safety protector
Fail-safe signal modules
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10.4 Technical data

Note
Measures to be taken for overvoltage protection in safety mode:
• Always insert the standard signal modules on the left side of the safety protector; fail-safe
signal modules are inserted on its right side.
• Ground the mounting rail.
• Bond the safety protector to functional ground. Interconnect pins 19 and 20 of the safety
protector with the mounting rail using one cable each of the shortest possible length
(conductor cross-section = 1.5 mm2).

10.4

Technical data

Overview
Technical data
Dimensions and weight
Dimensions W x H x D (mm)

40 x 125 x 120

Weight

approx. 230 g

Voltages, currents, potentials
Power loss of the module
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Safety protector
10.4 Technical data
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Diagnostics data of the signal modules
A.1

A

Introduction
This appendix describes the structure of diagnostics data in system data. You need to know
this structure if you want to evaluate diagnostics data of fail-safe signal modules in the
default user program.

Additional references
For detailed information on the principle of the evaluation of diagnostics data of the modules
and of the corresponding supported SFCs, refer to the System and Standard Functions
reference manual.

A.2

Structure and contents of diagnostics data

SFCs for reading diagnostics data
SFCs which can be used in the default user program to read diagnostics data from fail-safe
signal modules:
Table A-1
SFC number

SFCs for reading diagnostics data
Identifier

59

RD_REC

13

DPNRM_DG

Application
Reading data records of S7 diagnostics (save to the data
section of the default user program)
Reading slave diagnostics data (save to the data section of
the default user program)

Position in the diagnostic message frame of slave diagnostics
If the fail-safe signal modules of ET 200M are operated in a distributed configuration and a
diagnostic interrupt occurs, data records 0 and 1 are entered in the slave diagnostics of ET
200M (= interrupt segment).
The position of the interrupt segment in slave diagnostics data depends on the structure of
the diagnostic message frame and on the length of channel-specific diagnostics.
For detailed information on the structure of the diagnostic message frame and on its interrupt
segment to PROFIBUS specifications, refer to the chapter Commissioning and Diagnostics
in the ET 200M Distributed I/O System manual.
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A.2 Structure and contents of diagnostics data

Data records 0 and 1 of system data
Module diagnostics data have a maximum length of 16 bytes and are saved to data records
0 and 1 in system data:
● Data record 0 contains 4 bytes of diagnostics data which describe the status of the signal
module
● Data record 1 contains
– 4 bytes of diagnostics data of the signal module, which are also included in data
record 0,
– and up to 12 bytes of channel-specific diagnostics data

Description
The next section describes the structure and contents of the bytes in diagnostics data.
General rule: The corresponding bit is set to "1" if an error is detected.

Bytes 0 and 1
The diagram below shows the contents of bytes 0 and 1 in diagnostics data.
       
%\WH


0RGXOHIDXOW
,QWHUQDOIDXOW
([WHUQDOIDXOW
$FWLYHFKDQQHOIDXOW
0LVVLQJH[WHUQDODX[LOLDU\VXSSO\
1RSDUDPHWHUV
,QFRUUHFWPRGXOHSDUDPHWHUV

       
%\WH

  

   

0RGXOHFODVV)0
&KDQQHOLQIRUPDWLRQDYDLODEOH

Figure A-1
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Diagnostics data bytes 0 and 1
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A.2 Structure and contents of diagnostics data

Bytes 2 and 3
The diagram below shows the contents of bytes 2 and 3 in diagnostics data.
       
%\WH

  





&RPPXQLFDWLRQHUURU
:DWFKGRJWLPHRXW
,QWHUQDOVXSSO\YROWDJHRIWKHPRGXOHIDLOHG

       
%\WH

  



3URFHVVRUIDLOXUH
(3520IDXOW
5$0IDXOW
$'&'$&HUURU

Figure A-2

Diagnostics data bytes 2 and 3

Bytes 4 to 6
The diagram below shows the contents of bytes 4 to 6 in diagnostics data.
       
%\WH



&KDQQHOW\SH


%\WH

%)DLOVDIHGLJLWDOLQSXWPRGXOH
%)DLOVDIHGLJLWDORXWSXWPRGXOH
%)DLOVDIHDQDORJLQSXWPRGXOH
%+$57H[WHQGHG



       




%\WH

1XPEHURIFKDQQHOV
60',['&9
60',[1$085
60'2['&9$
60'2['&9$
60$,[%LW)$,[P$+$57

Figure A-3

Diagnostics data bytes 4 and 6
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A.2 Structure and contents of diagnostics data

Bytes 7 to 9 for SM 326; DI 24 x DC 24V
The diagram below shows the contents of bytes 7 to 9 in diagnostics data for SM 326; DI 24
x DC 24V.
       
%\WH
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
       
%\WH
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
       
%\WH
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW

Figure A-4
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Diagnostics data bytes 7 to 9 for SM 326; DI 24 x DC 24V
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Byte 7 for SM 326; DI 8 x NAMUR
The diagram below shows the contents of byte 7 in diagnostics data for SM 326; DI 8 x
NAMUR.
       
%\WH
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW

Figure A-5

Diagnostics data byte 7 for SM 326; DI 8 x NAMUR

Byte 7 for SM 326; DO 8 x DC 24V/2A PM
The diagram below shows the contents of byte 7 in diagnostics data for SM 326; DO 8 x DC
24V/2A PM.
       
%\WH
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW

Figure A-6

Diagnostics data byte 7 for SM 326; DI 8 x DC 24V/2A PM
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A.2 Structure and contents of diagnostics data

Bytes 7 and 8 for SM 326; DO 10 x DC 24V/2A
The diagram below shows the contents of byte 7 and 8 in diagnostics data for SM 326;
DO 10 x DC 24V/2A.

       
%\WH
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
&KDQQHOIDXOW
       
%\WH

     
&KDQQHOIDXOW
&KDQQHOIDXOW

Figure A-7

Diagnostics data bytes 7 and 8 for SM 326; DO 10 x DC 24V 2A

Byte 7 for SM 336; AI 6 x 13Bit
The diagram below shows the contents of byte 7 in diagnostics data for
SM 336; AI 6 x 13Bit.
       
%\WH
&KDQQHOIDLOXUHRQFKDQQHO
&KDQQHOIDLOXUHRQFKDQQHO
&KDQQHOIDLOXUHRQFKDQQHO
&KDQQHOIDLOXUHRQFKDQQHO
&KDQQHOIDLOXUHRQFKDQQHO
&KDQQHOIDLOXUHRQFKDQQHO

Figure A-8
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Diagnostics data byte 7 for SM 326; AI 6 x 13 Bit
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Diagnostics for SM 336; F-AI 6 x 0/4 ... 20 mA HART
The figure below shows the contents of bytes 4 to 19 of the diagnostics data.
%\WH

       

&KDQQHOW\SH[+$57H[WHQGHG
2WKHUFKDQQHOW\SHSUHVHQW

%\WH

       
       

%\WH

       
       

%\WH

 

       

1XPEHURIGLDJQRVWLFELWVWKDWWKH
PRGXOHRXWSXWVSHUFKDQQHO
%

1XPEHURIFKDQQHOVRIWKHVDPHW\SH
RIDPRGXOH
%

&KDQQHOVSHFLILFHUURURFFXUUHGLI
VXEVHTXHQWLGHQWLILHU 

,GHQWLILHUIRUFKDQQHOV

%\WH

       


&KDQQHOVSHFLILFHUURUIRUFKDQQHO

+$57SDUDPHWHUDVVLJQPHQWHUURU
+$57FRPPXQLFDWLRQHUURU
'LVFUHSDQF\HUURU
6KRUWFLUFXLW
:LUHEUHDN
0HDVXULQJUDQJHRYHUUDQJH
0HDVXULQJUDQJHXQGHUUDQJH

%\WH

       


&KDQQHOVSHFLILFHUURUIRUFKDQQHO

3ULPDU\YDULDEOHRXWVLGHWKHOLPLWV
1RQSULPDU\YDULDEOHRXWVLGHWKHOLPLWV
+$57DQDORJRXWSXWVDWXUDWHG ILHOGGHYLFH
+$57DQDORJRXWSXWSHUPDQHQWDPSHUDJH ILHOGGHYLFH
+$57DGGLWLRQDOVWDWXVLQIRUPDWLRQDYDLODEOH
+$57FRQILJXUDWLRQFKDQJHG
+$57ILHOGGHYLFHPDOIXQFWLRQ
       
%\WH
%\WH

&KDQQHOVSHFLILFHUURUIRUFKDQQHO
$VVLJQPHQWFRUUHVSRQGLQJWRFKDQQHO
VHHE\WHVDQG

%\WH
%\WH

&KDQQHOVSHFLILFHUURUIRUFKDQQHO
$VVLJQPHQWFRUUHVSRQGLQJWRFKDQQHO
VHHE\WHVDQG

Figure A-9

Diagnostics data record starting from byte 4 for SM 336; F-AI 6 x 0/4 ... 20 mA HART
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Note
Please note the following information regarding the diagnostics data:
If a HART channel fault is set, you receive further information if you read in the status
component (= HART status bytes) in the HART reply data record for the corresponding client
or the diagnostics data record for the corresponding channel with SFC 59.
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Dimensional drawings
B.1

Signal module

Dimensional drawing of the signal module
The signal module dimensions are shown in the dimensional drawing below (no hot-swap
functionality). The signal modules may differ in terms of their appearance. However, the
dimensions always remain the same.




6)
6$)(


















Figure B-1

Dimensional drawing of a signal module
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Dimensional drawings
B.1 Signal module






Figure B-2

Dimension drawing SM 336; F-AI 6 x 0/4 ... 20mA HART

Dimensional drawing of a signal module with active bus module
The dimensional drawing (side view) below shows a signal module with active bus module
for "hot-swap" functionality, the S7-300 module, and the Ex partition. These dimensions
apply to all signal modules on the active backplane bus.
2

3

4







1





Figure B-3
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Dimensional drawing of a signal module with active bus module

(1)

Mounting rail with "insertion and removal" fixture

(2)

Active bus module

(3)

S7-300 module

(4)

Ex partition
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B.2 Safety protector

B.2

Safety protector

Dimensional drawing of a safety protector
See the dimensional drawing of a safety protector below.




6DIHW\
3URWHFWRU



'RQRW
UHPRYH
ZLWK
SRZHU
RQ
1LFKW
XQWHU
6SDQ
QXQJ
]LHKHQ

Figure B-4

Dimensions of the safety protector

Bus module for safety protector



See the dimensional drawing of a bus module for safety protectors below.



Figure B-5

Dimensional drawing of the bus module for safety protectors
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Accessories and order numbers
C.1

Accessories and Order Numbers

Accessories and order numbers
The table below lists the order numbers of fail-safe signal modules, of the safety protector,
and of accessories for fail-safe signal modules.
Table C-1

Accessories and order numbers

Component

Order number

SIMATIC PDM
•

SOFTWARE BASIC V6.0 (4 TAGS) FLOATING LICENSE

6ES7658-3AX06-0YA5

•

SOFTWARE BASIC V6 (4 TAGS) RENTAL LICENSE

6ES7658-3AX06-0YA6

•

SOFTWARE SINGLE POINT V6.0 (1 TAG) FLOATING
LICENSE

6ES7658-3HX06-0YA5

•

SOFTWARE SERVICE V6.0 (128 TAGS) FLOATING
LICENSE

6ES7658-3JX06-0YA5

•

SOFTWARE S7 V6.0 (128 TAGS) FLOATING LICENSE

6ES7658-3KX06-0YA5

•

SOFTWARE PCS 7 V6.0 (128 TAGS) FLOATING
LICENSE

6ES7658-3LX06-0YA5

Fail-safe signal modules
•

SM 326; DI 24 x DC 24V

6ES7326-1BK01-0AB0

•

SM 326; DI 8 x NAMUR

6ES7326-1RF00-0AB0

•

SM 326; DO 8 x DC 24V/2A PM

6ES7326-2BF40-0AB0

•

SM 326; DO 10 x DC 24V/2A

6ES7326-2BF01-0AB0

•

SM 336; AI 6 x 13Bit

6ES7336-1HE00-0AB0

•

SM 336; F-AI 6 x 0/4 ... 20 mA HART

6ES7336-4GE00-0AB0

Safety protector

6ES7195-7KF00-0XA0

Bus module for safety protector

6ES7195-7HG00-0XA0

Cable guide for SM 326; DI 8 5 NAMUR (5 units)

6ES7393-4AA10-0AA0

Labels
•

Yellow labeling strips (10 items)

6ES7392-2XX20-0AA0

•

Yellow cover plates, transparent yellow (10 items)

6ES7392-2XY20-0AA0

Front connector, 20-pin
•

Screw connection system (1 unit)

6ES7392-1AJ00-0AA0

•

Screw connection system (100 units)

6ES7392-1AJ00-1AB0

•

Spring-loaded terminal connection system (1 unit)

6ES7392-1BJ00-0AA0
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C.1 Accessories and Order Numbers
Component
•

Order number

Spring-loaded terminal connection system (100 units)

6ES7392-1BJ00-1AB0

Front connector, 40-pin
•

Screw connection system (1 unit)

6ES7392-1AM00-0AA0

•

Screw connection system (100 units)

6ES7392-1AM00-1AB0

•

Spring-loaded terminal connection system (1 unit)

6ES7392-1BM00-0AA0

•

Spring-loaded terminal connection system (100 units)

Bus connector

6ES7392-1BM00-1AB0
6ES7390-0AA00-0AA0

Active bus module
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•

Bus module BM IM/IM (…7HD) for redundancy with
2 x IM 153-2AA02 / -2AB01

6ES7195-7HD00-0XA0

•

Bus module BM IM/IM (…7HD) for redundancy with
2 x IM 153-2Bx00 / -2Bxx1

6ES7195-7HD10-0XA0

•

Bus module BM IM/IM (…7HD) Outdoor
for redundancy with 2 x IM 153-2Bx00 / -2Bxx1

6ES7195-7HD80-0XA0

•

Bus module BM PS/IM (…7HA) for power supply and
IM 153

6ES7195-7HA00-0XA0

•

Bus module 2 x 40 (…7HB) for one or two 40 mm wide
S7-300 modules

6ES7195-7HB00-0XA0

•

Bus module 1 x 80 (…7HB) for one 80 mm wide S7-300
module

6ES7195-7HC00-0XA0
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D

Response Times

Introduction
The next section shows the response times of fail-safe signal modules. The response times
of fail-safe modules are included in the calculated response time of the F-system.
For information on the calculated response time of the F-system, refer to the Safety
Engineering in SIMATIC S7 system description.
The elements used in the formulae below are available in the technical data of the relevant
module.

Response time definition
For fail-safe digital inputs: The response time represents the interval between a signal
change at the digital input and reliable availability of the safety message frame on the
backplane bus.
For fail-safe digital outputs: The response time represents the interval between an incoming
safety message frame from the backplane bus and the signal change at the digital output.
For fail-safe analog inputs: The response time results from the number of channels/channel
pairs, the response time per channel/channel pair, the basic response time and, in the case
of SM 336; F-AI 6 x 0/4 ... 20 mA HART, also the configured smoothing.

Response time of SM 326; DI 8 x NAMUR
Calculation of the response time of SM 326; DI 8 x NAMUR (without active error and with
active error):
Response time = internal signal preparation time + input delay
Example of SM 326; DI 8 x NAMUR
Response time = 55 ms + 3 ms = 58 ms
An active error extends the response time by the amount of the assigned discrepancy time, if
the "1oo2 evaluation" of the sensors was assigned.
Note
Calculate the maximum response time by inserting the maximum values derived from
technical data of the fail-safe signal modules in the formula shown earlier.
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Response time of SM 326; DO 10 x DC 24V/2A
Calculation of the response time of SM 326; DO 10 x DC 24V/2A (without and with active
error):
Response time = internal signal preparation time + output delay
The output delay can always be ignored.
Example of SM 326; DO 10 x DC 24V/2A operating in safety mode:
Response time = 24 ms + 0 ms = 24 ms
Note
Calculate the maximum response time by inserting the maximum values derived from
technical data of the fail-safe signal modules in the formula shown earlier.

Maximum response time of SM 326; DI 24 x DC 24 V
Formula for calculating the maximum response time without active error:
Maximum response time without active error = Tmax + 3 ms* + 6 ms**
Input delay*
** Short-circuit test time = 2 x input delay
Assign the short-circuit test in STEP 7 (refer to Chapter SM 326; DO 8 x DC24V//2A PM).
Table D-1

SM 326; DI 24 x DC 24 V: Internal signal preparation times

Evaluation of the sensors

Minimum internal signal
preparation time Tmin

Maximum internal signal
preparation time Tmax

1oo1 and 1oo2

6 ms

23 ms

Maximum response time when a fault occurs:
The table below lists the maximum response times of SM 326; DI 24 x DC 24 V when a fault
occurs, depending on parameter settings in STEP 7 and on the evaluation of the sensors
function.
Table D-2

SM 326; DI 24 x DC 24 V: Maximum response time when a fault occurs

Short-circuit test parameter

1oo1 evaluation

1oo2 evaluation*

Short-circuit test deactivated

31 ms

29 ms

Short-circuit test activated

31 ms

29 ms

* Response times with 1oo2 evaluation also depend on the assigned behavior at discrepancy:
Provide 0 value: The times listed in the table apply.
Provide last valid value: The times listed in the table are extended by the assigned discrepancy time.
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Maximum response time of SM 326; DO 8 x DC 24V/2A PM when a fault occurs
The maximum response time of SM 326; DO 8 x DC 24V/2A PM (with and without active
fault) equals the maximum internal signal preparation time Tmax.
Minimum internal signal preparation time Tmin = 3 ms
Maximum internal signal preparation time Tmax = 10 ms

Response time of SM 336; AI 6 x 13Bit
The response time (conversion time) of SM 336; AI 6 x 13Bit (with and without active fault) is
calculated using the following formula:
Response time = N × response time per channel + basic response time
Where N represents the number of activated channels
Example all channels connected (N = 6), interference frequency = 50 Hz:
Response time = 6 x 50 ms + 50 ms = 350 ms
If an error occurred, the response time is extended by the assigned discrepancy time if "2
sensors” was assigned and the signal has no safe failure direction (or the assigned
“standard value” does not conform with the safe failure direction).
Note
Calculate the maximum response time by inserting the maximum values derived from
technical data of the SM 336; AI 6 x 13Bit in the formulas shown earlier.
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Response time of SM 336; F-AI 6 x 0/4 ... 20 mA HART
● The response time (conversion time) of SM 336; F-AI 6 x 0/4 ... 20 mA HART without
active fault is calculated using the following formula:
Typical response time (without active fault) = Conversion cycle time × Smoothing
Typical response time (without active fault) = 2 × Conversion cycle time × Smoothing
Example
Fault frequency 50 Hz, Smoothing = 1 conversion cycle, 3 active channel pairs:
Max. response time (without active fault) = 2 × 125 ms × 1 = 250 ms
● If a discrepancy occurred during 1oo2 evaluation, the maximum response time is
calculated according to the following formula:
Maximum response time (in case of discrepancy) = 2 × Conversion cycle time ×
Smoothing + Discrepancy time + 2 × Conversion cycle time
The discrepancy time is the configured discrepancy time.
Example
Fault frequency 50 Hz, Smoothing = 1 conversion cycle, discrepancy time = 2000 ms, 3
active channel pairs:
Maximum response time (in case of discrepancy) = 2 × 125 ms × 1 + 2000 ms + 2 × 125
ms = 2500 ms
● If a channel fault occurred, the maximum response time is calculated according to the
following formula:
Maximum response time (in case of a channel fault) = 2 × Conversion cycle time
Example
Fault frequency 50 Hz, 3 active channel pairs:
Maximum response time (in case of a channel fault) = 2 × 125 ms = 250 ms
Note
You calculate the response time by using the values from Chapter "Technical Data - SM
336; F-AI 6 x 0/4 ... 20 mA HART (Page 223)" in the formulas indicated above.

Note on the calculation of response times
Note
Note that the Excel files for the calculation of maximum response times (s7fcotia.xls
(http://support.automation.siemens.com/WW/view/en/11669702/133100) and s7ftimea.xls
(http://support.automation.siemens.com/WW/view/en/26091594/133100)) included in the S7
Distributed Safety and S7 F/FH Systems options packages already support the calculation of
an extended "maximum response time with active error" by the amount of the assigned
discrepancy time.
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E.1

Switching capacitive loads

Switching capacitive loads
If the outputs (without series diode) of SM 326; DO 10 x DC 24V/2A, SM 326; DO 8 x DC
24V/2A PM are interconnected with loads that consume little current and exhibit capacitance,
the error message "short-circuit to L+ or defective output driver" may be issued. Reason:
insufficient discharge of capacitance within the 1-ms readback time during self-test.
The figures below show a typical curve representing the correlation between load impedance
and switchable load capacitance for a supply voltage of 24 V DC.

Switching DO 10 x DC 24V

&DSDFLWDQFHLQ˩)
































/RDGFXUUHQWLQP$
Figure E-1

Correlation between load resistance and switchable load capacitance for SM326; D10 x DC 24V/2A
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E.1 Switching capacitive loads
Remedy:
1. Determine the load current and the capacitance of the load.
2. Determine the operating point in the diagram above.
3. If the operating point lies above the curve, you must do one of the following:
– Increase the load current by connecting a resistor in parallel until the new operating
point is below the curve
– Use the output with series diode
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F

Type Examination Certificate and Declaration of Conformity

SM 326; DI 8 x NAMUR
This appendix contains the EC Type Examination Certificate and Declaration of Conformity
for SM 326; DI 8 x NAMUR for the connection of signals from hazardous areas.
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F.1 Type Examination Certificate and Declaration of Conformity

EC Type Examination Certificate for SM 326; DI 8 x NAMUR
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F.1 Type Examination Certificate and Declaration of Conformity

EC Type Examination Certificate for SM 326; DI 8 x NAMUR, Continued
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F.1 Type Examination Certificate and Declaration of Conformity

EC Type Examination Certificate for SM 326; DI 8 x NAMUR, Continued
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F.1 Type Examination Certificate and Declaration of Conformity

EC Type Examination Certificate for SM 326; DI 8 x NAMUR, Addendum
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F.1 Type Examination Certificate and Declaration of Conformity

Declaration of Conformity for SM 326; DI 8 x NAMUR
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1oo1 evaluation
Type of → sensor evaluation: In 1oo1 evaluation, the → sensor is not redundant and is
connected via one channel to the module.

1oo2 evaluation
Type of → sensor evaluation: In 1oo2 evaluation, two input channels are occupied, either by
one two-channel sensor or two single-channel sensors. The input signals are compared
internally for equivalence or nonequivalence. Alternatively, the 1oo2 evaluation in S7 F
Systems can be made with F-block F_1oo2AI.

2oo3 evaluation
Type of → sensor evaluation: In 2oo3 evaluation, three input channels are occupied by
single-channel sensors. The input signals undergo a 2oo3 evaluation in the safety program
with a F_2oo3AI block in S7 F Systems.

Acknowledgment time
Interval within which the → F-I/O acknowledges the sign-of-life signal output by the → F-CPU.
The acknowledgment time is included in the calculation of the → monitoring time and →
response time of the entire F-system.

Actuator
Denotes, for example, power relays or relay contactors for switching loads, or the actual load
(for example, directly controlled solenoid valves).

Availability
Probability that a system is functional at a defined point in time. Can be enhanced by means
of -> redundancy (for example, by using redundant signal modules and/or multiple → sensors
at the same measuring point).

Category
Category to EN 954-01
The -> fail-safe signal modules support up to category 4 when operated in safety mode.
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Channel fault
Channel-specific fault such as wire break or short-circuit.

Channel number
Channel numbers are used to identify the I/O of a module and to assign channel-specific
diagnostic messages.

Channel-selective passivation
When a → channel fault occurs, only the relevant channel is passivated in this passivation
method. The channels of the affected channel group/all channels of the fail-safe signal
module are passivated when a channel group fault/module fault is detected.

CiR
CiR = Configuration in RUN. System modification in RUN by means of CiR allows the
configuration of units of an active system with distributed I/O. Process execution is
interrupted for the duration of a brief, assignable period. The process inputs retain their last
value during this period.
CiR is only possible in deactivated safety mode.

Configuring
Systematic arrangement of the signal modules (configuration

CRC
Cyclic Redundancy Check → CRC signature check

CRC Signature
The process data in the safety message frame, the address correlations and the safetyrelevant parameters are validated by means of a CRC signature in the safety message
frame.

Dark period
Dark periods are generated in the course of shutdown tests and complete bit pattern tests.
The fail-safe output module transfers test-specific zero signals to the active output. The
output is then switched off briefly ("dark period"). A sufficiently slow → actuator does not
respond to this signal and remains active.
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Discrepancy analysis

Discrepancy analysis for equivalence or nonequivalence is used for fail-safe inputs in order
to determine faults based on the time characteristic of two signals with the same
functionality. Discrepancy analysis is initiated when different levels are detected for two
associated input signals (for nonequivalence check: same level). On expiration of an
assignable period (→ discrepancy time), a check is made to determine whether the difference
(or, in the case of nonequivalence: the agreement) has been cleared. If not, a discrepancy
error exists.
There are two types of discrepancy analysis for fail-safe input modules:
● → 1oo2 evaluation:
The discrepancy analysis is performed between the two input signals of the 1oo2
evaluation in the fail-safe input module.
● With redundant I/O (only S7 FH systems):
The discrepancy analysis is performed between the two input signals of the redundant
input modules by the fail-safe driver blocks of the S7 F/FH Systems optional software.

Discrepancy time
Assignable time for the → discrepancy analysis. If the assigned discrepancy time is too long,
the fault detection time and → fault reaction time are prolonged unnecessarily. If the assigned
discrepancy time is too short, availability is reduced unnecessarily, as a discrepancy error
which in actual fact does not exist is reported.

F monitoring time
→ PROFIsafe monitoring time

Fail-safe signal modules
S7-300 signal modules that support safety-oriented operation (in → safety mode) in S7
Distributed Safety or S7 F/FH Systems. These modules feature integrated → safety
functions.

Fail-safe systems
Fail-safe systems (F-systems) remain in a safe state or immediately change to another safe
state when specific failures are detected.

Fault reaction time
The maximum fault reaction time of an F-system denotes the interval between the
occurrence of any fault and a reliable reaction at all corresponding fail-safe outputs. For the
overall → F-System: The maximum fault reaction time defines the interval between the
occurrence of any fault in any → F-I/O and a reliable reaction at the corresponding fail-safe
output.
At inputs: The maximum fault reaction time defines the interval between the occurrence of
the fault and the reliable reaction at the backplane bus.
For digital outputs: The maximum fault reaction time defines the interval between the
occurrence of the fault and the reliable reaction at the digital output.
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F-CPU
An F-CPU is a fail-safe central processing unit that is approved for operation in
S7 Distributed Safety/S7 F/FH Systems. The F-copy license for S7 F/FH Systems allows
users to operate the CPU as an F-CPU, that is, to execute a → safety program in this CPU.
The F-copy license is not required for S7 Distributed Safety. The F-CPU can also execute a
→ default user program.

F-I/O
Collective name for fail-safe inputs and outputs that are available in SIMATIC S7 for
integration in the S7 Distributed Safety and S7 F/FH Systems F-systems. Available I/O:
● ET 200eco fail-safe I/O module
● S7-300 fail-safe signal modules (F-SMs)
● ET 200S fail-safe modules
● Fail-safe DP standard slaves

Frequency shift keying (FSK)
Data modulation technique suitable for data transport over standard lines. Two audio
frequencies are used in order to encode the binary "0" and "1" in the frequency range of 300
– 3000 Hz. In the → HART protocol, the FSK signal is transmitted over a current loop.

FSK
Frequency shift keying (FSK)

F-SM
→ Fail-safe signal modules

F-systems
→ fail-safe systems

HART
Highway Addressable Remote Transducer. HART is a registered trademark of the → HART
Communication Foundation.

HART analog modules
Analog modules that can perform → HART communication in addition to their analog value.
HART analog modules can be used as a → HART interface for HART field devices.
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HART commands
The HART field device works as a HART device and is controlled by the master via HART
commands. The master assigns the HART parameters or requests data in the form of →
HART replies.

HART communication
Transmission of data between a master (e.g. HART analog module) and a HART device (→
HART field device) via the → HART protocol.

HART Communication Foundation
The HART Communication Foundation (HCF) was founded in 1993 to publish and further
develop the HART protocol. HCF is a non-profit organization, which is financed by its
members.

HART communicator
The HART communicator contains the original parameter assignment tool of FisherRosemount LTd. for → HART field devices, and is connected directly to their terminals. The
HART communicator is used to assign the HART parameters.

HART field device
Intelligent field device furnished with a → HART-compatible additional function that allows it
to understand → HART communication.

HART interface
Part of a system that can be used to connect a → HART field device. The HART interface
represents the master for the field device. However, the HART interface acts as a slave to
the system and can be supplied from various masters on the system. For example, the →
HART parameter assignment tool represents a master. Another master is the automation
system itself.

HART parameter assignment tool
The HART parameter assignment tool is used for convenient assignment of the → HART
parameters. It can be a → HART communicator or a parameter assignment tool integrated in
the system, e.g., SIMATIC PDM.

HART parameters
HART parameters describe the assignable properties of → HART field devices that can be
modified via the → HART protocol. A → HART parameter assignment tool is used to assign
the parameters.
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HART protocol
The → HART protocol is the industry standard for extended communication with → HART
field devices. It includes → HART commands and → HART replies.

HART replies
The HART field device transmits data at the request of the master. These data are
measurement results or manipulated variables or values of → HART parameters. A HART
reply always contains a status information, i.e., the → HART status bytes.

HART signal
Analog signal on a current loop of 4 - 20 mA, with which the sine waves for the → HART
protocol, 1200 Hz for binary "1" and 2200 Hz for binary "0", are modulated up using →
frequency shift keying.

HART status byte
Status information that consists of the first and second status bytes of the → HART reply and
that the HART field device uses to provide information regarding the → HART
communication, the receipt of the → HART command and the device status.

HART transfer area
Area of data records that is specified in the HART analog modules for writing HART
commands and reading HART replies. The HART transfer area consists of data records. A
separate area of data records is assigned to each → client and is used by the → server to
exchange data with the client.

HCF
→ HART Communication Foundation

Light period
Light periods develop in the course of complete bit pattern tests. The fail-safe output module
returns test-specific "1" signals to the inactive output (when output signal = "0"). This briefly
enables the output (= "light period"). A sufficiently slow actuator does not respond to this
signal and remains deactivated.

M switch
Each fail-safe digital output of SM 326 DO 8 x DC 24V/2A PM consists of one DOx P switch
(current source) and one DOx M switch (current sinking). The load is connected between the
P and M switches. The two switches are always active in order to power the load.
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Measuring location identification tag
Unique identifier for the measuring point, consisting of 8 characters. It is saved in the
→ HART field device and can be modified and read out via → HART commands.

Modem
A modem (MOdulator / DEModulator) is a device that converts binary digital signals to
→ frequency shift keying signals and vice versa. A modem does not encode any data, but
converts the physical form of the signals.

Module fault
Module faults may be caused by external faults (for example, missing load voltage) or by
internal faults (for example, processor failure). Internal faults always require module
replacement.

Module redundancy
A module and a second identical module are operated in redundant mode in order to
enhance availability.

Monitoring time
→ PROFIsafe monitoring time

Monodrop
In a monodrop communication system, a maximum of two devices are connected to the
same transmission line, e.g., channel of the HART analog module and a → HART field
device. The → HART protocol and the analog signal can be used simultaneously in this
method.
The HART short address of the field device is 0.

MTA
Marshalled Termination Assemblies

Multidrop
Up to 15 field devices can be connected to a HART master in a multidrop communication
system. Communication is exclusively via the → HART protocol, the analog signal cannot be
used in this method.
The HART short address of the field device is between 1 and 15.

Nonequivalent sensor
A nonequivalent → sensor is a two-way switch that is connected (via two channels) to two
inputs of an → F-I/O in → fail-safe systems (for → 1oo2 evaluation of sensor signals).
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P switch
→ M switch

Parameter assignment
Assigning parameters using PROFIBUS DP: Transfer of slave parameters from the DP
master to the DP slave.
Parameter assignment of modules/submodules: Assigning the behavior of
modules/submodules with the STEP 7 configuration software.

Passivation
An → F-I/O sets the corresponding channel or all channels to → safe state when it detects a
fault, that is, it passivates its channels. The F-I/O reports the fault to the → F-CPU.
If F-I/O inputs are passivated the → F-system returns fail-safe values to the → safety program
instead of the process values set at the fail-safe inputs.
If F-I/O outputs are passivated the → F-system returns fail-safe values to the fail-safe outputs
("0") instead of the output values returned by the → safety program.

PG
Programming device Compact PC designed for use in industry. A programming device is
fully equipped for programming SIMATIC automation systems.

Process image
The process image is a part of CPU system memory. The signal states of the input modules
are transferred to the process image of inputs at the start of cyclic program execution. The
process image of the outputs is transferred to the output modules as a signal state at the end
of the cyclic program execution.

Process safety time
The process safety represents the interval during which a process may be allowed to
continue without intervention, without developing any risk to life and limb of operating
personnel or damage to the environment.
Any type of F-system process control is tolerated within the process safety time, that is, the
process can be controlled incorrectly or not at all. The process safety time of a process
depends on the process type and must be determined individually.

PROFIBUS
PROcess FIeld BUS, German process and fieldbus standard to IEC 61784-1:2002 Ed1 CP
3/1. It defines the functional, electrical and mechanical properties of a bit-serial fieldbus
system.
PROFIBUS is available for the protocols DP (= distributed I/O), FMS (= fieldbus message
specification), PA (= process automation), or TF (= technological functions).
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PROFIsafe
PROFIsafe is the safety-oriented PROFIBUS DP/PA bus profile for communication between
the → safety program and the → F-I/O in an → F-system.

PROFIsafe address
Each -> F-I/O is assigned a PROFIsafe address. You must configure the PROFIsafe address
in STEP 7 HW Config and set it on the F-I/O using a switch.

PROFIsafe monitoring time
Monitoring time for safety-oriented communication between the F-CPU and F-I/O.

Proof-test interval
The faultless state of a component must be verified on expiration of this specific time, that is,
it must be replaced with an unused component unless proven faultless.

Redundancy, availability enhancing
Multiple instances of components with the focus set on maintaining component functionality
even in the event of hardware faults.

Redundancy, safety enhancing
Multiple availability of components with the focus set on exposing hardware faults based on
comparison; for example, → 1oo2 evaluation in → fail-safe signal modules.

Redundant switched I/O
Configuration variant of S7 FH Systems in → safety mode for enhancing availability. → FCPU, PROFIBUS DP, and → F-I/O are redundant. The F-I/O may no longer be available
when in error state.

Reintegration
After a fault has been eliminted, a reintegration (depassivation) of the → F-I/O is required.
The reintegration (changeover from fail-safe values to process values) occurs automatically
or, alternatively, after user acknowledgment in the safety program.
Following reintegration of an F-I/O with inputs, the process values pending at the fail-safe
inputs are provided to the → safety program again. In the case of an F-I/O with outputs, the →
F-system transfers the output values provided in the safety program to the fail-safe outputs
again.
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Response time
Denotes the interval between the detection of an input signal and the change of its
associated output signal.
The actual response time lies between a minimum and maximum response time. Allowances
must be made in the system configuration for the longest expected response time.
For fail-safe inputs: The response time represents the interval between a signal change at
the input and the reliable availability of the → safety message frame on the backplane bus.
For fail-safe digital outputs: The response time represents the interval between an incoming
safety message frame from the backplane bus and the signal change at the digital output.
For fail-safe analog inputs: The response time results from the number of channels/channel
pairs, the response time per channel/channel pair, the basic response time and, in the case
of SM 336; F-AI 6 x 0/4 ... 20 mA HART, also the configured smoothing.

Safe state
The existence of a safe state at all process variables forms the basic principle of the safety
concept in fail-safe systems. A "0" value represents the safe state at digital signal modules,
for example.

Safety function
Integrated mechanism of the → F-CPU and → F-I/O that enables operation in →
S7 Distributed Safety or S7 F/FH Systems fail-safe systems.
To IEC 61508: Function implemented by means of a safety system for maintaining or
recovering the safe state of a system when specific faults are detected.

Safety Integrity Level
Safety level (Safety Integrity Level) SIL to IEC 61508 and prEN 50129: Higher safety
integrity levels result in more stringent measures to be taken in terms of the prevention and
handling of systematic errors and hardware failures.
The → fail-safe signal modules support Safety Integrity Level up to SIL 3 when operated in in
safety mode.

Safety message frame
In safety mode, data are transferred between an → F-CPU and a → fail-safe signal module in
a safety message frame.

Safety mode
Operating mode of → F-I/O which supports → safety-related communication using → safety
message frames. → ET 200S fail-safe modules are dedicated to operation in safety mode. →
S7-300 F-SMs (except F-AI 6 x 0/4 ... 20 mA HART) can be used in → standard mode or
safety mode.
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Safety program
Safety-related user program

Safety-related communication
Communication for the exchange of fail-safe data

Sensor
Sensors are used for accurate detection of digital and analog signals as well as routes,
positions, velocities, rotational speeds, masses, etc.

Sensor evaluation
There are two types of sensor evaluation:
● → 1oo1 evaluation – sensor signal is read in once
● → 1oo2 evaluation - sensor signal is read twice by the same module and compared within
the module or, in S7 F Systems, using F-block F_1oo2AI.
● → 2oo3 evaluation - sensor signal is compared in S7 F Systems using F-block F_2oo3AI.

Single-channel I/O
Configuration variant of S7 Distributed Safety/S7 F/FH Systems in → safety mode. → F CPU
undo → F I/O are redundant. The F-I/O is no longer available when in error state.

Single-channel switched I/O
Configuration variant of S7 FH Systems in → safety mode for enhancing availability. The → FCPU is redundant, → F-I/O is not redundant; the system changes to the partner F-CPU when
a fault is detected. The F-I/O may no longer be available when in error state.

Standard mode
F-I/O mode of operation which does not support → safety-oriented communication by means
of → safety message frames. Supports only standard communication.
S7-300 F-SMs (except F-AI 6 x 0/4 ... 20 mA HART) can be used in standard mode or →
safety mode.

Static parameters
Can only be set when the CPU is in STOP, and cannot be changed dynamically by the
active user program by calling SFCs (system function).
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Glossary

Thread length
Air gap and creepage distance (air gap = shortest distance between two components in air.
Creepage distance in air = shortest distance in air between two conductive parts along the
surface of an insulating material)
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"Provide last valid value", 66

Basic knowledge
Required, 3

1
1oo2 evaluation, 28

A
Accessories, 277
Actuator
Requirements, 43
Address
PROFIsafe, 30, 34
Address assignment
SM 326, DI 24 x DC 24V, 68
Address assignment in standard and safety mode, 27
Address assignment of user data, 28
Address space
Permissible, 29
Address switch, 31
For PROFIsafe addresses, 34
Setting, 32, 35
Addressing
Of the channels in standard mode, 29
SM 336
Diagnostic messages, 219
Analog value representation of SM 336
Measured value range, 148
Analog input module SM 336 AI 6 x 13Bit
Measured value resolution, 149
Analog value representation
Measured value range, 261
Approval
FM, 55
UL, 54
Approvals, 3
Assigning parameters, 23
Availability
depending on the F-I/O used, 19
Enhanced, 22
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Cable guide, 96, 99
Capacitive loads
Switching, 283
Categories 3 and 4, 15
Category, 19
Causes of the problem
at SM 326, DI 24 x DC 24V, 91
at SM 326, DO 8 x DC 24V/2A PM, 123
for SM 326, DI 8 x NAMUR, 111
SM 336, AI 6 x 13Bit, 181
with SM 326, DO 10 x DC 24V/2A, 139
CE mark, 53
Central configuration, 17
Changes
compared to the previous version, 3
Changes in the manual, 3
Checks
HART reply, 255
CiR, 22, 68
Client, 252
Transfer area, 252
Commands
HART, 240
Commissioning
of fail-safe signal modules, 16
Configuration
Central, 17
Distributed, 17
Redundant, 37
Configuration in RUN, 68
Configuration in RUN (CiR), 22
Configuration variant
Depending on availability, 19
In safety mode, 18
In standard mode, 17
Configuring, 22
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Conventions
applied to this manual, 6
CPU
Approved, 17, 18
Cross circuit
Prevention, 120

D
Dark period, 45
Dark period suppression, 137
Data record format
Diagnostics of the HART analog module, 251
HART analog module, 249
HART command, 253
HART communication, 252
HART reply, 254
Parameter data records for HART, 257
Data records 0 and 1
Diagnostics data, 266
Declaration of Conformity
SM 326, DI 8 x NAMUR, 285
Degree of protection, 63
Degree of protection IP 20, 64
Diagnostic interrupt, 51
Assigning parameters, 51
Diagnostic messages
SM 336, 219
and corrective measures, 51
in STEP 7, 51
SM 326, DI 24 x DC 24V, 90
SM 326, DI 8 x NAMUR, 110
SM 326, DO 10 x DC 24V/2A, 138
SM 326, DO 8 x DC 24V/2A PM, 122
SM 336, AI 6 x 13Bit, 180
Diagnostics buffer, 48
Diagnostics data, 266
Byte 7 to 9 for SM 326, DI 24 x DC 24V, 268
Bytes 0 and 1, 266
Bytes 2 and 3, 267
Bytes 4 to 6, 267
Bytes 7 and 8 for SM 326, DO 10 x DC 24V/2A, 270
Byte 7 for SM 326, 269
Byte 7 for SM 326, 269
Reading, 265
Signal modules, 265
Structure and contents, 266
Diagnostics functions, 50
Diagnostics LEDs, 51
Diagnostics of the HART analog module
Data record format, 251
Diagnostics using the LED display, 50
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Digital modules, 65
Dimensional drawing of a safety protector, 275
Dimensional drawing of the bus module for safety
protectors, 275
Dimensional drawing of the signal module, 273
DIP switch, 31
Discrepancy analysis, 65
Discrepancy behavior, 65
Distributed configuration, 17
Documentation
Additional, 4
Duration of sensor signals
Requirements, 44

E
Electromagnetic compatibility, 58
EMC, 58
EMC Directive, 60
EN 954-1, 15
Enhanced availability, 22
Enhancement of availability, 16
Entering
HART parameters, 242
Environmental conditions, 61
Mechanical, 62
Evaluating diagnostics data, 50
Ex area, 96
Example
HART parameters, 240

F
F Configuration Pack, 21
F_destination_address, 30
Assigning, 34
Analog input module SM 336
Measured value resolution, 187
Analog value representation of SM 336
Measured value range, 186
SM 336
Order number, 188
SM 336
Properties, 188
SM 336
Address assignment, 189
SM 336
Front view, 189
SM 336
Wiring and block diagram, 190
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SM 336
Channel numbers, 190
SM 336
External sensor supply, 192
SM 336
Causes of the problem and corrective
measures, 220
Fail-safe automation system, 13
Fail-safe signal module, 13
Fail-safe value, 47
Fault reactions, 47
Fields of application, 57
FM
Approval, 55
Front connectors, 42
F-SM, 13
F-system, 13
Sample configuration, 15

G
General technical data, 53
Group diagnostics, 49
Group fault
HART, 255
Guide
through the manual, 5

HART reply, 240, 252
Checks, 255
Data record format, 254
Processing status, 253
HART signal
superimposed, 239
HART status bytes, 255

I
I&M data, 250
IEC 1131, 56
IEC 61508, 15
Input area
User data, 258
Input delay, 280
Insertion/removal, 42
Interference
Pulse-shaped, 58, 59
Sinusoidal, 59
IP 20, 64
Isolation test, 63

L
Loads, capacitive
Switching, 283
Logical base address, 31

H
H/F Competence Center, 6
HART
Commands, 240
Group fault, 255
Parameters, 240
Protocol error, 256
System environment for using HART, 242
Using, 241
HART analog module
Access by means of SIMATIC PDM, 243
Transparent message data, 243
User data, 249
HART command, 252
Data record format, 253
HART communication, 249
Data record format, 252
Rule, 252
HART parameters
entering, 242
Example, 240
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Manual
Contents, 5
Module start address, 30, 31

N
Namur sensors, 44

O
Operating conditions, 61
Order numbers, 3, 277
Output of fail-safe values, 47, 48
Overvoltage protection, 262
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P
Parameter data records for HART
Data record format, 257
Parameters, 23
HART, 240
Passivation, 48
Power supplies, 41
PROFIsafe
Address, 30, 34
Assigning addresses, 34
Protection class, 63
Protective extra-low voltage
Protective, 40
Protocol error
HART, 256
Provide 0 value, 66
Pulse-shaped interference, 58, 59
Purpose of this manual, 3

R
Rated voltages, 63
Recycling and disposal, 6
Redundant configuration, 37, 60
Redundant I/O devices, 16, 22
Redundant switched I/O, 19
References
Additional, 4
Reintegration, 49
Replacing modules, 42
Requirement class, 15, 19
Requirements
Software, 21
Response time
Fail-safe analog input modules, 281
Fail-safe digital input modules, 279
RF interference
Emission of, 60
Rule
HART communication, 252

Safety protector, 19
Block diagram, 261
Configuration in ET 200M/S7-300, 261
Front view, 260
Order number, 259
Technical data, 263
Scope
Of this manual, 3
Sensor
Requirements, 43
Sensor signal
Duration requirements, 44
Sensor supply
internal, 80
SFC
Data record format, 250
Reading diagnostics data, 265
Shipping and storage conditions, 61
Short-circuit test, 280
Signal module
Diagnostics data, 265
Fail-safe, 13
SIL 2, SIL 3
Requirement classes, 15
Safety Integrity Levels (SIL), 15
Single-channel I/O, 19
Single-channel switched I/O, 19
Sinusoidal interference, 59
SM 326, DI 24 x DC 24V
Applications, 72
Causes of the problem and corrective measures, 91
Channel numbers, 69
Diagnostic messages, 90
External sensor supply, 71
Front view, 69
Internal sensor supply, 80
Order number, 67
Parameters, 83
Properties, 67
Short-circuit to M and L+, 90
Technical data, 92, 113
Wiring and block diagram, 70

S
Safe state, 13, 48
Safety extra-low voltage (SELV), 40
Safety Integrity Level, 15, 19, 43
Safety mode, 15, 34
Replacing modules, 42, 262
Setting, 31, 34
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SM 326, DI 8 x NAMUR
Address assignment, 96
Causes of the problem and corrective
measures, 111
Channel numbers, 98
Declaration of Conformity:, 285
Diagnostic messages, 110
Front view, 97
Order number, 95
Properties, 95
Sensors supported, 97
Technical data, 112
Type Examination Certificate:, 285
Wiring and block diagram, 98
SM 326, DO 10 x DC 24V/2A
Causes of the problem and corrective
measures, 139
Channel numbers, 131
Diagnostic messages, 138
Order number, 128
Properties, 128
Technical data, 143
Wiring and block diagram, 131
SM 326, DO 8 x DC 24V/2A PM
Address assignment, 116
Applications, 118
Causes of the problem and corrective
measures, 123
Channel numbers, 117
Diagnostic messages, 122
Front view, 116
Order number, 115
Properties, 115
Technical data, 125
Wiring and block diagram, 117
SM 336, AI 6 x 13Bit, 182
Address assignment, 151
Causes of the problem and corrective
measures, 181
Channel numbers, 152
Diagnostic messages, 180
External sensor supply, 153
Front view, 151
Order number, 150
Properties, 150
Wiring and block diagram, 152
Smoothing of analog input values, 229
Software requirements, 21
Standard mode
Channel addressing, 29
STEP 7, 21
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Structure and contents
Diagnostics data, 266
Support
Additional, 6
Switching capacitive loads, 283
System environment
for using HART, 242

T
Technical data
SM 336, 223
General, 53
Safety protector, 263
SM 326, DI 24 x DC 24V, 92
SM 326, DI 8 x NAMUR, 112
SM 326, DO 10 x DC 24V/2A, 143
SM 326, DO 8 x DC 24V/2A PM, 125, 143
SM 336, AI 6 x 13Bit, 182
Test voltages, 63
Thread length, 101
Training Centers, 6
Transducers
Analog input module, 154, 192
Transfer area
Client, 252
Transparent message data, 243
TÜV certificate, 57
Type Examination Certificate
SM 326, DI 8 x NAMUR, 285

U
UL

Approval, 54
Underflow, 149, 187
User data
HART analog module, 249
Input area, 258
Using
HART analog module, 241
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V

W

Vibration, 62
Voltages
Rated, 63

Wire break, 149, 187
Wiring, 41
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SIMATIC
Product Information to
02/2008
SM 336; F-AI 6 x 0/4 ... 20 mA HART

6ES7336-4GE00-0AB0

Deutsch
Beachten Sie, dass Sie beim Einsatz der fehlersicheren Signalbaugruppe
SM 336; F-AI 6 x 0/4 ... 20 mA HART zusammen mit dem Interfacemodul IM153-2
(6ES7153-2BA02-0XB0) das I&M-Datum "Zusatzinformation" nur schreiben können.

English
Please note that when using the fail safe signal module SM 336; F-AI 6 x 0/4 ... 20 mA
HART with the interface module IM153-2 (6ES7153-2BA02-0XB0) that the I&M data
"Additional information" can be written, but not read.

Français
Tenez compte du fait que vous ne pourrez qu’écrire la donnée I&M "Information
complémentaire" en cas d’utilisation du module de signaux
SM 336; F-AI 6 x 0/4 ... 20 mA HART avec le module d’interface IM153-2
(6ES7153-2BA02-0XB0).
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